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PowerServer components

1 PowerServer components
PowerServer 2021 is comprised of two parts:

» PowerServer Toolkit -- Provides utilities for 1) Creating and managing PowerServer
projects; 2) Analyzing and compiling the application; 3) Generating and deploying the
application web files (PBD files and supporting files) to the web server; 4) Generating a
PowerServer Web APIs solution; 5) Compiling and running the PowerServer Web APIs
(inlocal environment); 6) Running a PowerServer project; 6) Generating build files from
existing PowerServer projects for auto-build, etc.

PowerServer Toolkit is provided as a component in the PowerBuilder Installer and
installed as a plug-in to the PowerBuilder IDE. For how to run the PowerBuilder Installer,
refer to Installation Guide for PowerBuilder IDE. The PowerServer Toolkit is by default
installed to %A ppeonl nstal| Path%\Common\PST ool kit\[ version)\.

Figure 1.1:

PowerBuilder 2021
Programs Components Locations

@ Powerscript Development Summary

Please select the items you want to install from

PowerBuilder IDE PowerServer Toolkit the list on the left-hand side.

PowerBuilder Compiler

® C# Migration & Development

(S‘ snapDevelop I .NET DataStore

(d

System drive (C) 35 MB
Location C:AProgram Files (x86)\ippeon Change ystem artve (L required

Qther drives required oMB

) Total space required 35 MB

Back Install

» The PowerServer NuGet packages -- The runtime library for the PowerServer Web
APIsthat supports data processing, authorization, licensing etc. When you launch the
PowerServer C# solution, the PowerServer NuGet packages will be automatically
downloaded and installed from the NuGet website (https.//www.nuget.org). Please make
sure the computer can connect to the NuGet website (https.//www.nuget.org).

The PowerServer NuGet packages can be downloaded to SnapDevelop or any other .NET
IDE such as Visual Studio. No matter which .NET IDE you are using, the instructions

on how to install, update, and uninstall the PowerServer packages are the same as all the
other NuGet packages. For detailed instructions, please refer to this documentation https.//
docs.microsoft.com/nuget/qui ckstart/install-and-use-a-package-in-visual -studio.

The PowerServer NuGet packages are free to download but must be activated before it can
work properly. For more, refer to Import license and activate PowerServer.
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Figure1.2:

Solution Explorer
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== Serverjson
Startup.cs
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Note

PowerServer 2021 will only work with PowerBuilder 2021. Before deploying your
application with PowerServer 2021, make sure 1) your application is upgraded to

be compatible with PowerBuilder 2021; and 2) you have a PowerBuilder CloudPro
license (paid or trial).

Note

PowerServer 2020 or earlier cannot be upgraded to PowerServer 2021; and

applications deployed with PowerServer 2020 or earlier cannot work with
PowerServer 2021.
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2 Installation requirements

2.1 Client PC
To run the installable cloud app, install the following OS and Web browser:

» Windows 10 or 8.1, or Windows Server 2019, 2016, or 2012 R2

» Google Chrome, Mozilla Firefox, or Microsoft Edge (Chromium-based)

2.2 Development PC

It is recommended that PowerBuilder IDE, PowerBuilder Runtime, PowerServer Toolkit, and
PowerBuilder Compiler are the same version and build.

For installation instructions, refer to Installation Guide for PowerBuilder IDE.

Note

Y ou must have administrator privileges to run the PowerBuilder Installer and install
Some components.

Table2.1:
To Install the following
Build and deploy the PowerServer project * Windows10or 8.1

* PowerBuilder IDE 2021
* PowerBuilder Runtime 2021

* PowerServer Toolkit 2021

Build and deploy the PowerServer project » Windows 10 or 8.1, or Windows Server
using the PBAutoBuild210.exe command 2019, 2016, or 2012 R2

» PowerBuilder Runtime 2021
* PowerServer Toolkit 2021

» PowerBuilder Compiler 2021 (or
PowerBuilder IDE 2021)

Compile and publish the PowerServer Web | Windows 10 or 8.1
APls

» SnapDevelop 2021 or Visua Studio 2019

The computer must be able to connect to
the NuGet site (https.//www.nuget.org), in
order to download the packages required
for compilation.
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2.3 Web Server
The app files can be hosted in the following Web servers:

Windows 1S
For how to install and configure IS, refer to Setting up 11S.

Windows/Linux Apache

For how to install and configure Apache in Windows, refer to Setting up Apache on
Windows.

For how to install and configure Apache in Linux, refer to Setting up Apache on Linux.

Windows/Linux Nginx

For how to configure Nginx in Windows, refer to Setting up Nginx on Windows.

For how to configure Nginx in Linux, refer to Setting up Nginx on Linux.

* Kestrel is not recommended to be used as the Web server for hosting the app files.

* Any version within the support period is supported.

2.4 .NET Server

The PowerServer Web APIsisan ASP.NET Core 3.1 app; it can be hosted and deployed like
any other ASP.NET Core app.

The following are the most popular hosting environments:

Windows/Linux Docker

For how to publish the PowerServer Web APIsto Docker, refer to Tutorial 2: Hosting Web
APIsin Docker Containers.

Kubernetes

Windows IS

For how to publish the PowerServer Web APIsto IS, refer to Tutorial 3: Hosting Web
APIsinlIS.

Windows/Linux Kestrel (with or without a reverse proxy server)

For how to run the PowerServer Web APIs on Kestrdl, refer to Tutorial 4: Hosting Web
APIsin Kestrel.

* Any version within the support period is supported.

For acomplete list of supported environments, refer to https.//docs.microsoft.com/aspnet/
core/host-and-deploy/?view=aspnetcore-3.1.

2.5 Database Server

The installable cloud apps can work with the following databases:
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* Oracle12c, 18c, or 19¢c

PowerBuilder and/or PowerServer will automatically download the required driver
(Oracle.ManagedDataA ccess.Core 2.19.110) from https.//www.nuget.org, or you will be
asked to specify the location of the driver if https://www.nuget.org cannot be connected.

* PostgreSQL 11.3, 12, or 13
* SQL Server 2016, 2017, or 2019

* SQL Anywhere (ODBC) 16 (16.0.0.2043 or later) or 17

If SQL Anywhere ison adifferent machine from PowerBuilder, make sure to enable the
connection pooling setting in the ODBC driver. Connection pooling is enabled by default
if SQL Anywhere is on the same machine as PowerBuilder.

- ASE (ODBC) 16.0

A SE databases can only be connected using the ODBC driver in the PowerServer runtime

environment. Thisis different from the PowerBuilder runtime environment where the ASE
database is connected using the native driver. See ASE database for the differences caused
by this driver change.

* MySQL 5.6,5.7, or 8.0

PowerBuilder and/or PowerServer will automatically download the required driver
(MySqgl.Data 8.0.25) from https://www.nuget.org, or you will be asked to specify the
location of the driver if https:.//www.nuget.org cannot be connected.

* Informix 12.x or 14 (Betafeature) *

PowerBuilder and/or PowerServer will automatically download the required driver
(IBM.Data.DB2.Core 2.2.0.100) from https://www.nuget.org, or you will be asked to
specify the location of the driver if https.//www.nuget.org cannot be connected.

* Beta means the feature has not been fully tested, has known bugs, and does not receive
standard technical support. We will collect reported bugs and try to address in a future
version.

SQL Anywhere and ASE databases can be connected using the ODBC driver only. The other
databases are connected using the native database driver.

2.6 Network

Same as any other web applications, for installable cloud apps, the Web APIs must be
published to a PowerServer that locates on the same LAN as the database server. If the
database is not on the same network as the Web APIs, every request has to go along way
from PowerServer to the database, it is highly possible that there will be performance and
security issues.
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Overview

1 Overview

PowerBuilder 2021 introduces a new project type: PowerServer. With the PowerServer
project type, PowerBuilder applications can be deployed as installable cloud applications.

Thistutorial helps you to quickly get started with PowerServer. By going through this
tutorial, you will get a basic understanding of the key tasks required for deploying a
PowerServer project based on the Example Sales App (SalesDemo) provided in the
PowerBuilder Installer.
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2 Preparing a local development environment

In order to quickly get started with PowerServer, we will use alocal development machine
for al roles (development, client, Web server, .NET server, and database server).

Therefore, "alocal development environment™ in this Quick Start guide does not mean

the development PC only; it means all rolesin one machine, asillustrated in the following
graph. And it can only represent one supported environment (not al), for example, the IS
web server is used as an example here (although Apache and Nginx web servers are also
supported), the SQL Anywhere database is used as an example (although PostgreSQL, SQL
Server, Oracle etc. are also supported), Chrome is used as an example (although Firefox and
Edge are aso supported).

Figure 2.1:

___________

|

1

1

1

1

1

1

1

1

1

1

1 -

Client

1 e
1

1

1

1

1

1

1

1

A local development environment

1) App files download Web Server 1) App files deploy Development PC
2) Config files download {ns) IZ-] Contig files deploy (PB IDE, Runtime, P$ Toolkit, SA)
(such as Web API URL) (such as Web API URL,

required for
creating the cache

\
1

]

1

1

1

]

1

1

1

1

. 1
DB connectionis
]

1

1

1

1

1

1

1

1

1

!

1) DB connection

et PowerServer Web API Get data Database Server

A e R
4) Authentication etc.

The following steps will guide you through preparing such an environment.
Step 1: Prepare a Windows 10 (64-bit) machine.
PowerBuilder IDE can only run on Windows 10 or 8.1.

Step 2: Make sure this machine has Internet connection.

Step 3: Install the following software to this machine.

Table2.1:

Role Requiresthefollowing software

Client * |Install Google Chrome
The installable cloud app must run through Google Chrome, Mozilla
Firefox, or Microsoft Edge (Chromium-based) for the first time.
Database |+ Install SQL Anywhere 17 (or PostgreSQL 11.3, 12, or 13)
Server Y ou can download the installer for the free trial of SQL Anywhere
Development|  developer edition (or the installer for PostgreSQL).
If you install the PostgreSQL demo database, the steps are the same as
using the SQL Anywhere demo database.
Development | Download the PowerBuilder Installer executable from the Downloads page
on the Appeon User Center (login is required) and then run the PowerBuilder
Installer to install the following programs or components:
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Preparing a local development environment

Role

Requiresthe following software

PowerBuilder Runtime 2021
Power Server Toolkit 2021

PowerBuilder IDE 2021

During the PowerBuilder IDE installation, double check that the SQL
Anywhere engine (or PostgreSQL engine) is already installed and selected
in the following screen; thiswill automatically install the demo database
according to the selected engine and create the ODBC data source required
for running the PowerBuilder demo application.

Figure2.2:

PowerBuilder 2021

Programs Components Locations Additional Options

((~) PowerBuilder IDE

i Database Provider

: S5QL Anywhere (using 32-bit ODBC driver) -
U SQL Anywhere Engine for Dema and Tutorial Files:

CAProgram Files\SQL Anywhere TT\Bing4 -

The demo database file is automatically installed to %Public%\Documents
\A ppeon\PowerBuilder 21.0\ and the corresponding ODBC data sourceis
automatically created during the PowerBuilder installation.

» If SQL Anywhere engineisinstalled and selected, the demo database
fileis pbdemo2021.db and the ODBC data source is PB Demo DB
V2021.

* If PostgreSQL engineisinstalled and selected, the demo database file
is pbpostgres2021.dmp and the ODBC data source is PB Postgres
V2021.

Alternatively, you can download the database file from https://github.com/
A ppeon/PowerBuilder-Proj ect-Example-Database and create the ODBC
data source manually (instructions are provided here).

Web Server

Install Windows11S

Follow the next section Installing I1S in Windows 10 to install and verify
I1S.

Windows 1S will be used as the Web server in thistutorial to host the
client-side of the installable cloud app. Y ou can also use Windows/Linux
Apache and Windows/Linux Nginx (instructions are provided here).

.NET Server

Nothing needsto beinstalled
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Preparing a local development environment

Role Requiresthe following software

In the development environment, we will directly run the PowerServer
Web APIs on the ASP.NET Core Kestrel web server (alight-weight web
server automatically included and enabled in the ASP.NET Core project);
and as Kestrel is by default included in the PowerServer Web APIs, there
isno need to install any other software.

Alternatively, you can publish PowerServer Web APIs to a dedicated
hosting environment such as Docker, I1S etc. (as described in tutorial 2
and tutorial 3).

2.1 Installing 1IS in Windows 10

Step 1: In Windows 10, navigate to Control Panel > Programs > Programs and Features >
Turn Windows features on or off.

Step 2: Expand the I nternet I nformation Ser vices node and make sure the following
features are selected.

* IS Management Console

NET Extensibility 4.7

» Application Initialization
« ASP.NET 4.7

* |SAPI Extensions

* |SAPI Filters

 Default Document

« Static Content
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Preparing a local development environment

Figure 2.3:
Windows Features _ 0O %
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= [m] | Internet Information Services I
=1 FTP Server
FTP Extensibility
FTP Service
= [m | Web Management Tools
| 1156 Management Compatibility
I 15 Managernent Cu:unsu:ulel
15 Management Scripts and Tools
I15 Management Service
= m | Werld Wide Web Services
= m] | Application Development Features
[] | .NET Extensibility 3.5
MET Extensibility 4.7
Application Initialization
L] | asp
[] | ASP.MET 3.5
| ASP.NET 4.7
Ll  Cal
ISAP| Extensions
ISAPI Filters
] | Server-Side Includes
[0 | webSocket Protocel
= [m] | Commen HTTP Features
| Default Document
Directory Browsing
HTTP Errors
[] | HTTP Redirection
| Static Content |
L] | WebDAV Publishing hd

Cancel

Step 3: Click OK toinstall the selected features.
After lISisinstalled, a Default Web Site (with port 80) is automatically created.

We will use the Default Web Site (with port 80) in this tutorial. Y ou can also create new
websites with different port numbers (instructions are provided here).
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Preparing a local development environment

Figure 2.4:
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Step 4: Open aWeb browser and input "http://localhost:80/" in the address bar.
If the 11S welcome screen displays, the Default Web Site is working properly.

Figure 2.5:
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Verifying the example sales app

3 Verifying the example sales app

Step 1: Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator. The SalesDemo workspace isloaded in
the PowerBuilder IDE.

Note: Run as administrator is recommended as administrator rights are required when
performing some tasks later (such as uploading files to server).

Step 2: Click the Run button in the PowerBuilder toolbar and make sure the application can
run and data can be retrieved successfully. Close the application after verifying it.

Page 7



Minimal efforts: Deploying the sample PowerServer
project

4 Minimal efforts: Deploying the sample
PowerServer project

The Example Sales App (SalesDemo) contains a sample PowerServer project in the
salesdemo.pbl: salesdemo_cloud. Following the instructionsin this chapter, and using the
sample project, you can get the application deployed to PowerServer and then run as an
installable cloud app in afew steps. Alternatively, you can follow the instructionsin the
chapter Creating and deploying a new PowerServer project to try the full steps of creating
and then deploying a PowerServer project from the very beginning.

4.1 Updating the sample PowerServer project based on your
environment

Step 1: Open the sample PowerServer project in the painter.

1. Load the SalesDemo workspace in the PowerBuilder IDE by selecting Windows Start |
Appeon Power Builder 2021, and then right-clicking Example Sales App and selecting
More| Run asadministrator.

2. Locate the salesdemo_cloud project file in salesdemo.pbl, and double click to openit in
the painter.

The project file contains multiple tabs: General, Libraries, External Files, Runtime,
Signing, Client Deployment, Run Options, and Web APIs. Most settings in the tabs
are pre-configured and can stay as-is. Y ou only need to follow the instructionsin the
subsequent stepsto adjust a few settings based on your environment.

Step 2: Update the server configuration with the following steps:
1. Click the Client Deployment tab in the PowerServer project painter.

2. Inthe Deployment mode section, click the Server Configuration button. In the Web
Server Profile window that appears, click the Add button.

3. Inthe Add/Edit Server window, select L ocal server, set the Web root full path (inthis
tutorial, C:\inetpub\wwwroot), and then click Test File Path to ensure the path is valid.

This tutorial assumes your OSisinstalled to the C drive and the 11S Web root is C:
\inetpub\wwwroot. If you encounter any errors when configuring the Web server profile,
refer to Permission errors when configuring the Web server profile.
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Minimal efforts: Deploying the sample PowerServer
project

Figure4.1:

General Libraries External Files Runtme Signingl Client Deployment  mun Options  Web APIs

1

Deployment mode 2

(®) Directly deploy to the server: Local v Server Configuration. ..

Check the availability of Cloud App Launcher on the server during the deployment process

() Package| Web Server Profile..

Package Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects. 3
Packg
Server Profile Name Address,File Path Add...
Packg
Edit..
Outputp Add/Edit Server 4 X
@ Local server O Remote server
* Deployment ve
* Server profile name: Local
* Minimum compg
Cloud App Launcher Weh root setting

Download optig

Make sure Cloud You must either run PowerBuilder as administrator,_or have write permissions to

® Download the runtime files,| the path. 5
Upload Cloud & *Web root ful path: | |C:¥netpublwwuroot
() Download eb root full path: :
I Test File Path {

Cancel

4. Click OK to save the server profile and return to the Web Server Profile window.

5. Click the Upload Cloud App Launcher button.
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Minimal efforts: Deploying the sample PowerServer
project

Figure4.2:

Web Server Profile... o

Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects,

Server Profile Mame Address/File Path Add...
Local C:hinetpubwwwroot
Edit...
Delete

Cloud App Launcher

Each Web server must have the Cloud App Launcher installed. When changing the
runtime version in the IDE, you will need to re-upload the Cloud App Launcher to the
Web server,

Upload Cloud App Launcher...

6. Inthe Upload Cloud App Launcher and Runtime window that appears, make sure the
following are selected: L ocal, Upload the runtimefilesfor the apps, 32-bit, and 64-bit.

7. Click Upload and make sure the upload is successful. This section Uploading the cloud
app launcher and the runtime files has more details about this window.

Step 3: Update the PowerServer solution path with the following steps:

1. Click Web APIsin the PowerServer project painter.

In the Solution location field, the default location is set to [current user]\source\repos.

2. If thelocation in the Solution location does not exist on the current machine, please select
avalid one.
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Minimal efforts: Deploying the sample PowerServer
project

Figure4.3:

General Libraries External Fles Runtime  Signing  Client Deployment  Run Options  Web APIs

Solution generation

Specify the solution to contain the Web API projects, namely, the AppModels and ServerAPIs projects,

* Solution location: C:\Users\appeonisource\repos D
* Solution name: PowerServer_salesdemo -

* Auth Template: Do not use auth service bl
*Mamespace: Salesdemo_doud

Overwrite server settings (DB connection, Web APT port, and license)

Step 4: Use the default Web API URL "http://localhost:5000" in the Web APIstab. Make
sure the port number is not occupied by another program.

In thistutorial, the Web APIswill be running on the local computer, in order to quickly get
started and running.

If you plan to apply a web debugging proxy tool to debug the deployed application or want to
publish the PowerServer Web APIsto a dedicated server, then use the actual |P address.
Figure4.4:

Web APT LIRL

The app will connect to the PowerServer at the following Web APT URL. The URL is the same for all the projects in the
same solution,

*Web APT URL: |hth:u:,.",."|u:u:alhu:ust: 5000

scheme: /fhost[:port] [/path]

Step 5: Import avalid PowerServer license in the Web API s tab.

Y ou can import avalid license into the project settings using Auto Import (importing the
current PowerBuilder CloudPro or trial license), or Import from File (file from the License
Management page on https://account.appeon.com).

Figure 4.5:

License settings

Specify the PowerServer license by importing the license file, . Auto Import Import from File Remove

ey1QYXlsb 2FkIjoiMlk5a030cdabnZPdHUya 2a2VmowgFSckMLMndrUIR 2T 28 5enhX ZkZUdmhNTGIpSn kT 3Z2qc IRave iM -
DAYOMROWRC2alc SYWZYUWIMU 25vNDVal zdaR lpged SEVEONMAZSHpMOQlhsaDEy il IMD Ay Qi 1N 2FgUELeHZyTI]
hZIVrTmd3wWU0zenpzeczh IMHRKaHpol 3VTGYXZFczV Tola3R Zb 2VWTVF SMloyb TdT o 1BxbmF SOGMMaLIMUY T Z thi J0elUx
QZXMNLM2FFRFx 1IMDAYQmZwhm ITdFZuSUMza3BqeW 125 2xESkl 55HVLMLIL SMzZ QMDhkUFpOWkeczXHUwWMD ICY 1psc 1o
ATOMNTelBhMEFYWFpEVKR GLIEIMdHdxUUZDMYx IMDAyQncdeEQyd ISTWIGR 3AzMIx IMDAyQICTGOzblhzQlducmR it vk -

PowerServer license version: (Trial)

Step 6: Double check the Database Configuration in the Web API s tab.

1. Click the Database Configuration button in the Web API s tab in the PowerServer
project painter.
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Minimal efforts: Deploying the sample PowerServer
project

2. Click DB Driversin the upper part to make sure the SQL Anywhere driver (or
PostgreSQL driver) and the option "I have read and agree to the license ..." both are
selected.

3. Sdect the"Sales' cache and then click the Edit button besides the selected cache name.

If you use SQL Anywhere as the demo database, no change is needed to the database
configuration. If you use PostgreSQL as the demo database, the default login account is
postgres (user)/postgres (password). Please double check the connection.

Figure 4.6:
# Database Configuration X
DB connection profile Database configuration for the app compilation
@ Defautt Cache configuration for: Default
Cache name Provider Data Source Connection Info MNew
s reagesal  [PodemoJbcobwas
Edit
Delete
DB Drivers
Transaction+o-cache mappings
Caonfigure the tr tion-to-cache mappings below unless you want to dynamically connect to the database in PowerScript.
Transaction Cache name New
Delete
New Delete
Setas Current
Cancel

4.2 Building and deploying the PowerServer project
Step 1: Click the Save button () in the toolbar.

Step 2: Click the Build & Deploy Power Server Project button (- 22) in the toolbar to build
and deploy the project.

4.3 Starting the Web APIs

Step 1: Make sure your computer can connect to the NuGet site (https.//www.nuget.org).

The packages required for compiling and running the Web APIs must be downloaded from
the NuGet sitefirst.

Step 2: Click the Compile & Run Web API s button (1) in the toolbar to compile and run
the Web APIs on the local computer.

Thiswill run the Web APIs directly on Kestrel (alight-weight web server included and
enabled automatically in every ASP.NET Core project).
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project

To deploy Web APIs to adedicated hosting environment such as Docker or IS, refer to
Tutorial 2: Hosting Web APIs in Docker Containers and Tutorial 3: Hosting Web APIsin
1S

Step 3: Check the Output window and make sure build is successful.

Step 4: Make sure the API console window displays "Application started...”.

Also notice "Now listening on: http://0.0.0.0:5000" in the console window. Thisisthe

URL for accessing the Web APIs. You can use "localhost" or the | P address to access

the Web APIs running on the local computer. The port number can be modified in the
launchSettings.j son in the PowerServer C# solution and will take effect in the development
environment.

When the installable cloud application is run later, you can view the logs in the console
window to check if the requests and responses are processed successfully.

Figure4.7:

B ChUsers\appeon'source\repos\PowerServer_salesdemo\ServerAPls\bin\Debug\netcoreappl.1\ServerAPls.exe - O X

NET\DataProtection-Keys as key repository and

nment : D
LLif
L

4.4 Running the installable cloud application

Step 1: Click the Run Power Server Project button () in the toolbar to run the
application.

For more information about running the application, refer to Run the installable cloud
application.

Step 2: In the app entry page that appears, click Download the L auncher to download and
install the launcher.

After the launcher isinstalled, the application should automatically start, if not, click Start
the Application in the entry page to start the application.
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project

Figure4.8:

Welcomel! Your application is about to start...

Download the Launcher Start the Application

Is the Launcher already installed? If no, please click Did the application start? If no, please click Start or
Download and install now. use the desktop shortcut (if available).

By continuing, | accept the terms of the License Agreement.

Step 3: When the application main window displays, click the Addr ess button in the
application toolbar. Data should be successfully displayed.

Y ou can view the logsin the API console window to check if the Web API requests and
responses are successful.

Figure4.9:

x
Home  Navigate ~E @

T Close Al ﬁ & @ @ DHD + Add — Delete [4 Edit B Save M 4 » M ﬂ Do~

T[22 Preview
Usts % Close  Address Customer Product Order Statistics 4 Eport (™ Cancel ay Print ot Tite

Windows Boards Action View Print

State Province: Alberta v | | Q Filter by City Add Delete Save

g 466 655-4th Ave SW. Calgary  Alberta T2P 2G8
467 25900-700-Gth Ave S.W. Calgary ~ Alberta ToP 268
475 2512-410th Avenue SW. Calgary ~ Alberta ToP 268
487 9250 - 1110th Avenue Sw. Calgary  Alberta ToP 268
502 No. 25400 10665 Jasper Avenue Edmonton  Alberta TS
504 Suite 99320 255 - 510th Avenue S, Calgary  Alberta T2P 2G8
505 6400 888 - 3rd Avenue Calgary  Alberta T2P 268
519 2500-622 Sth Ave Sw Calgary ~ Alberta T2P 268
526  251420a 170th Street Edmonton  Alberta 5
546 250333 Southport Road, SW. Calgary ~ Alberta T2P 268
553 253131 Lake Frasier Drive, Office N.. Calgary ~ Alberta T2P 2G8
558 67255 - Gth Street NE, Suite 350 Calgary  Alberta T2P 2G8
2501 6350 Plumas Court Calgary  Alberta T2P 2G8
3202 5331 Mountain View Place Calgary ~ Alberta ToP 268
3610 6827 Glaze Dr. Calgary ~ Alberta ToP 268
5328 4900 La Salle st Calgary  Alberta ToP 268
5762 1936 Balance Ct Calgary  Alberta ToP 268
9184 4605 Springvale Court Calgary  Alberta T2P 2G8
9450 1273 Deetmeadow Way Calgary  Alberta T2P 268
9555 6155 Vist Oak Dri Calgary ~ Alberta T2P 268
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5 Full experience: Creating and deploying a
new PowerServer project

This chapter guides you to try the full steps of creating, deploying and then running a
PowerServer project (Example Sales App) from the very beginning. During the process, you
can get a better understanding of each setting in the PowerServer project. Alternatively, if
you hope to have areally quick experience on deploying PowerServer projects, you may start
with the sample PowerServer project (salesdemo_cloud) provided in the salesdemo.pbl. For
more information, see Deploying the sample PowerServer project.

5.1 Creating the PowerServer project

5.1.1 Creating a new PowerServer project

Step 1: In the PowerBuilder System Tree view, right click the SalesDemo workspace and
select New. In the New dialog, select the Project tab and then select Power Ser ver.

The PowerServer project painter is opened.

Configure the PowerServer project painter according to the instructions below. Some tab
pages that do not need to be configured in thistutorial will be skipped directly. For detailed
information on how to use each tab page, refer to the How-to guides.

5.1.2 Configuring the General tab

Step 1: On the General tab, input "salesdemo_cloud new" in App name as the application
name.

5.1.3 Configuring the External Files tab

Step 1: On the External Filestab, select Files preloaded as compressed packages and
then click Create Package. Input a package name (for example "theme"). Then select this
package and click Add Folder to add these two folders one by one: JSON and Theme, as
shown in the figure below.

Step 2: Select Files preloaded in uncompressed format and then click Add Files to add the
files as shown in the figure below.

Step 3: Select Images/videos dynamically loaded and then click Add Folder to add the
following folder: image.
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Figure5.1:

General Libraries External Files Runtime Signing

Specify the external files (UI theme files, images/fvi
running the app.

E ; Files preloaded as com

theme
J50M
Theme

EI

DD

12 DemoAPT.dl

L2 line.himl

L2 loader.js

‘& ribbonbar_show. xmi

= _ “Images/videos dynamica y loaded
B mac=

Files prejoaded in uncompressed format

apisetup.ini
bubble . html
column 1. html
comman.pbl

Blue

-0 Dark

----- )] about.ico

----- D about.png

----- D address.png

----- =Y address_active.png
----- =Y Area.PNG

----- =] background . PNG
----- =Y Bar.PNG

----- [ CRM.ico

----- D customer.png

----- =] customer_active.png

----- D Elevate.png

5.1.4 Configuring the Runtime tab

Step 1: On the Runtimetab, select WebBrowser Support and RibbonBar Support.

pressed packages
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Figure5.2:

General Libraries External Files Runtime  Signing

PowerBuilder runtime version: | 21.0.0.1120

Select the runtime modules that must be download

Web Integration Features
[ ] oauth 2.0 Support
[ ] RESTClient Support
WebBrowser Support

RichTextEdit Support

[ ] ™ TextControl ActiveX 15.0
[ ] ™ TextControl ActiveX 28.0

Additional Features

|:| Compression Support

[ ] dotMET Assembly Calls

[ ] MS Excel12 Support

|:| MativePDF Support

[1rEDOM

RibbonBar Support
Obsoclete Features

[ ] EJE Client

[ ] Rich Edit Contral (TE Edit Control)

[ ] soaP Client for Web Service
[ ] web Service DataWindow Support

5.1.5 Configuring the Client Deployment tab

Step 1: Select the Client Deployment tab in the PowerServer project painter.
Step 2: In the Deployment mode section, click the Server Configuration button.
Step 3: Inthe Web Server Profile window that appears, click the Add button.

Step 4: In the Add/Edit Server window, select L ocal server, set the Web root full path (in
thistutorial, C:\inetpub\wwwroot), and then click Test File Path to ensure the path is valid.
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This tutorial assumes your OSisinstalled to the C drive and the IS Web root is C:\inetpub
\wwwroot.

If you encounter any errors when configuring the Web server profile, refer to Permission
errors when configuring the Web server profile.

Figure5.3:

General Libraries External Files Runtme Signing Client Deployment  mun Options  Web APIs

1

Deployment mode 2

(®) Directly deploy to the server: || geal N

Server Configuration...

Check the availability of Cloud App Launcher on the server during the deployment process

() Package| Web Server Profile... by

Package Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects.

Packg

Server Profile Name AddressFile Path Add...
Packg

Edit...

Outputn Add/Edit Server 4 X
@ Local server CI Remote server
*Deployment ve
* Server profile name: Local

* Minimum compg
Cloud App Launcher

Web root setting
Download optid ) . - . .
;ake Tr= C::Ifl’Ud You must either run PowerBuilder as administrator,_or have write permissions to
®) Download e runtime files, the path. 5
(C) Download Upload Cloud A =Web root full path: |C: linetpubwwwroot
I Test File Path ]

Cancel

Step 5: Click OK to save the server profile and return to the Web Server Profile window.
Step 6: Click the Upload Cloud App Launcher button.
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Figure5.4:

Web Server Profile...

Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects,

Server Profile Mame Address/File Path
Local C:hinetpubwwwroot
Cloud App Launcher

Each Web server must have the Cloud App Launcher installed. When changing the
runtime version in the IDE, you will need to re-upload the Cloud App Launcher to the
Web server,

Upload Cloud App Launcher...

Add...

Exdit. ...

Delete

Cancel

Step 7: In the Upload Cloud App Launcher and Runtime window that appears, select
Directly upload to the server and L ocal, and then make sure the following are sel ected:

Local, Upload the runtimefilesfor the apps, 32-bit, and 64-bit.
Step 8: Click Upload and make sure the upload is successful.

This section Uploading the cloud app launcher and the runtime files has more detail s about

this window.
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Figure5.5:

Upload Cloud App Launcher and Runtime *

Upload the default or customized Cloud App Launcher, together with runtime files, to the server to which you will deploy the apps.
Upload mode

(®) Directly upload to the server local P Server configuration. ..

(") Zip the files and manually upload later

Spedfy the path to save the zipped file: | C:\Users\appeon\AppData\Roaming'\CloudAppLauncherZip

Select the launcher to upload

Mote: The launcher will overwrite any launcher that you uploaded to the server before.

Launcher profile: Default_WithoutService ~ Create...

Select the runtime files to upload

Upload the runtime files for the apps

32-hit 64-hit

PowerBuilder runtime version: 21.0.0.1120

Glose

5.1.6 Configuring the Web APIs tab
Step 1: Onthe Web APIstab, select "New solution” from the Solution name list; in the New

solution dialog, click OK to use the default solution name.
Figure5.6:

General Libraries External Files Runtime  Signing  Client Deployment Run Options  Web APIs

Solution generation

Specify the solution to contain the Web API projects, namely, the AppModels and ServerAPIs projects.

* Solution location: C:\Users\appeon\sourcerepos E

* Solution name:

= Auth Template: onisl ==
Mew solution e
* Solution name: PowerServer_salesdemo |

Tip: Instead of creating a new solution, if you select to use a solution that already
contains other app(s), the apps wil share the same PowerServer instance,

Cancel
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Step 2: Use the default Web API URL "http://localhost:5000". Make sure the port setting in
the Web API URL is not occupied by another program.

In this tutorial, the Web APIswill be running on the local computer, in order to quickly get
started and running.

If you plan to apply a web debugging proxy tool to debug the deployed application or want to
publish the PowerServer Web APIs to a dedicated server, then use the actual |P address.

Figure5.7:

General Libraries External Files Runtime  Signing  Client Deployment Run Options  Web APIs

Solution generation

Spedfy the solution to contain the Web API projects, namely, the AppModels and ServerAPIs projects.

* Solution location: C:\Users\appeon\sourcerepos
* Solution name: PowerServer_salesdemo >
- . )

Auth Template: Do not use auth service i
* Namespace: Salesdemo_doud_new

Overwrite server settings (DB connection, Web API port, and license)

Web APT URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

= yeb AP URL: ‘hth:u:fﬂu:ucalhu:ust: 5000 ‘

scheme:ffhost[:port] [fpath]

Step 3: Click the Database Configuration button at the bottom of the Web API s tab.

Step 4: In the Database Configuration dialog, click DB Driversin the upper part to make
sure the SQL Anywhere driver (or PostgreSQL driver) and the option "I have read and agree
to thelicense ..." both are selected.

Step 5: In the Database Configuration dialog, click New in the upper part to create the
database connection that will be used by the Web APIs.

Figure5.8:
4 Database Configuration X
DB connection profile Database configuration for the app compilation
@ Default Cache configuration for: Default

Cache name Provider Data Source Connection Info New

DB Drivers

Transactionto-cache mappings

Create the database connection with the following settings:

» Specify any text (for example "local_sa') as the database cache name.
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Specify SQL Anywhere (ODBC) as the database provider.
Select PB Demo DB V2021 as the data source.

Specify "dba" as the user name and "sgl" as the password.

Figure5.9:

Click Test Connection to make sure the database can be connected successfully.

# Database Configuration

Cache name:

|Incal_sa

Provider:
SQL Anywhere (ODBC)

Data source specification

lUse user or system data source name:

FB Demao DB V2021

Log on to the server

ser name:

|dba

Password:

[ ] Allow dynamic connection using the transaction LoglD and LogPass

Additional settings

Click Advanced to configure additional settings (Delimitldentifier,
TrimSpaces, etc.). Make sure the settings are consistent with those in the
PowerBuilder database profile.

Test connection... oK

Advanced

Cancel
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Step 6: Click OK to save settings and go back to the Database Configuration dialog; and
then click New in the lower part to map the transaction object with the database cache.

Step 7: Input "sglca” as the transaction object that maps to the database cache.

Figure5.10:
# Database Configuration X
DB connection profile Connection configuration
e Default Set up database caches for ing to the datab
Cache name Provider Data Source Connection Info New
localsa  |odoesa PB Demo DB V2021 PB Demo DB V2021 o
it
Delete
DE Drivers
Configure the mapping between transaction objects and database caches. 1
jon Cache name MNew
Delete
New Delete
Set as Current
Cancel

5.1.7 Importing the PowerServer license

The imported license file will be deployed along with the Web APIs project, and will be
activated when the Web APIs starts.

First of all, make sure you have avalid license for PowerServer 2021 GA.

* ® If you have a preview or betalicense, the preview or betalicense will no longer work
with the GA version.

» @ If you aready have a PowerBuilder CloudPro license (no matter which version it is),
the CloudPro license will automatically work with the GA version. Each PowerBuilder
CloudPro subscription includes a devel oper license of PowerServer, which supports a
maximum of 5 user sessions (user session = installable cloud app). Y ou will need to
purchase a production license of PowerServer in order to use the production server and
more user sessions.

» @ If you have no PowerBuilder CloudPro license, you can apply for atria license at
https.//www.appeon.com/psfreetrial, or purchase a production license of PowerServer from
https.//www.appeon.com/pricing.

Once you have avalid license, you can import the license and deploy it along with the Web
APIs project. The license will be activated when the Web APIs starts.
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Toimport the license automatically:

To activate PowerServer using the developer license or trial license included in the
PowerBuilder CloudPro subscription, you can obtain the license automatically from the
Appeon website according to the current PowerBuilder IDE login account.

1.

Make sure the computer can connect to the Appeon sites (through port number 80):
https:.//api .appeon.com and https://api 2.appeon.com.

Go to the Web APl stab of the PowerServer project painter, and then click Auto Import
to automatically import the license.

PowerBuilder will automatically obtain the developer or trial license of PowerServer
(according to your PowerBuilder IDE login account) from the Appeon sites and then
import the license here.

Figure5.11:

License settings

Specify the PowerServer license by importing the license file. . Auto Import Import from File Remove

ey1QYXlsb 2FkIjoiMlk5a030cdabnZPdHUya 2a2VmowgFSckMLMndrUIR 2T 28 5enhX ZkZUdmhNTGIpSn kT 3Z2qc IRave iM -
DAYOMRDWNC 2alcSYWZYUWIMU 25w MDY aL zdaRIpged SFVEONMEZ SHpMQIhxaDEyWix IMD Ay Qi 1M 2FqUEdLeHZ v T
hZIVrTmd3wWU0zenpzeczh IMHRKaHpol 3VTGYXZFczV Tola3R Zb 2VWTVF SMloyb TdT o 1BxbmF SOGMMaLIMUY T Z thi J0elUx
QZXMLMZFFRFx IMDAYOmZwbm ITdFZuSUMza3BgeW 125 2xESkl 55HVLMUL SMNzZ QMNDhkUFpOWkczXHUWMDICY 1psc 1o
ATOMNTelBhMEFYWFpEVKR GLIEIMdHdxUUZDMYx IMDAyQncdeEQyd ISTWIGR 3AzMIx IMDAyQICTGOzblhzQlducmR it vk -

PowerServer license version: {Trial)

Toimport the license manually:

Y ou can also export the license file from the Appeon website manually and then import the
license here.

1.

Log into the Appeon User Center, click License Management, and then click All
Licenses under Power Server.
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Figure5.12:
Orders & Products Renewals & Upgrades License Management Downloads
-
B License User Guide &+ Add a License Administrator
PowerBuilder IDE
All Licenses Assign User Unassign User
Logout User Offline License Management My Trial Licenses
PowerServer
All Licenses Generate License Code My Trial Licenses
InfoMaker
All Licenses Assign User Unassign User
Logout User Offline License Management My Trial Licenses
SnapDevelop
All Licenses Logout User My Trial Licenses

2. Click View, and then click Export to export the license codeto a TXT file
([LicenseKey].txt) and save the file on the local machine.
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Figure5.13:

License Code

ey)QYXIsb2FkljoiR2t4QU1KS21XelUzUEg5dXBydIVzbTRPeE14b0ZK
MUSITUdwcGxZMEdHZVOZ3)1a2dGdWpQNmJQaWduU1dHWEdZ
Rzl4Z3g5dmFzSHNPbnVIZUSKkRUhUZ GgxSHOxV2dWNFJ3Z0cvUKSY
am INTW55QUpnM1BEOVVUSTZjRHoyVTdzNTNUd 1doeGVydkswU

NRvMTInNOpsY3VsTHpOdloyMHF3Y01VNGpMSXBFZmpkaOkvR202
Rll1emVUFINWWVsXHUwMDJCdDJtejN3eno0ZWIRb 1VtRWxLUmd
AVzBKU3dQTWEXRThhNIM2VEInZm5oXHUwMDICRGpveDNgMNzNj

3. GototheWeb APIstab of the PowerServer project painter, and then click Import form
Fileto select and import the [LicenseK ey].txt file.

Figure5.14:

License settings

Specify the PowerServer license by importing the license file. | Auto Import | E[n'pnrt from H'Ei | Remove

eyIQYXlsb 2FkIjoibEIEYIFvdnFUMTFTEGRXWFI 10 1B XHUwWMDICWVZNXHUWMD JCL 2VWNW49TnFxZUY SRIBEXHUWMD A
JCHOEMOQYd 5dVI2UnF 2VGEZKT 3FqWEIVWGZTYOIWZ 2ZZLMmEv bRV AW mRFXHUwWMDICVIISzQyTnFDROdX W0 1a 1pOLzd
oZ 3ZhMTERWEQ 5cE03bnV0czImZHIXc 204y XVhSEZ 5aDhvMOJKUVET QU SMQzMAR 2oyamQ4eTEBuS 21VZnRELGZ 4UHMNE
OE3dFGa 1x IMDAY QklvcERW d0 Scd T AwMk IR ZHE SVkppei9aYUNSTDVGD 2M 5eGVWBERIMDBGSa0F 4V GIDcCITSHAUON
k3TU4zempiMkSwcDBIWGHBUDFKMzImQVESd 32%bFh 3d 3pgZnBFMUS4Y TkwazlRUINKdzdIUmFRY ThiMVIHQRILSUR GUGE -

PowerServer license version: (Trial)

5.2 Building and deploying the PowerServer project

1
Step 1: Click the Save button () in the toolbar and then enter a name for the PowerServer
project object.

A PowerServer project object will be created under the specified library.

Step 2: Click the Build & Deploy Power Server Project button (E) in the toolbar to build
and deploy the project.

Select ODB ODBC | PB Demo DB V2021 from the Database Profiles dialog box if you are
prompted to connect to a database profile.
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5.3 Starting the Web APIs
Step 1: Make sure your computer can connect to the NuGet site (https.//www.nuget.org).

The packages required for compiling and running the Web APIs must be downloaded from
the NuGet site first.

Step 2: Click the Compile & Run Web APIs button (1) in the toolbar to compile and run
the Web APIs on the local computer.

Thiswill run the Web APIs directly on Kestrel (alight-weight web server included and
enabled automatically in every ASP.NET Core project).

To deploy Web APIs to adedicated hosting environment such as Docker or I1S, refer to
Tutorial 2: Hosting Web APIs in Docker Containers and Tutorial 3: Hosting Web APIsin
1S

Step 3: Check the Output window and make sure build is successful.

Step 4: Make sure the API console window displays "Application started...”.

Also notice "Now listening on: http://0.0.0.0:5000" in the console window. Thisisthe

URL for accessing the Web APIs. You can use "localhost” or the IP address to access

the Web APIs running on the local computer. The port number can be modified in the
launchSettings.j son in the PowerServer C# solution and will take effect in the development
environment.

When the installable cloud application is run later, you can view the logs in the console
window to check if the requests and responses are processed successfully.

Figure5.15:

B ChUsers\appeon'source\repos\PowerServer_salesdemo\ServerAPls\bin\Debug\netcoreappl.1\ServerAPls.exe - O X
- etCore. DataProtection Management. ¥mlEeyNanager [0]

NET'DataProtection-Ees as key repository and

rServer_salesdemnServeraP

5.4 Running the installable cloud application

Step 1: Click the Run Power Server Project button (- &) in the toolbar to run the
application.

For more information about running the application, refer to Run the installable cloud
application.

Step 2: In the app entry page that appears, click Download the L auncher to download and
install the launcher.
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After the launcher isinstalled, the application should automatically start, if not, click Start
the Application in the entry page to start the application.

Figure 5.16:

Welcomel! Your application is about to start...

D
Download the Launcher Start the Application

Is the Launcher already installed? If no, please click Did the application start? If no, please click Start or
Download and install now. use the desktop shortcut (if available).

By continuing, | accept the terms of the License Agreement.

Step 3: When the application main window displays, click the Addr ess button in the
application toolbar. Data should be successfully displayed.

Y ou can view the logsin the API console window to check if the Web API requests and
responses are successful.

Figure5.17:

B - x
Ol Home  Navigate ~E @
. 5, G ]
T Close Al ﬁ 2 @ H + Add — Delete [4 Edt i Save M 4 » M [l
o = Ul = 2 rreven
Lists % Close Address Customer Product Order Statistics 4, Export (™ Cancel B 4 Print ot Tite
‘Windows Boards Action View Print

State Province: Alberta v | | Q Filter by City Add Delete Save

g 466 655-4th Ave SW. Calgary  Alberta T2P 2G8
467 25900-700-Gth Ave S.W. Calgary ~ Alberta ToP 268
475 2512-410th Avenue SW. Calgary ~ Alberta ToP 268
487 9250 - 1110th Avenue Sw. Calgary  Alberta ToP 268
502 No. 25400 10665 Jasper Avenue Edmonton  Alberta TS
504 Suite 99320 255 - 510th Avenue S, Calgary  Alberta T2P 2G8
505 6400 888 - 3rd Avenue Calgary  Alberta T2P 268
519 2500-622 Sth Ave Sw Calgary ~ Alberta T2P 268
526  251420a 170th Street Edmonton  Alberta 5
546 250333 Southport Road, SW. Calgary ~ Alberta T2P 268
553 253131 Lake Frasier Drive, Office N.. Calgary ~ Alberta T2P 2G8
558 67255 - Gth Street NE, Suite 350 Calgary  Alberta T2P 2G8
2501 6350 Plumas Court Calgary  Alberta T2P 2G8
3202 5331 Mountain View Place Calgary ~ Alberta ToP 268
3610 6827 Glaze Dr. Calgary ~ Alberta ToP 268
5328 4900 La Salle st Calgary  Alberta ToP 268
5762 1936 Balance Ct Calgary  Alberta ToP 268
9184 4605 Springvale Court Calgary  Alberta T2P 2G8
9450 1273 Deetmeadow Way Calgary  Alberta T2P 268
9555 6155 Vist Oak Dri Calgary ~ Alberta T2P 268
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Overview

1 Overview

The following tasks give a comprehensive overview of what you can perform for a

PowerServer project:

1.

2.

8.

0.

Create the PowerServer project.

Define the PowerServer project.

Configure the Web server for deployment.

Upload the cloud app launcher and the runtime files.
Configure the Web API settings.

Configure the database connection.

Import license and activate PowerServer.

Analyze the unsupported features.

Build and deploy the PowerServer project.

10.Compile and run the Web APIs.

11.Check the status of Web APIs.

12 Run the installable cloud application.

13.Customize the app entry page.

14.Customize the deployed app using commands.

15.View the APl documentation.

16.Get/Kill user sessions.

17.Package the client app.

18.Undeploy the client app.

19.Uninstall the client app.
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2 Create the PowerServer project

Recommendation: It is recommended that you launch PowerBuilder IDE as an
administrator; otherwise PowerBuilder IDE may not have full permissions to read/write the
folder under the Web server.

To create a Power Server project:

1.

2.

Select File>New or click the New button in the PowerBar to open the New dialog box.
Select the Project tab.
Select the target in which you want to create the project from the Tar get drop-down list.

Select the Power Ser ver project type and click OK.

The Project painter for PowerServer opens so that you can specify the various
properties of your application.

When you have finished defining the project object, save the object by selecting

1]
File>Save from the menu bar or by clicking the Save button () in the toolbar.
PowerBuilder saves the project as an independent object in the specified library. Like
other objects, projects are displayed in the System Tree and the Library painter.
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3 Define the PowerServer projects

Once you have created a PowerServer project, you can open it from the System Tree and
modify the properties if necessary. The Project painter for the PowerServer project looks like
this.

Figure 3.1
pssales * (salesdema) (C\Users\Public\Documents\Appeon'PowerBuilder 21.00Code...| = | 5 ||wi5s|
General |ibraries External Files Runtime  Signing  Client Deployment  Run Options  Web APIs
~
* App name: | nssales) |
PBR. file name: | |
Project build options
[ ] windows dassic style Rebuild: () Incremental
(®) Ful
Code generation options
Enable DEBUG symbal Flatform: (@) 32-hit
Encrypt all the compiled p-code files () a4-bit
Manifest information
Generate options: | Mo manifest e
Execution level: Az Irvoker
Allow access to protected system UI
Properties displayed for executable
W
£ >

The following describes each of the pages and options you can specify in the Project painter
for PowerServer.

General page

Table 3.1: General page

Option What you specify

App name Specify a name for the application.

PBR file name | (Optional) Specify a PowerBuilder resource file (PBR) for your application
if you dynamically reference resources (such as bitmaps and icons) in your
scripts and you want the resources included in the application instead of
having to distribute the resources separately.
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Option

What you specify

Y ou can type the name of a PBR filein the box or click the button next to
the box to browse your directories for the PBR file you want to include.
The PBR file aswell asthe resources it references must reside in the
application directory or subdirectory; and only relative paths of the PBR
file and the resources will be accepted.

For more about PBRs, see Distributing resources in PowerBuilder User
Guide.

Windows
classic style

Select thisto add a manifest file to the application that specifies the
appearance of the controls as an application resource.

By default, this option is not selected, which means the Windows flat style
is used and the 3D effect of some controls will be removed to have a"flat"
look, for example, the 3D lowered border of Column and Computed Field
in the Datawindow object, the background color of Button, the BackColor
and TextColor of the tooltip, and the TabBackColor of tab header will not
take effect. If you still want the 3D effect, you should select the "Windows
classic style" option when deploying the application.

Note

If you have applied atheme to the application, you should not
check the "Enable Windows Classic Stylein the IDE" option in the
System Options or the "Windows classic style" option in the project
painter and the PB.INI file (if any) should not contain such setting,
otherwise, the application Ul will be rendered in the Windows
classic style instead of the selected theme.

Rebuild

Specify either Full or Incremental to indicate whether you want to
regenerate and redeploy all object filesto the Web server. If you choose
Incremental, PowerBuilder regenerates and redeploys only objects that
have changed, and objects that reference any objects that have changed,
since the last time you built the application.

As a precaution, regenerate all objects before rebuilding your project.

Enable
DEBUG
symbol

Select to enable any code that you placed in DEBUG conditiona code
blocks. For more information, see Using the DEBUG preprocessor symbol
in PowerBuilder User Guide.

Encrypt all the
compiled p-
codefiles

Select whether to encrypt the object files when compiled from the
PowerBuilder dynamic libraries.

Platform

Select if the application can run on 32-bit or 64-bit machines.

Manifest
Information

Select whether to generate a manifest file (either external or embedded)
and to set the execution level of the application.

For further information, see Attaching or embedding manifest filesin
PowerBuilder User Guide.
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Option What you specify

version used by
installer

Properties Specify your own values for the Product name, Company name,

displayed for | Description, Copyright, Product version, and File version fields associated

executable with the application file and with machine-code DLLs. These values
become part of the Version resource associated with the application file,
and most of them display on the Version tab page of the Properties dialog
box for the filein Windows Explorer. The Product and File version string
fields can have any format.

Executable Specify the product version and file version (in numeric values) that will

be used by Microsoft Installer to determine whether afile needs to be
updated.

The four numbers can be used to represent the major version, minor
version, point release, and build number of your product. They must all be
present. If your file versioning system does not use all these components,
you can replace the unused numbers with zeros. The maximum value for
any of the numbersis 65535.

Librariespage

Table 3.2: Librariespage

Page What you specify

Librari&pecify a PBR file for adynamic library if it uses resources (such as bitmaps and
page |icons) and you want the resources included in the dynamic library instead of having
to distribute the resources separately.

Y ou can type the name of a PBR filein the box or click the button next to the box to
browse your directories for the PBR file you want to include. The PBR file as well
asthe resources it references must reside in the application directory or subdirectory;
and only relative paths of the PBR file and the resources will be accepted.

External Files page

Table 3.3: External Files page

Page What you specify

External Files
page

Specify the custom user external files and/or the resource files that are
referenced in the PowerScript. Make sure al these files are placed in the
same folder or sub-folder of the application target (.pbt) file.

Files preloaded as compressed packages and Files preloaded in
uncompressed for mat

The custom user external fileswill be downloaded from the server
before the application starts. It is recommended that you deploy the files
which stay unchanged most of the time (such as Ul themefiles) as one
compressed package, so that it can be transferred faster; and deploy the
files which may be modified frequently (such as INI files) asindividual
files, or deploy them as a separate package.

» Todeploy files as one compressed package, select Files preloaded as
compressed packages from the list box, then click Create Package to
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Page

What you specify
create a package, and then click Add Folder or Add Filesto add the
folder or files under this package.

* Todeploy filesasindividual files, select Files preloaded in
uncompressed format from the list box, and then click Add Folder or
Add Filesto add the folder or files under it.

The custom user external files may include the following:

* INI files (including pb.ini, pblab.ini, pbodb.ini etc.)
Y ou can specify the update strategy for the INI file by clicking the I NI
Configuration button. More details are provided below.

» DLL/OCX files (requiring no administrator rights to register)

Y ou can specify which DLL/OCX files can be registered by Regsvr32
or Regasm by clickingthe DLL & OCX Registration button. More
details are provided below.

» XML files or image files used by the Ul theme or external functions
* text files, PDF files or any other files used by the external function

Images/videos dynamically loaded

The resource files (such as images, videos etc.) are downloaded from the
server at the moment when they are used by the application. Y ou can select
Images/videos dynamically loaded and then click Add Folder or Add
Filesto add the folder or files under it.

Note

The read-only files added under Files preloaded in uncompr essed
format or | mages/videos dynamically loaded will lose its read-
only attribute after transferred to the server via FTP. This seems to
be a common issue with FTP transfer.

DLL & OCX Registration

If the DLL/OCX files need to be registered and can be registered by
Regsvr32 or Regasm without requiring the administrator rights, you can
click DLL & OCX Registration to select the DLL/OCX files so that

they can be registered by Regsvr32 or Regasm automatically before the
application starts; if the DLL/OCX files need to be registered but cannot
be registered by Regsvr32 or Regasm or they need to be registered using
administrator rights, you can specify the registration commandsin Preload
Event in the Run Options tab.

INI Configuration
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Page

What you specify

When the application is updated, the INI file can be updated with the
specified strategy. Click the INI Configuration button and then select one
or more INI file and configure the strategy for them at one time; or select
and configure for the INI file one by one.

» Overwrite update -- The INI file on the client will be updated if the INI
file downloaded from the server has been updated, and changes made to
thelocal INI filewill be lost.

» Merge update -- The INI file on the client will be merged with the INI
file downloaded from the server, so changes made to the local INI file
will be preserved and merged into the INI file downloaded from the
server. But notice that any setting that existsin the local INI file while
does not exist in the downloaded INI file will be removed.

» Do not update -- Once the INI file is downloaded to the client, it shall
never be updated with the INI file downloaded from the server.

Note

The external files cannot contain any file that has the same name
as the application, or the PBD or p-code file to be generated,
otherwise duplicate name error occurs.

For example, [appname].exe, [appname].xml, [appname].manifest
file etc. cannot be added to External Files.

For another example, test.pbl will be deployed as test.phd,
therefore, test.pbd cannot be added to External Files.

Runtime page

Table 3.4: Runtime page

Page What you specify

Runtime page

Select the runtime files according to the features used in the application.
Thefileswill be downloaded from the server to the client, for the
application to run.

The deployment tool does not actually deploy the files, instead it notifies
the application to download such files (corresponding to the runtime
version displayed) from the server directly. The runtime version displayed
on this page can be configured in the IDE > System Options dialog. And
you will need to make sure the corresponding version of PowerBuilder
Runtime is uploaded to the server when you upload the Cloud App
Launcher to the server.

Signing page
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Table 3.5: Signing page

Page What you specify

Signing page

Select whether to digitally sign the application executable file
(appname.exe).

If you want to digitally sign the application executable file, you can
specify the settings required for signing under the "Use the SignTool utility
from the Windows SDK" option, for example, SignTool location, signing
certificate, certificate password, signature algorithm, and URL of the time
stamp server. And make sure Microsoft’s SignTool has been installed on
the current machine.

Or you can place the signing scriptsin afile (with file extension as .cmd)
and then select the file for the "Use your own signing script” option.

For example, to sign the application executable file (appname.exe)

using Microsoft’s SignTool, you may create acmd file that includes the
following scripts:

signtool .exe sign /f mycert.pfx /p password /d "My
application” /du http://ww. nmytest.com/fd sha256 /tr "http://
ti mestanp. digicert.com' /td sha256 nytest. exe

After the executablefile is generated and before it is deployed to the
server, PowerBuilder will sign the executable file using your own signing
scripts or using the SignTool settings you specified.

Make sure the PowerBuilder user has the appropriate rights to access the
time stamp server and sign files.

Client Deployment page

Table 3.6: Client Deployment page

Option What you specify

Deployment
mode

Select to deploy the client app to alocal server or aremote server. If you
have not configured the server yet, click the Server Configuration button
and follow instructions in Configuring the Web server for deployment to
configure the server.

If the option "Check the availability of Cloud App Launcher on the server
during the deployment process’ is selected, the deployment process will be
terminated if no Cloud App Launcher is detected on the target server. For
how to upload the app launcher and runtime files, refer to Uploading the
app launcher and runtime files.

Y ou can also choose to package the client app as an executable installer or
azipped file, and then install the client-side to the Web servers. For more
about packaging a client app, refer to Package the client app.

Deployment
version

The deployment version number is used by the server to determine whether
to perform an install or update for the application.

It is recommended to increment the deployment version number every time
when the application is updated and re-deployed.
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Option What you specify

Available time
and Expiration
time

Schedul e the time for the deployment version to be accessible or
inaccessible to end users.

However, if the available time or expiration timeis reached and the

app is still open, the app will not get updated, until the app is closed

or the session times out. Therefore, it is recommended that the session
timeout feature should be enabled (for apps deployed via PowerServer) or
implemented (for apps deployed via PowerClient).

Minimum
compatible
version

Specify the lowest compatible version for the application. If the current
version installed is older than it, aforced update will be performed, or the
application will stop running.

Download
options

Specify when to download the application files -- before the application
starts or at the moment when they are called by the application at runtime.

If you select "Download the app files as necessary”, the following files will
be downloaded before the app runs: 1) the PowerBuilder Runtime files, 2)
the application executable, and 3) the files you selected to be preloaded in
the External Files page; the other files will be downloaded at the moment
they are called by the app.

If you select "Download all the app files at app startup”, the runtime files,
app executable, the application files, and external files are all downloaded
at the startup, except for the image files that are set to be dynamically
loaded in the External Files settings.

App entry page
settings

Specify which mode (with or without background service) will be
run by default when the user accesses the application by inputting
http://IPAddress/AppName.

IMPORTANT: This setting must be consistent with the app launcher
which is uploaded to the server, otherwise the application will fail to run.
If you have changed the mode and uploaded the launcher again, make sure
you also change the mode here accordingly, and ask the end user to clear
the browser cache if the app launcher fail to run on the client.

* If you have uploaded the app launcher with background service, then
you should select " Startup with background service" (and keep
"Deploy auto.html..." selected and "Deploy manual.html..." unsel ected).

In such case, the user can input http://IPAddress/AppName or
http://IPAddress/ AppName/auto.html to access the application.

The user should not input http://IPAddress/ AppName/manual .html,
otherwiseit will lead to a"page not found" error or an infinite searching
for files.

* If you have uploaded the app launcher without background service, then
you should select " Startup without background service" (and keep
"Deploy manual.html..." selected and "Deploy auto.html..." unselected).
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Option

What you specify
In such case, the user can input http://IPAddress/AppName or
http://IPAddress/ AppName/manual .html to access the application.

The user should not input http://IPAddress/ AppName/auto.html,
otherwise it will lead to a"page not found" error or an infinite searching
for files.

* If you have uploaded the app launcher with and without background
service, then you can choose the default startup mode between " Startup
with background service" and " Startup without background service" and
then select both the "Deploy manual.html..." and "Deploy auto.html...”
options.

In such case, the user can input http://IPAddress/ AppName/manual .html
to run the application without background service, and input
http://IPAddress/ AppName/auto.html to run the application with
background service; or input http://IPAddress/AppName to run the
application in the default startup mode.

The visual displays of the app entry page are customizable. For how, refer
to Customize the app entry page.

Run Options page

Table 3.7: Run Options page

Option What you specify

Commandline
arguments

Specify the command line arguments for the application. The arguments
will be directly passed to the application when the application is run. And
the arguments will be automatically saved and updated to the app startup
icon on the desktop and the app shortcut menu in Windows start.

The arguments specified here cannot be modified at runtime. If you want
to modify the argument at runtime, you can specify the argument in the
application URL (for example, http://local host/salesdemo/?arg=1).

Y ou can aso pass arguments to the EXE directly. If there are multiple
arguments, please include them in quotation marks or separate them with a
delimiter (instead of a space), for example,

C:\Users\<username>\A ppData\Roaming\PBA pps\A pplications
\localhost_<appname>\<appname>.exe " parml parm2 parm3"

C:\Users\<username>\A ppData\Roaming\PBA pps\Applications
\localhost_<appname>\<appname>.exe par ml/parm2/parm3

Show the
loading
animation
before the app
runs

Specify whether to show an animation (as shown below) when the
application prepares for startup. The animation will disappear when the
application's first window displays.

This option should not be selected if the application starts with no user
interface; otherwise the animation will not disappear.
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Option

What you specify

Figure3.2:

Y ou can deploy your own animation to replace the default animation (as
shown above). For how, refer to Customize the app entry page.

Validate the Specify whether to validate the hash of every object file before they are
application loaded, so that files changed illegally will not be run.
integrity before
the app runs
App shortcut | You can specify whether to create the following shortcuts:
» Desktop shortcut -- Specify whether to create an application shortcut
icon on the client desktop.
» Start menu shortcut -- Specify whether to create an application start
shortcut menu in the Windows start menu.
* App uninstall shortcut -- Specify whether to create an application
uninstall shortcut menu in the Windows start menu.
Y ou can also customize the app shortcut name and the shortcut icon (the
icon file must be added to the Exter nal Filestab first beforeit can be
selected here).
Preload event | (Optional) Specify the commands that will be executed immediately after

files are downloaded and before the application starts. For example, you
can specify commands to register DLL/OCX files that cannot be registered
by Regsrv32 or Regasm or require administrator rightsto register; or any
other commands that need to be executed with administrator rights.

If the commands need to be executed with the administrator rights, you
should select the Run as administrator option.

Y ou can specify how often the commands should be executed: for only
one time when the application is launched for the first time or when the
application is updated, or every time when the application runs.

The commands can be any Windows commands or user-defined
commands.

For example, suppose thereisa DLL file from the application that needs to
be registered on the client, you can enter the following commands:
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Option What you specify

cd /d "C \Wndows\ M cr osof t. NET\ Fr amewor k\ v4. 0. 30319"

regasm " %AppDat a% Appeon\ PBC oud

\ deno. appeon. com appl\ Encrypt Decrypt C ass.dl|" /tlb:testappeon.tlb
/ codebase / nol ogo

Note: Asthe commands are executed silently, any commands that will
pause the execution and wait for user input will cause the application to
wait endlessly.

Running app | Specify how the application can be launched from the PowerBuilder IDE
from IDE (when you select the Run Power Server Project button in the toolbar or
from right-clicking the PowerServer project in the System Treg).

Y ou can specify the host name, port number, connection type (HTTP or
HTTPS), and/or arguments. Y ou can also specify to start the application
from the Cloud App Launcher if the Cloud App Launcher isinstalled, or
from a Web browser if the Cloud App Launcher is not already installed.
If the Cloud App Launcher is not installed on the current machine, even if
you have specified to start the application from the Cloud App Launcher,
the Web browser will start to install the Cloud App Launcher and run the
application.

The arguments specified here will be appended to the application URL and
then passed to the application viathe URL, for example, http://localhost/
salesdemo/?argl& arg2.

Note that the arguments appended to the application URL cannot contain
specia characters such as"?", "#", asthey have specia meaningsin HTML
URL; if you want to use these characters in the argument name or val ue,
you can specify them in the Commandline ar guments as static arguments
on this same page, so that they can be passed to the application directly
instead of being sent as part of the URL.

Web APIspage

Table 3.8: Web APIspage

Option What you specify

Web API Specify the location, name, authentication template, and namespace for

Generation the PowerServer C# solution. The namespace can only contain characters,
numbers, and underscores, and the first character must be a capital |etter or
underscore.

If the PowerServer C# solution has already been created before, you

can select an existing solution from the Solution name list, and then
deploy the app to the existing solution; if you re-deploy an app to an
existing solution, the application data models and ESQL s will be updated
in the solution, and if you deploy a new app to an existing solution, the
application data models and ESQL s will be added to the existing solution.

Y ou can also choose whether to overwrite the server settings (such
as license, launch settings etc.) and the authentication template in the
solution. Apps deployed to the same solution can share settings including
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Option

What you specify

PowerServer license, Web APl URL, database connection settings etc. and
can take advantage of additional features such as authorization, file server
etc. that are developed by users.

See Configure the Web API settings for more details.

Web APl URL

Specify the URL for accessing the PowerServer Web APIs,

It is highly recommended that you specify an HTTPS URL for the
production environment.

Important

The port number in the Web APl URL will be deployed to the
PowerServer C# solution; so that when PowerServer Web AP
starts, it starts at the specified port number.

And the complete Web APl URL will be deployed to the Web
server, so that the client knows where to call the PowerServer Web
APls.

License settings

You can click Auto Import to directly obtain and import the license
from the Appeon sites, or click Import from File to select and import the
licensefile.

See Import license and activate PowerServer for more details.

Database
Configuration

Click the Database Configuration button to configure the database
connection for the application deployment and runtime. The database
connection isrequired 1) when converting the PowerBuilder DataWindow
objects to C# models during the deployment process; and 2) when
accessing data from the database at application runtime.

See Configure the database connection for more details.
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4 Configure the Web server for deployment

A Web server isrequired to host the client-side of the installable cloud app deployed from the
PowerServer project. If you have not set up any Web server yet, you can follow this tutorial
Setting up a Web server.

Any type of Web server (such as|1S, Apache, Nginx etc.) is supported. You can set up FTP
on the server, so that you can remotely deploy the app to the server. For how to configure
FTP on aserver running against 11S, refer to Creating an |1S FTP site. For how to configure
SSL on aserver running against 11S, refer to Configure an SSL-based FTP server.

To configure a deployment server:

1.

Select Tools>Web Server Profile from the menu bar to open the Web Server Profile
window.

In the Web Server Profile window, click the Add button.

Figure4.1.

Web Server Profile... h:4

Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects.

Server Profile Name Address/File Path Add...

Cloud App Launcher

Each Web server must have the Cloud App Launcher installed. When changing the
runtime version in the IDE, you will need to re-upload the Cloud App Launcher to the
Web server.

Upload Cloud App Launcher...

oK Cancel

In the Add/Edit Server window, select L ocal server or Remote server.

For alocal server, set the Web root full path (for example %systemdrived\inetpub
\wwwroot for 11S), and then click Test File Path to ensure the path is valid.

Note

If you intend to deploy to alocal Web server, make sure you run PowerBuilder as
administrator or have write permissions to the specified directory (administrator rights
are required when transferring filesto alocal Web server).
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For aremote server, specify a profile name and the connection settings for the FTP site
(including host name, port number, FTP username, FTP password, and encryption), and
then click Test FTP Connection to ensure the connection is successful.

4. Click OK. The server profile will be created.

Figure4.2:

Add/Edit Server

() Local server (@) Remote server:

* Server profile name:

FTP Settings
*Host: *Port: 21
Lsername: Password:
Encryption: | Mo encryption e

Test FTP Connection

oK Cancel

The server configuration will be used by all PowerServer projects; therefore if you have
changed the server settings, you will need to upload the app launcher if no launcher has been
uploaded to that server or directory.

Note

If you intend to deploy to the Web server through a proxy server, make sure the
proxy server and the FTP server have the same encoding, otherwise, the multi-byte
charactersin the file/folder name will become unrecognizable after deployed to the
server.

Note

As PowerBuilder is designed to be case-insensitive, therefore, in a case-sensitive
system like Linux, some app files (such asimages) may not be found or loaded. To
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avoid any issue caused by the case of file name, make sure to configure the Linux
server to ignore case-sensitive.
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5 Upload the cloud app launcher and the
runtime files

The app launcher and the runtime files must be uploaded to the Web server, and then

installed to the client when the application is run for the first time. The app launcher and the
runtime fileswill be used by all apps that are deployed to the same server and directory.

Note: there will be only one app launcher in the specified server and directory, athough there
can be multiple versions of runtime files. The app launcher will be overwritten without notice

by the one uploaded |ater to the same server and directory.

To upload the app launcher and runtimefiles:

1. Select Tools>Upload Cloud App Launcher from the menu bar. The Upload Cloud

App Launcher and Runtime window appears.

Figure5.1:

Upload Cloud App Launcher and Runtime

Upload the default or customized Cloud App Launcher, together with runtime files, to the server to which you will deploy the apps.

Upload mode

() Zip the files and manually upload later

Spedfy the path to save the zipped file: | C:\Users\appeon\AppData\Roaming\CloudApplLauncher_InstallerZip

Select the launcher to upload

Mote: The launcher will overwrite any launcher that you uploaded to the server before.

Launcher profile: Default_Both_WithServiceSingle b Create...

Select the runtime files to upload
Upload the runtime files for the apps
32-bit 64-bit

PowerBuilder runtime version: 21.0.0.1279

(®) Directly upload to the server Local ~ Add server...

Upload

Close

2. IntheUpload Cloud App Launcher and Runtime window, select whether to directly
upload the app launcher and runtime files to the server or only create a zip package and

manually upload it to the server later.

e Todirectly upload the app launcher and runtime files to the server, select alocal

server or aremote server where the app launcher and the runtime files will be

uploaded.

» To create azip package which will be manually uploaded later, specify where the zip

package will be created.
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IMPORTANT: the app launcher and runtime files must be uploaded to the same server
and directory where the application will be deployed. If you have not configured the
server yet, follow instructionsin Configure the Web server for deployment to configure
the server first.

3. Select the runtime files (32-bit and/or 64-bit) to upload.

The version of runtime filesis determined by the runtime version selected in the IDE >
System Options. Multiple versions of runtime files can co-exist on the same server and
directory.

Select or create an app launcher to upload.

Y ou can select an existing app launcher from the Launcher profilelist:

Default_WithoutService -- This profile specifies the launcher without the background
service. It contains the following default settings:

» Launcher without background serviceis selected.

Default WithServiceSingle -- This profile specifies the launcher with the background
service which supports single Windows user by default. It contains the following
default settings:

» Launcher with background serviceis selected.

* Single user is selected.

Default WithServiceMulti -- This profile specifies the launcher with the background
service which supports multiple Windows users by default. It contains the following
default settings:

» Launcher with background serviceis selected.

* Multipleusersis selected.

Default_Both_WithServiceSingle -- This profile specifies the launcher with the
background service and the launcher without the background service; and the
launcher with the background service supports single Windows user by default. This
profile contains the following default settings:

» Launcher without background serviceis selected.

» Launcher with background serviceis selected.

* Single user is selected.

Default_Both_WithServiceMulti -- This profile specifies the launcher with the
background service and the launcher without the background service; and the

launcher with the background service supports multiple Windows users by default.
This profile contains the following default settings:
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» Launcher without background serviceis selected.
» Launcher with background serviceis selected.

* Multiple usersis selected.

Or you can create your own launcher by clicking the Create button, if you want to
customize the launcher settings.

Specify a profile name for your new launcher.
Specify where to save your new launcher on the local machine.

On the General tab, specify thetitle and the logo (ICO format) that will be shown in
the launcher.

On the Advanced Options tab, specify where to install the application on the client.
The path in the App path field will be used as the default installation path. 1f you
want to alow the user to select where to install the application during the installation
process, you can select "Allow the user to change the path”.

IMPORTANT: If you want to set adifferent path as the default path instead of

%A ppData?\PBA pps, you should NOT include the system variable (such as %windir
%, %temp% etc.) other than %A ppDatado, because currently only the %A ppData%
variable is supported.

On the Advanced Options tab, specify which app launcher will be uploaded and
installed: launcher without background service, or launcher with background service,
or both. When Launcher with background serviceis selected, you can specify

the launcher with background service supports single Windows user by default or
supports multiple Windows users by default, and/or if you want to alow the user to
select which user option to support during the installation process, you can select
"Allow the user to change the option".

On the Signing tab, select whether to digitally sign the launcher executable file
(CloudAppLauncher_Installer.exe).

If you want to digitally sign the launcher executable file, you can specify the settings
required for signing under the "Use the SignTool utility from the Windows SDK"
option, for example, SignTool location, signing certificate, certificate password,
signature algorithm, and URL of the time stamp server. And make sure Microsoft’s
SignTool has been installed on the current machine.

Or you can place the signing scriptsin afile (with file extension as .cmd) and then
select the file for the "Use your own signing script” option. For example, to sign the
executable file (CloudAppLauncher_Installer.exe) using Microsoft’s SignTool, you
may create a cmd file that includes the following scripts:

signtool .exe sign /f mycert.pfx /p password /d "My app | auncher" /du http://
www. nytest.com /fd sha256 /tr "http://tinmestanp. digicert.cont /td sha256
Cl oudAppLauncher _I nstal | er. exe
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After the executable file is generated and before it is uploaded to the server,
PowerBuilder will sign the executable file using your own signing scripts or using the
SignTool settings you specified.

Figure5.2:

Package Cloud App Launcher

Launcher version: 21.0.0.1302

* Launcher profile name:

CloudAppLauncher Installer21.0.0. 1302 |

* Spedify the path to save the launcher: |C: \sers\appeon\AppData\Roaming\CloudAppLauncher_Installer |

General Advanced Options  Signing

Launcher to be installed:

Launcher without background service
Launcher with background service
Single/multiple user installation option: (@) Single user () Multiple users {This option requires admin rights to install)

[] allow the user to change the option

Spedfy where to install the app on each dient:

* App path: | “tappdata 3t \FEApps ... | Restore Default

[ allow the user to change the path

Tip
To remove alauncher profile, go to the path where the launcher is saved (by default,
C:\Users\appeon\A ppData\Roaming\CloudA ppL auncher), go into the folder which

corresponds to the launcher version and then del ete the sub-folder that is named after
the profile.

5.1 About cloud app launcher

Y ou can determine which type of cloud app launcher you want to upload to the server:

 Launcher without background service: Thislauncher program does NOT use a background
service. As such, it should be easier to install and use and does not require administrator
rights. However, it has certain dependency on the browser, which may result in different
installation experience depending on the browser used and its configuration. If there are
multiple users on the client machine, the launcher will need to be installed for each user.
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 Launcher with background service: The launcher program uses a background service. If
there are multiple users on the client machine, the launcher will need to be installed for
each user, and only the first installation requires administrator rightsto install and start
the service. If the launcher isinstalled on the machine for the first time by a user without
administrator rights, awindow will pop up for inputting the administrator user name and
password; after that, the other users al'so need to install the launcher but they do not need to
have administrator rights, and all userswill use the service started by the first installation.
This launcher type does NOT have dependency on the browser.

When and why administrator rightsarerequired?

When the cloud app launcher isfirst installed on the client, it needsto add the following
entriesto the registry:

» A registry entry for the protocol
» A registry entry for starting the launcher
» A registry entry for information that will be used by uninstall

Adding entries to the registry does not need administrator rights, unless the launcher

with the background service which supports multiple Windows users (that is, the

Default WithServiceMulti or Default_Both WithServiceMulti launcher) isinstalled, in such
case, the launcher must be registered using administrator rights, so that the launcher can be
started as a system-level service and used by all Windows users.

Silent installation of cloud app launcher

The cloud app launcher will be automatically downloaded and installed to the client when the
application isrun for the first time. If you want to silently install the cloud app launcher to
the client before the application runs, you can get the installation package of the cloud app
launcher from the PowerBuilder Runtime installation directory (for example, C:\Program
Files (x86)\A ppeon\Common\PowerBuilder\Runtime 21.0.0.1311\CloudA ppl nstall\default),
and then run the following command to silently install the cloud app launcher.

Cl oudAppLauncher _Install er.nsi /qgn
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6 Configure the Web API settings

To configurethe Web API settings:

1.

2.

Select the Web APl stab in the PowerServer project painter.

Select to create a new solution or select an existing solution from the Solution name
list.

New solution vs. existing solution

Depending on whether multiple applications will use the same PowerServer solution or
each application will use its own PowerServer solution, you can choose to create a new
C# solution or an existing solution. If you want one PowerServer solution to be used

by all applications, you can choose an existing solution; and then deploy the app (as
well as the others) to this solution. If you re-deploy an app to an existing solution, the
application data models and ESQL s will get updated in the solution, and if you deploy a
new app to an existing solution, the application data models and ESQL s will be added to
the existing solution.

Y ou can also select whether to overwrite the server settings (such as database
configurations, license, Web API port etc.) in the existing solution. Apps deployed to
the same solution can share settings such as the PowerServer license, Web API port,
database configurations etc. and can take advantage of new developments added by the
user such as authorization, file server etc.

For more information about the PowerServer C# solution, see About the PowerServer
C# solution.

Select atemplate type from the Auth Template list.
» Do not use auth service: Provides no authentication template.

* Usebuilt-in JIWT server: Includes a built-in authentication server that supports IWT
or bearer tokens. See Tutorial 6: Authenticating your apps > Using JWT for more
information.

* Usebuilt-in OAuth server: Includes a built-in authentication server based on
| dentityServer4 framework that works with the OAuth 2.0 authorization flows. See
Tutorial 6: Authenticating your apps > Using OAuth 2.0 for more information.

* Usebuilt-in AWS Cognito server: Includes a built-in authentication server that
works with the Amazon Cognito user pool. See Tutorial 6: Authenticating your apps
> Using Amazon Cognito for more information.

» Useexternal auth service: Includes templates that can be easily extended to support
the other identity providers that work with the OAuth flows or JWWT, such as Azure
AD or Azure AD B2C. See Tutorial 6: Authenticating your apps > Using other auth
servers for more information.

Input a name as the namespace for the PowerServer C# solution.
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The namespace can only contain characters, numbers, and underscores, and the first
character must be a capital letter or underscore.

5. Specify the Web APl URL.

It is highly recommended that you specify an HTTPS URL for the production
environment.

This URL will be deployed to two areas:

* The port number in the Web APl URL will be deployed to the PowerServer C#
solution; so that when the PowerServer Web APIs starts in the devel opment
environment, it starts at this port number. Y ou can change this port number in the
PowerServer C# solution > Server API s project > Properties > launchSettings.j son
> " applicationUr|" setting.

» The complete Web APl URL will be deployed to the Web server, so that the client
knows where to call the PowerServer Web APIs. If you want the client to call the
PowerServer Web APIsrunning at adifferent URL, you can change the Web API
URL using the CustomizeDeploy.dll tool. See this section for more details.
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Figure6.1:

General Libraries External Files Runtme  Signing  Client Deployment  Run Options  Web APIs

Solution generation

Specify the solution to contain the Web API projects, namely, the AppModels and ServerAPIs projects.

* Solution location: C:\Users\appeon\sourcerepos

* Solution name: PowerServer _salesdemo ~
* Auth Template: Do not use auth service it
* Mamespace: Pszales

Owerwrite server settings (DB connection, Web API port, and license)

Web API URL

The app will connect to the PowerServer at the following Web APT URL. The URL is the same for all the projects in the
same solution,

*\Web API URL: https: /172, 16,100, 104: 5009

scheme: ffhost[:port] [/path]

License settings

Spedfy the PowerServer license by importing the license file, Auto Import Import from File Remove

PowerServer license version: {empty)

Database Configuration... |
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7 Configure the database connection

Before you can build and deploy a PowerServer project, you MUST configure the database
connection in the Database Configur ation window (from the PowerServer project painter >
Web APIstab > Database Configuration button).

Database connection isrequired 1) when converting the PowerBuilder DatawWindow
objects to C# models during the deployment process; and 2) when accessing datafrom the
database at application runtime. The database information (including the cache settings

and the transaction-to-cache mappings) will be deployed to the Server API s project in the
PowerServer C# solution.

This section talks about creating a database connection cache and mapping it with the
transaction object in the Database Configuration window. (Y ou may want to consider the
other database connection methods as discussed in Working with Database Connections).

Note that you only need to map the transaction objects that already exist in the PowerBuilder
application.

First of al, you must select the required database driver and agree to the driver license terms
as the driver must be downloaded from the NuGet site to the PowerServer C# solution. Y ou
must do this no matter where you will create the database connection (in the PowerServer
project settings > Database Configuration window or in the PowerServer C# solution >

Server API's project).

To select therequired database driver:

1.

2.

Click the Database Configuration button at the bottom of the Web API stab.

Click DB Driversin the Database Configur ation window.

Figure7.1:

# Database Configuration

DB connection profile

@ Defautt

Database corfiguration for the app compilation

Cache configuration for: Default

Cache name Frovider Data Source Connection Info

New
Edit

Delete

In the Required Database Drivers window, select the driver and the option "l have
read and agree to the license ..."; and then click OK.
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Figure7.2:

# Required Database Drivers

Faor each database type the app will connect to, the database driver will be referenced, downloaded and
used by the solution.

Select the reguired database types (and their drivers):
[] Adaptive Server Enterprise (Driver available as a NuGet package under the license)
[ ] Informix (Driver availsble as a NuGet package under the license)
[ ] MySQL (Driver available as a NuGet package under the license)
[ ] Oracle (Driver available as a MulGet package under the license)
PostgreSQGL (Driver available as a MuGet package under the license)
[] SQL Anywhere (Driver available as a NuGet package under the license]

[ ] SAL Server (Driver available as a NuGet package under the license

[ ]| have read and agree to the license terms of the NuGet packages selected above.

Cancel

To configure the database connection in the Database Configuration window:

1.

2.

Click the Database Configuration button at the bottom of the Web API s tab.

In the Database Configuration dialog, you can create various DB connection profiles
which include database connections to be used in different environments, for example,
database connections for the development environment, testing environment, production
environment, etc.

Each DB connection profile will have a corresponding Applications.
[DBConnectionProfile].json created in the PowerServer C# solution > Server APIs
project > AppConfig for storing its settings such as database connection cache(s),
transaction-to-cache mapping(s) etc. For example, the default Applications.json stores
the settings of the "Default" connection profile, Applications.Test.json storesthe
settings of the "Test" connection profile, Applications.Production.json stores the
settings of the "Production” connection profile.

Y ou can then decide which connection profile to be used in the application by selecting
the profile and clicking the Set as Current button. The name of the current profile will
be stored to the "POWERSERVER_ENVIRONMENTTY PE" setting in the Server API's
project > AppConfig > AppConfig.json.

To create anew DB connection profile:

» Click New inthe DB connection profile group.
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* Inthe New DB connection profile dialog box, specify a name for the DB connection
profile, for example, production.

* To create the new connection profile from an existing profile, you can select the

check box below and then select an existing profile to clone from.

Figure 7.3
# Database Configuration
DB connection profile Database corfiguration for the app compilation
@ Default Cache configuration for: Default
Cache name Provider Data Source New
- mmem  mmm e i
Delete
DE Drivers
# New DB connection profile

DB connection profile:
|pmdudion
Clone connection configuration settings from:

Transactionto-cachg

Defautt
Configure the trans in PowerScript.
Transaction OK Cancel Mew
| v
Delete
New Delete
Setas Current
Concel

3. Inthe Database Configuration dialog, you can create the connection cache that
connects with the database.

For example, you can establish a connection with the SQL Anywhere database for the
PowerBuilder demo using the following settings:

» Click New in the upper part of the Connection configuration group.

» Specify SQL Anywhere (ODBC) as the database provider.

Select the data source.

In the Database Configuration dialog box, specify any text as the cache name.

Specify the user name (for example, dba) and password (for example, sql).

Click Test Connection to make sure the database can be connected successfully.

The "Allow dynamic connection using the transaction LoglD and LogPass" option
allows the application to use the Logl D and LogPass property values of the Transaction

object to log in to the database server as shown in the example below (instead of using
the values in the User name and Password fields). For more, refer to Using LoglD and
L ogPass properties.
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Transaction. Logld = "sa"
Transacti on. LogPass = "Appeonl23! @"

The Advanced button contains additional important settings for the database driver such
as Delimitldentifier, TrimSpaces, etc. If your database has such settings, make sure to
click the Advanced button to configure those settings.

Figure 7.4:

# Database Configuration

DB connection profile

@ Defautt
development
production

New Delete

Setas Current

# Database Configuration

Cache name:

|salesdemo

Provider:
SGL Anywhere {ODBC)

Data source specification

Uze user or system data source name:

SalesDemo DB

Log on to the senver

User name:

[dba

Password:

[ Allow dynamic ion using the tr

Additional settings

ion LoglD and LogPass

Click Advanced to configure additional settings (Delimitldentifier,

TrimSpaces, etc.). Make sure the settings are consistent with those in the

PowerBuilder database profile

OK

Advanced

Cancel

n PowerScript.

New

Edit

Delete

DB Drivers

New

Delete

Cancel

If you select MySQL, Oracle, or Informix from the Provider listbox, you
will be asked to specify alocation for the required driver (MySql.Data 8.0.25,
Oracle.ManagedDataA ccess.Core 2.19.110, or IBM.Data.DB2.Core 2.2.0.100) or allow

PowerBuilder to install the required driver from the NuGet website.

The packages downloaded from the NuGet website will be stored to %USERPROFILE
%\.nuget\packages and cached in %0USERPROFIL E%\.sd\19.0\dbDrives\, so they can
be automatically loaded when the database connection is created.
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Figure 7.5:

% Database Configuration

The database driver for Oracle 2.19.101 is required for the MySQL database corfiguration. Please
specify where to find the driver.

(") The driver already exists locally
Driver file location:

(®) Install the driver fror www.nuget.org

By continuing, | agree to thelicense terms

ped

4. After the database cache is created, you can map the transaction object with the cachein
the Database Configuration dialog. To do this:

* Click New inthe lower part of the Connection configuration group.

* |nput the transaction object name (for example "sglca') and then select the cache to

map with.

Figure 7.6:

DB connection profile

# Database Configuration

@ Default
development
production

Database corfiguration for the app compilation

Cache configuration for: Default

Cache name Provider Data Source Connection Info
salesdemo OdbcSA SalesDemo DB SalesDemo DB

Transaction+o-cache mappings

New

Delete

Setas Current

Canfigure the tr tion-t he mappings below unless you want to dynamically connect to the database in PowerScript.
| Transaction Cache name
OK

New

Edit

Delete

DB Drivers

Cancel

Rather than making static mappings of the cache and the transaction object (as shown
above), you can also create dynamic mappings by using the DBParm CacheName
property. For more details, see Working with Database Connections.

To manually configur e the database connection in the Server API s project:

When the PowerServer project is built and deployed in the PowerBuilder IDE, the cache
settings (including database server host/port, database name, login ID, password, advanced
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settings etc.) and the transaction-to-cache mappings configured in the Database Configuration
window will be deployed and stored in PowerServer and you can manually change these
settings in the PowerServer C# solution. To do this:

1. Open the PowerServer C# solution > Server API s project > AppConfig >
Applications.json or Applications.[DBConnectionProfil€].json file.

The Applications.json file contains the configuration of the "Default" DB connection
profile. If you have another connection profile, the profile name is added in the middie
of the file name. For example, Applications.Development.json file contains the
configuration of the "Development” DB connection profile.

2. Inthe Applications.json (or Applications.[DBConnectionPr ofil€].json) file, locate
the "Applications" block > [application name] > "CloudTransactions'. Thisiswhere the
transaction-to-cache mapping(s) is stored.

In the following example, the "sglca" transaction object is mapped to the "local-sa"
database cache. Y ou can modify the existing mapping, or create a new mapping by
making a copy of the existing one.

"Applications": {
"pssal es": {
"Cl oudTr ansactions": ({
"sqgl ca": {
"CacheNane": "l ocal -sa"
}
}

3. IntheApplications.json (or Applications.[DBConnectionProfile].json) file, locate the
"Connections' block. Thisiswhere the cache(s) is stored.

In the following example, there are two caches "local-sa" and "local-postgresgl” under
the "Default” cache group; and each cache contains the database connection information
that are configured and deployed from the Database Configuration window. Y ou can
modify the existing cache, or create a new cache by making a copy of the existing one.

"Connections": {
"Default": {

"l ocal -sa": {
"Connecti onType": "CQdbc",
"QOdbcNane": "PB Denp DB V2021",
"COdbcDriver": "Sqgl Anywhere",
"User| D': "dba",
"Passwor d":

"eyJQYX sb2Fkl j oi YI xX1IMDAy GkxocTNi MUt WszhBY1FCbVI t UOFBPTOiI LCIUaWLl c3RhbXAi § E2M U2NDYWNDcsl| | |

" CommandTi neout ": 30,
"Ot her Opti ons": "*"
"Dynam cConnection": fal se

}

ocal - postgresgl": {
"Connecti onType": "PostgreSql",
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But notice that the PowerServer C# solution will be updated every time when

the PowerServer project is built and deployed in the PowerBuilder IDE. If

you manually modify the settings in Applications.json (or Applications.
[DBConnectionProfile].json), and want to keep these changes, you should use the
"Overwrite server settings (DB connection, Web API port, and license)" option properly.
For more information, refer to What settings will be deployed to the solution.
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8 Import license and activate PowerServer

First of al, make sure you have avalid license for the PowerServer 2021 GA version.

» ® If you have apreview or beta license, the preview or betalicense will no longer work
with the GA version.

* ©If you aready have a PowerBuilder CloudPro license (no matter which versionitis),
the CloudPro license will automatically work with the GA version. Each PowerBuilder
CloudPro subscription includes a developer license of PowerServer, which supports a
maximum of 5 user sessions (user session = installable cloud app). Y ou will need to
purchase a production license of PowerServer in order to use the production server and
more user Sessions.

» @ If you have no PowerBuilder CloudPro license, you can apply for atrial license at
https.//www.appeon.com/psfreetrial, or purchase a production license of PowerServer from
https://www.appeon.com/pricing.

Once you have avalid license, you can import the license and deploy it along with the Web
APIs project. The license will be validated later when the PowerServer Web APIsisrun.

Toimport the license automatically:

To activate PowerServer using the developer license or trial license included in the
PowerBuilder CloudPro subscription, you can obtain the license automatically from the
Appeon website according to the current PowerBuilder IDE login account.

1. Make surethe computer can connect to the Appeon sites (through port number 80):
https.//api.appeon.com and https://api 2.appeon.com.

2. GototheWeb APIstab of the PowerServer project painter, and then click Auto Import
to automatically import the license.

PowerBuilder will automatically obtain the developer or trial license of PowerServer
(according to your PowerBuilder IDE login account) from the Appeon sites and then
import the license here.

Figure8.1:

License settings

Spedify the PowerServer license by importing the license file. . Auto Import Import from File Remaove

ey ] ¥lsb 2FkIjoiMIkSa080cjdabnZPdHUya 2g 2VmowciF SckMLMndriUIR 2T 29 5enhX ZkZUdmhMNTGIpSnIkT32qc URavx iM - -
DAYOmROWNC 23lc SYWZYUWIMU 25vNDVal zdaR pged SEVEONmAZSHpMGQlhsaDEy il IMD Ay Qi 1N 2FgUELeHZyTI]
hZIVrTmd3wWU0zenpzeczh IMHRKaHpol 3VTGYXZFczV Tola3R Zb 2VWTVF SMloyb TdT o 1BxbmF SOGMMaLIMUY T Z thi J0elUx
QZXMNLM2FFRFx IMDAYQmZwhbm ITdFZuSUMza3BqeW 125 2xESkl 5SHYLMIIU SMzZ QMDhkUFpOWkczXHUwWMDICY 1psc 1o
ATOMNTelBhMEFYWFpEVKR GLIEIMdHdxUUZDMYx IMDAyQncdeEQyd ISTWIGR 3AzMIx IMDAyQICTGOzblhzQlducmR it vk -

PowerServer license version: (Trial)

Toimport the license manually:

Y ou can aso export the license file from the Appeon website manually and then import the
license here.
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1. Logintothe Appeon User Center, click License Management, and then click All
Licenses under Power Server.

Figure8.2:
Orders & Products Renewals & Upgrades License Management Downloads
-
B License User Guide &+ Add a License Administrator
PowerBuilder IDE
All Licenses Assign User Unassign User
Logout User Offline License Management My Trial Licenses
PowerServer
All Licenses Generate License Code My Trial Licenses
InfoMaker
All Licenses Assign User Unassign User
Logout User Offline License Management My Trial Licenses
SnapDevelop
All Licenses Logout User My Trial Licenses

2. Click View, and then click Export to export the license codeto a TXT file
([LicenseKey].txt) and save the file on the local machine.
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Figure 8.3:

License Code

eyl QYXIsb2FkljoiR2t4QU1K521XelUzUEg5dXBydIVzb TRPeE14b0ZK
MUSITUdwcGxZMEdHZVOZ3)1a2dGdWpQNm)QaWduU1dHWEdZ
Rzl47Z3g5dmFzSHNPbnVIZUSKkRUhUZ GgxSHQxV2dWNFI3Z0cvUkSY
am TNTWS55QUpnM1BEOVVUSTZjRHoyVTdzNTNUd 1doeGVydkswU

NRvMTINNOpsY3WsTHpOdloyMHF3Y01VNGpMSXBFZmpkaOkvR202
Rll1emVUFINWWVsXHUwMDJCdDJtejN3cno0ZWIRb 1ViRWxLUmd
AVzBKU3dQTWFXRThhNIM2VEINZm5oXHUwMDJCRGpve DNgNzNj

3. GototheWeb APIstab of the PowerServer project painter, and then click Import form
Fileto select and import the [LicenseKey].txt file.

Figure 8.4

License settings

Specify the PowerServer license by importing the license file. | Auto Import | E[n'pnrl: from H'Ei | Remove

eyIQYXlsb 2FkIjoibEIEYIFvdnFUMTFTEGRXWFI 10 1B XHUwWMDICWVZNXHUWMD JCL 2VWNW49TnFxZUY SRIBEXHUWMD A
JCHOEMOQYd 5dVI2UnF 2VGEZKT 3FqWEIVWGZTYOIWZ 2ZZLMmEv bRV AW mRFXHUwWMDICVIISzQyTnFDROdX W0 1a 1pOLzd
oZ 3ZhMTERWEQ 5cE03bnV0czImZHIXc 204y XVhSEZ 5aDhvMOJKUVET QU SMQzMAR 2oyamQ4eTEBuS 21VZnRELGZ 4UHMNE
OEl3dFGa1x IMDAYQkLvcEtWd0 Scd TAWMEIRZHE 5Vkppei9aYUNSTDVGE 2N 5eGVWbERIMDBGa0F 4V GIDcCITSHAUCK
k3TU4zempiMkSwcDBIWGHBUDFKMzImQVESd 32%bFh 3d 3pgZnBFMUS4Y TkwazlRUINKdzdIUmFRY ThiMVIHQRILSUR GUGE o

PowerServer license version: (Trial)

If there are multiple PowerServer projects that will use different PowerServers, then you will
have to import the license to every project before deployment. The license will be deployed
along with the PowerServer Web APIs (in the PowerServer C# solution > Server APIs
project > Server .json).

The license will be automatically validated when the PowerServer Web APIsisrun.
Please make sure the .NET server can connect to the following Appeon websites (through
port number 80): https:.//apips.appeon.com and https.//api psoa.appeon.com (or https://
apips.appeon.net and https:.//apipsoa.appeon.net) so that the Appeon license server can
successfully validate the license and activate the PowerServer packages.
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9 Analyze the unsupported features

Refer to Unsupported Features Guide > How to detect unsupported features for details.
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10 Build and deploy the PowerServer project

To build and deploy a Power Server project:

1.

Before building and deploying the application, make sure to close any antivirus tool on
the devel opment machine.

Click the Build & Deploy Power Server Project button (* £2) in the toolbar, or right-
click the PowerServer project in the System Tree and then select Build & Deploy

Power Server Project to build and deploy the application to the server. Or select Deploy
Power Server Project if you have already built the application before.

The application executable file (as well asthe PBD files) is generated under %TEMP
%\pbappscache\temp\[appname] (for example, C:\Users\appeon\A ppData\L ocal\Temp
\pbappscache\temp\pssales) on the development machine, then digitally signed, and
deployed to the server.

The PowerServer C# solution is generated under the specified location (by default C:
\Users\[username]\source\repos).

Note

After the application is deployed to the server, do not manually change the application
folder name on the server, otherwise the application uninstall program will fail to run.

The build & deploy process is composed of the following tasks:

Table 10.1:

Process What does the process do?

Build 1) Generates or updates the PowerServer C# solution (using the specified

Namespace and Auth Template).

2) Converts PowerBuilder DataWindow objectsto .NET DataStore models and
parses the embedded SQL statements and adds them to the AppM odels project.

3) Configures or updates the PowerServer Web API compilation environment.
4) Compiles the scripts and analyzes unsupported features.
5) Generates the PBD files, app executable file, and other application files.

Deploy | Addsthe server settings (app name, Web API port, PowerServer license, and

database configurations) to the Server API s project of the PowerServer C#
solution.

Deploy or | Uploads the app files (PBD files, app executable file, externa files etc.) and
Package |settings (runtimefilelist, Web APl URL, and other project settings) to the Web

server, or creates an application package that includes these files and settings.

Y ou can also build and deploy the project using commands (see Build the PowerServer
project with commands for details).
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10.1 What is the PowerServer C# solution
The PowerServer C# solution is generated during the build process. After the solution is

generated, you can click the Open C# Solution in SnapDevelop button () in the toolbar
to launch the PowerServer C# solution in SnapDevelop. Or go to the location where the
solution is generated; and double click Power Server [appname].sin to launch the solution
in SnapDevelop or other C# editor such as Visua Studio.

The PowerServer C# solution isan ASP.NET Core solution which contains three projects:

The AppM odels project contains the C# models (converted from the PowerBuilder
Datawindows) and the embedded SQL s (ESQL ) from the PowerBuilder application.

The Server API s project contains the PowerServer Web APIswhich is RESTFul APIsfor
handling the database connections, data processing, PowerServer license activation, and
advanced features such asfile server etc.

The Server APIs.Tests project contains a number of test cases which can check if the
PowerServer Web APIsisrunning correctly after the Server APIs project is modified. See
Running the ServerAPIs.Tests project for more details.

The Server API s project contains a number of configurable files and controllers. The
following highlights the important files and settings only. For complete descriptions, refer to
the readme.txt file under Solution Items.

Properties\launchSettings.json: Thisfile contains the environment settings for running
the PowerServer Web APIsin thelocal development environment, for example, the
commandName key specifies the web server to launch (the value "Project” indicates
that the Kestrel web server will be launched), and the applicationURL key specifiesthe
host name and port number for the web server. For description of the settingsin this
file, See https.//docs.microsoft.com/en-us/aspnet/core/fundamental s/environments?
view=aspnetcore-3.1#devel opment-and-launchsettingsj son.

AppConfig

» AppConfig.xml: Thisfile contains the DB connection profile that is currently selected
and deployed from the Database Configur ation window.

» Applications,json or Applications. DBConnectionPr ofile].json: Thisfile contains
the basic information of the deployed applications and the database connection cache
settings.

For each DB connection profile configured in the Database Configuration window, an
Applications.[DBConnectionProfile].json fileis created. Applications.json isfor the
"Default" DB connection profile.

» "Applications': This block includes the mappings of transactions and connection
caches, timeout values for transaction, session, and request, and run mode (0-normal
mode, 1-test mode) of each deployed application.

e "Connections": This block includes the database connection cache name, database
type, data source settings, and some advanced settings.
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» Authentication: Thisfolder contains the template and built-in server for the selected
authentication type. For more information, refer to Tutorial 6: Authenticating your apps.

e Controllers

» ApplicationController.cs: Thisfile provides APIs for dynamically adding, modifying
or removing the application settings.

» ConnectionController.cs: Thisfile provides APIs for dynamically adding, modifying
or removing the database connections such as cache or cache group.

» LicenseController.cs: Thisfile provides APIs for dynamically accessing the license
information.

» SessionController.cs: Thisfile provides APIsfor getting all user sessions or killing a
particular user session. For more information, see Get/Kill user sessions.

o StatisticsController.cs: Thisfile provides APIsfor getting statistics of the request and
transaction.

» TransactionController.cs: Thisfile provides APIsfor getting all transactions or rolling
back a particular transaction.

For documentation of these APIs, refer to View the APl documentation.

 HealthChecks: Refer to the readme.txt file under Solution Items for more information.
For more information, refer to Check the status of Web APIs.

» Logging

* log4net.xml: Thisfile contains the logging settings for PowerServer. The "RollingFile"
appender specifies the location, size, and backup of the log file, the "TraceAppender”
appender specifies to generate the trace log, the "ConsoleAppender” appender specifies
to print the logging information in the console and sets the font color of the logging
information. For detailed syntax, refer to Apache Log4Net Manual.

» Logging.json or Logging.Development.json: Thisfile specifiesthelog level (Trace,
Debug, Information, Warning, Error, Critical, and None), what level of logging
information will be printed in the API console, and what type of PowerServer
information (SQL, transaction, and session) will be logged.

L ogging.json will take effect in the production environment (for example, when Web
APIs are published and running in I1S, docker etc.); and the default log level iswarning.
L ogging.Development.json will take effect in the development environment (for
example, when Web APIsis running from the SnapDevelop IDE or the PowerBuilder
IDE); and the default log level isinformation.

* OpenAPI: The OpenAPI Specification for implementing the API documentation.

e Server.json or Server.Development.json: Thisfile contains settings related with the
server. Asyou can use multiple environmentsin ASP.NET Core (read more), there can be
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multiple configuration files, for example, Server.json will take effect in the production
environment (for example, when Web APIs are published and running in 11S, docker etc.),
while Server .Development.json will take effect in the development environment (for
example, when Web APIsis running from the SnapDevelop IDE or the PowerBuilder
IDE).

» AllowedHosts: This setting specifies the host names to bind with PowerServer. See
Host filtering for more.,

» Power Server: Thisblock specifies the settings for PowerServer.

LicenseKey & LicenseCode: PowerServer license information.

EncryptedSensitiveData: Sensitive data refers to the database login password which

is used to create the database connection cache in AppConfig\Applications,json. If
the password is an encrypted value (encrypted by the CustomizeDeploy.dll tool), this
setting should be set to True; if the password is not encrypted (still a plain-text string),
this setting should be set to False so that PowerServer will encrypt the password for
you and store the encrypted value to the database. If this setting is set to True and you
input a plain-text password, the plain-text password will be stored to the database.

AppModel sAssemblyNames. AppModels assembly name.

ProxyOptions: The IP address and login credentials of the proxy server. If the
Web API host server connects to Internet through a proxy server, you will need to
configure the proxy server settings here.

EmailOptions: This block must be configured first if you want to get notifications
for license expiration. The settings include the SMTP server settings, sender email
settings, and recipients.

StatisticsOptions. This block determines which type of transaction statistics will be
generated and cached in the memory. Some settings are disabled by default to lower
memory usages. Y ou can also take advantage of the StatisticsController APIsin
PowerServer NuGet package to get the statitics.

For filesthat are not mentioned here, refer to the readme.txt file under Solution Items for
more information.
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Figure 10.1:

Solution Explorer

Solution 'PowerServer_salesdemod’ (3 project)
(s Solution tems
£ Readme.txt
c#| AppModels
Dependencies
Bl pssales
ServerAPls
Properties
= launchSettings.json
Dependencies
I AppConfig
I Authentication
I Controllers
Bl HealthChecks
I Logging
BN OpenAPl
Program.cs

=2 Server.Developmentjson

L Serverjson

Startup.cs

L ServerAPls.Tests
Dependencies
ServerAPls.Host.cs

ServerAPls.Test.cs

10.2 What settings will be deployed to the solution

Although the PowerServer C# solution allows you to make changes to it, you will have to be
aware that some settings in the solution might be updated every time when the PowerServer
project is built and deployed in the PowerBuilder IDE.
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Table 10.2:
Settingsfrom the  Will beupdated to By

Web APIstab

Overwrite strategy

> Server.json >
"PowerServer" >

Auth Template | ServerAPIsproject > | BuiltiVhen selecting a different authentication
Authentication template, you will be prompted whether to
overwrite the existing authentication.
Namespace AppModels project Buil@verwritten all the time.
Port number ServerAPIs project Deplogtermined by the "Overwrite server
inthe"Web > Properties > settings (DB connection, Web API port,
API URL" field |launchSettings.json and license)" option.
(Note: the > polr_t nu_mbSr II"n When the option is selected, the port
complete URL applicationUr number in "applicationUrl" will be
of Web API updated, otherwise it will not be changed.
isdeployed to
the Web server
al thetime)
License settings | ServerAPIs project Depldgtermined by the "Overwrite server

settings (DB connection, Web API port,
and license)" option.

connection profiles

"Default" > [cache
name]j

("Default" refersto
the default cache

group.)

"L!censeKey an d When the option is selected, both
L icenseCode "LicenseKey" and "LicenseCode" will
be updated, otherwise they will not be
changed.
Database ServerAPIs project DeplOyerwritten all the time.
Configuration |> AppConfig >
window >the |AppConfig.json
current DB
connection profile
Database ServerAPIs project Depldgtermined by the "Overwrite server
Configuration | > AppConfig > settings (DB connection, Web API port,
window > Applications.,json and license)" option.
database caches |or Applications. - P
configured [DBConnectionProfile].json E&giﬁ;;gdb;a:o?d regardiessif this
inal DB > "Connections' >

If there are multiple caches, there will be
multiple [cache name] blocks. When this
option is selected, and if a cache with the
same name is configured in the Database
Configuration window, the corresponding
[cache name] block will be overwritten; if
thereis no cache with the same namein the
Database Configuration window, the [cache
name] block will not be overwritten. When
thisoption is not selected, all [cache name]

blocks will not be overwritten.
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Settingsfrom the| Will beupdatedto By

Overwrite strategy

Web APIstab
By the way, if you create new cache groups
(besides "Default”), these new cache
groups will not be overwritten regardless if
thisoption is selected or not.
Database ServerAPIs project Depldgtermined by the "Overwrite server
Configuration | > AppConfig > settings (DB connection, Web API port,
window > Applications.,json and license)" option.
transaction-to- jor Applicaions. | | Neyy transactions will be added regardless
cache mappings [DBCon_nec_tl onProfile].j SOMis this option is selected or not.
configured > "Applications"
inal DB > [app name] > If there are multiple transaction objects,

connection profiles

"CloudTransactions"
> [transaction name]

there will be multiple [transaction name]
blocks. When this option is selected, and if
atransaction object with the same name is
configured in the Database Configuration
window, the corresponding [transaction
name] block will be overwritten; if there
IS no transaction with the same name

in the Database Configuration window,
the [transaction name] block will not

be overwritten. When this option is not
selected, all [transaction name] blocks will
not be overwritten.

10.3 Build & deploy using commands

Instead of building and deploying the PowerServer project from the PowerBuilder IDE, you
can also build and deploy the project using the PBAutoBuild210 command. For step-by-
step guidance, refer to Tutorial 7: Building your PowerServer project with commands. The
PBAutoBuild210 command can integrate with Jenkins to automate the build and deployment
process for PowerServer projects. Refer to the Jenkins user documentations for how to use

Jenkins.

To build and deploy the Power Server project with commands:

1. Export the configurations of the PowerServer project to the JSON file.

1 Click the Export Power Server Build File button (' =) in the toolbar if the
PowerServer project painter opens, or right click the PowerServer project object and
then select Export Build File.

2. Inthe Export Build File dialog box, specify where to save the exported file.

If you right click the workspace and then select Export Build File, you can select
one or more targets to export the build file for, and then select one or more project
types to export if there are more than one type of project objects in the selected
target(s). If you select more than one project type, the corresponding project objects
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will be exported to the build file > "Projects" > [project object name]. If the selected
targets contain project objects with the same name, only the object listed last will be
added to the build file.

Specify how to overwrite the following settings if the build file aready exists: the
source code settings, build job settings, and project settings.

Figure 10.2:

Export Build File X

Export project settings to create a build file. You can then run the compiler PEAutoBuild.exe with the build file,

* File path and name: | ments\AppeonPowerBuilder 21.0'Code Examples\Example Sales App\SalesDemo.json | |,

Options

Project types: Application {dient/server application project)
PowerServer PowerClient
If file already exists:
[Jclear the SourceControl settings
BuildJob and project settings:
(®) Clear existing list and create new

() Add to the existing list, and overwrite if the project already exists in the list

Export Cancel

3. Click Export.

The exported JSON file includes every single setting that is required for compiling,
packaging and deploying the PowerServer project, for example,

Project settings such as project type, platform (32-bit or 64-hit), build options etc.

Library list
* Version information

* Run options

Y ou can find acomplete list of settings under the "Projects’ block in the exported file.

The exported file also contains a"BuildPlan" block which provides additional

configurations:

» "SourceControl" -- provides settings for downloading and merging source code from
the source control server (including SVN, Git, and/or VSS).

Merging will not only merge the source code but also upgrade the source code to
the current version. However, it will not check or upgrade the PBD files used in the
library list (you will need to replace the PBD files with the corresponding version).

» "BuildJob" -- contains the location of the selected PowerBuilder application target(s)

and the name of the project object(s)
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Both the " SourceControl™ and "BuildJob" blocks contain a"PreCommand” setting
and a"PostCommand" setting which allow you to specify commands that can be
executed before and/or after that particular block is executed.

Y ou can specify the commands or command file in "PreCommand" or
"PostCommand". For example,

"PreConmand": " SourcePre. bat"

The commandsin "PreCommand" and "PostCommand" can be executed in
synchronous (default) or asynchronous mode, and the command window can be
visible or invisible (default). For example,

"Post Command": "postcnd. bat /show /async"

Note: The relative path specified in the fileis relative to the path of the JSON file.

2. Executethe PBAutoBuild210.exe file and the JISON file in acommand line to
automatically build and deploy the project. For example,

PBAut oBui | d210 /f c:\pssales.json /| deploy.log /le error.log /lu unsupport.|og

The PBAutoBuild210.exe file supports the following parameters:

If -- specifies the configuration file. The configuration file (in JSON format) can be
directly exported from the PowerBuilder IDE, as described in step 1.

PBAut oBui | d210 /f c:\pssal es.json
/I -- writes the logging information to afile.
/le -- writes the error information to afile.

/lu -- writes the unsupported PowerScript featuresto afile. For example,

PBAut oBui | d210 /f c:\pssales.json /| deploy.log /le error.log /lu
unsupport. | og

The relative path specified in the parameter is relative to the path of the configuration
file. In the above example, the three log files will be generated under the same path as
the configuration file.

Ip -- specifies the password for logging into SVN, Git, or VSS. Thiswill generate an
encrypted value based on the password. If the password contains the double quotation
mark ("), use the escape character \" to replace .

PBAut oBui | d210 /p 123456

/hor /?-- displays the help information.

PBAut oBui | d210 / h
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Figure 10.3:

Bl Command Prompt — O *

ers'FubliciDocuments’, FPowerbui 1 derfd

Note
The handling of PB.INI isthe same in PBAutoBuild and OrcaScript:

If the application relies on a property in PB.INI to run, for example, [RichText]
PageSizeAsControl Size=1, the user needs to copy the PB.INI file to the directory
where the application executable resides.

If the compilation of PBAutoBuild or OrcaScript relies on a property in PB.INI, for
example, [PB] Dashinldentifiers=0, the user needs to copy the PB.INI file to the
directory where PBAutoBuild210.exe or pbc210.exe resides.

10.4 Run the ServerAPIs.Tests project

Server APIs.Testsisaunit test project generated with the PowerServer C# solution; it
contains a number of XUnit.net tests which can check if the APIsin the Server APIs
project can work correctly. The following categories of test cases are provided to check the
corresponding APIs:

DataWindows

Embedded SQLs

Stored procedures
Sessions

Transactions

To run the test case in the Server APIs.Tests project, select the Test > Test Explorer menu
in the SnapDevelop IDE, and then click Run All in Test Explorer to run all the test cases, or
right click the test case you want to run and then select Run Selected Tests.
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Check the Summary window to make sure all tests have passed successfully.

Figure 10.4:

2 PowerServer_salesdemo’5 - SnapDevelop 2021

File Edit WView Project BEuild Debug Tools Test Window Help

0~ e =) Debug ~  Amy CPU

Test Explorer

Run All Run...
PowerServer_salesdemob (24/24) 0 failed
4 w0 ServerAPls.Tests (24/24) O failed
4 & ServerAPls.Tests (24/24) O failed
4 0 SepverAPlsTest (24/24) O failed
4 & TestCaseForDatawindow (4/4) O failed

¥ TestCaseForDatawindow(requestUri: "apifserverapi/RetrieveWithParm®,...
¥ TestCaseForDatawindow(requestUri "apifserverapi/DataStorelpdate”, d...

ServerdPls

v[.l_)(

TestCaseForDatawindow(requestUn: "apifserverapi/Syntaxfromsgl®, data:...

TestCaseForDatawindow(requestUri: "apifserverapi/DatawindowReselect...

TestCaseFarEsqgl (8/8) O failed

TestCaseForSession (2/7) O failed
TestCaseForTransaction ({5/5) O failed

TestCaseForTransaction{requestUre "apifserverapi/UpdateTransaction®, d...

estCaseForTransaction{requestUr "apifserverapi/RollbackAndCreateTra...

estCaseForTransaction{requestUr: "apifserverapi/ConnectAndCreateTra...

TestCaseForTransaction{requestUr "api/serverapi/CommitAndCreateTra...

TestCaseForTransaction{requestUre "apifserverapi/Disconnect”, data: "{™v...

Summary
Last Test Run Passed ( Total Run Time 00:00:02.251 )
¥ 24 Tests Passed
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11 Compile and run the Web APIs

The PowerServer Web APIsis created during the build & deploy process and are ready to
compile and run locally immediately after deployment.

I mportant

The Compile & Run Web APIsbutton (L) in the toolbar can only run the Web
APIson the LOCAL machine, and detailed logs will be generated for development
and debugging purpose. For optimal runtime performance, you can publish Web APIs
to 11Sinstead of running Web APIslocally.

To compileand run theWeb APIs:

1. Make sureyour computer can connect to the NuGet site (https.//www.nuget.org), so
that the packages required for compiling and running the Web APIs can be successfully
downloaded from the NuGet site.

Click the Compile & Run Web API s button (=) in the toolbar.

3. Select whether to compile the PowerServer C# solution before running the Web APIs (it
is selected by default).

For thefirst time to run the Web APIs, the compile option must be selected. After the
successful compiling and running of Web APIs, this option can be de-selected to save
time, unless the Web APIs project has been changed or an error has occurred.

4. Select the DB connection profile that the Web API will work with. The DB connection
profile that is currently selected in the Database Configuration window will be
selected by default.

5. Click OK to compile and run the Web APIs.
Figure11.1:

Run Web APls oo

This function enables you to compile and run PowerServer Web APIs locally for
development and testing purpose

Compile the C# solution before running the Web APIs

Select the DB connection profile that the Web APT will work with:

] L] ! et

QK Cancel
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6. Check the Output window and make sure build is successful.

7. Make sure the API console window displays "Application started...". Also notice "Now
listening on: http://0.0.0.0:5009" in the console window. Thisisthe URL for accessing
the Web APIs. The port number can be modified in the Server APIS\Properties
\launchSettings.j son in the PowerServer C# solution.

When the installable cloud application is run later, you can view the logs in the console
window to check if the requests and responses are processed successfully.

Figure11.2:

B ChUsers\appeon'source\repos\PowerServer_salesdemo\ServerAPls\bin\Debug\netcoreappl.1\ServerAPls.exe - O X

HE | plets . arrotectlon !

t down.

r_salesdem
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12 Check the status of Web APIs

When the Web APIsis running, you can check the health status of Web APIs by running
http://[Web-API-URL]/health-ui in a Web browser, for example, http://localhost:5009/heal th-

ui/.

Expand each block to view the details, especially the Suggestion section.

Figure12.1:
@ 172.16.9.50:5008/health-ui/ x -+ o 4
&« C A Notsecure | 172.16.9.50:5008/health-ui/ &

[

Checks on Connection Configuration @

Checking Item(s) Status Actual Result(s) Suggestion(s)

+ Transaction-to-cache

o

mapping

« Availability of configured

connection

Checks on Notification Configuration

Checks on Security Configuration

Checks on Database Performance
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13 Run the installable cloud application

Note: |E and Edge Legacy (EdgeHTML-based) browsers should not be used to run the
installable cloud app, as Microsoft will end support for |E and Edge L egacy soon. Y ou can
use one of the following supported browsers. Chrome, Firefox, and the new Edge browser
(Chromium-based).

 (For developers) Run the application by right-clicking the PowerServer project in the
System Tree and then select Run Power Server Project.

Or click the Run Power Server Project button (- ©) in the toolbar. The Run

Power Server Project button will be available in the toolbar when the Project painter

for PowerServer is opened; if more than one Project painter for PowerServer is opened,
then the settings in the currently active painter will be used to run the application. And the
application will be run in the Web browser or in the Cloud App Launcher according to the
configurations in the Run Optionstab in the painter. However, if Cloud App Launcher is
not installed, then the default Web Browser will be run to install the Cloud App Launcher
and run the application.

* (For developers and end users) Run the application in a Web browser for the first time.

The user can input the application URL http://IPAddress/AppName in a Web browser

to access the application. The IP address should point to the Web server where the app
files are deployed. This URL can run the application with or without background process,
depending on which startup mode the devel oper has selected as the default.

The cloud app launcher and the application must be installed through the Web browser for
the first time. After that, users can directly double click the application icon on the desktop or
the application shortcut on the Windows Start menu to run the application (the shortcut icon
and menu are created by default unless the developer has changed the default settingsin the
Project painter for PowerServer).

If the application is started without the background service, the user will be asked by the Web
browser whether to run the app launcher. Thisis abrowser behavior. Select Allow. Then

the following app entry page displays. If the download does not start automatically, click
Download the Launcher to download and install the cloud app launcher first, and then click
Start the Application to download, install, and start the application.
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Figure 13.1:

Welcome! Your application is about to start...

D 53
Download the Launcher Start the Application

Is the Launcher already installed? If no, please click Did the application start? If no, please click Start or
Download and install now. use the desktop shorteut (if available).

By continuing, | accept the terms of the License Agreement.

If the application is started with the background service, the following app entry displays. If
download does not start automatically, click to download and install the cloud app launcher.

Figure 13.2:

Welcome! Your application will start after you download and install the Cloud App Launcher.

If the download does not automatically start, please click here.

By continuing, | accept the terms of the License Agreement.

What do you want to do with CloudAppLauncher_Installer.cxe (9.3

From: localhost

Y ou can view the logsin the API console window to check if the Web API requests and
responses are successful.

Note

The virus-detection software McAfee WebAdvisor may block the
CloudA ppL auncher.exe file during the installation process. Y ou can try adding the
domain as atrusted site. To add the domain as a trusted site in McAfee WebAdvisor:

1. Right click the WebAdvisor add-on and select Options.
2. Under Manage your trusted sites, add the domain and click the + symbol.
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3. Close and re-open the browser and run the installation again.

Note

If there is no response or progress when running the application, the

CloudA ppLauncher.exe file might be blocked by the Windows SmartScreen. You
can try to turn off Windows SmartScreen in Control Panel > System and Security >
Security and Maintenance > Change SmartScreen settings.

Note

Every time when the application launches, it needs to connect to the Web server
to check updates, therefore, please make sure Web server is running and can be
connected all the time.
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14 Customize the app entry page

If you want to customize the license agreement and the visual displays (such as color,

icon, text etc.) in the app entry page, you can make changes to the files under the

%A ppeonl nstal| Path%\PowerBuilder [version]\HTML folder, and then deploy the application
again. The changes will apply to al applications deployed after the change is made.

Or you can directly make changes to the files under the application folder on the server, if
you want to change that particular application only; but once you re-deploy that application,
the changes will be lost.

¢ license.html isthe template for license agreement.

» auto.html, autoconnect.html, autodownload.html, autoinit.html, and index.html are
templates for applications started with background service.

» manual.html, manual connect.html, manualdownload.html, and index.html are templates
for applications started without background service.
Customize the loading animation

Y ou can a'so deploy your own animation to replace the default animation (if you have
selected " Show the loading animation before the app runs").

To deploy your own animation,

1. Prepare a GIF format of your animation and name the file as "loading_ica.gif". Only GIF
format is supported currently.

2. Place "loading_ica.gif" under the same directory as the application target (.pbt) file.

3. Add "loading_ica.gif" under Files preloaded as compressed packages or Files
preloaded in uncompressed format in the External Files page.

I mportant

If you have customized any file(s), it is strongly recommended that you manage
these files separately, for example, back up the files somewhere to prevent file lost or
overwritten after product upgrades or app deployments, or make files easily in sync if
more than one devel oper will deploy the application.

Page 53



Customize the deployed app using commands

15 Customize the deployed app using

commands

When the application is deployed (from the PowerBuilder IDE) or installed (from the
packaged executable installer or zipped file) to the Web server, the app files and config files
are generated with hash codes, to prevent files changed illegally from running. Therefore, you
cannot directly change the deployed settings/files on the Web server, instead you will have

to make changes in the project painter and then deploy the application again, or modify the
settings/files using commands (the CustomizeDeploy.dll tool).

The CustomizeDeploy.dll tool allows you to:

» Changethe External Files-- The "External Files' refers to the packages, folders, and files
(such asINI files, DLL/OCX etc.) that are deployed from the External Filestab of the
PowerServer project painter.

» Changethe Web APl URL -- The Web API URL is stored on the Web server, so that the
client knows where to call the PowerServer Web APIs at runtime. Y ou may want to change
the Web API URL value, if you want the client to call the PowerServer Web APIs running
on adifferent URL.

» Encrypt the database password -- Y ou can encrypt the database login password used in
the PowerServer project painter > Database Configuration, or in the PowerServer C#
solution > Server API s project > AppConfig > Applications.json file. Y ou can use the
encrypted string instead of the plain-text string to protect sensitive information.

Y ou can find the CustomizeDeploy.dll tool in the"1.01" sub-folder of the application folder
after the application is deployed or installed to the Web server (either from the PowerBuilder
IDE or from the packaged executable installer or zipped file).

I mportant
Prerequisites

To execute the CustomizeDeploy.dll file using the dotnet command, you will need to
install the ASP.NET Core Runtime 3.1 or later.

Torun CustomizeDeploy.dll in Windows Web server:
1. Install the ASP.NET Core Runtime 3.1 or later.

2. Open the command prompt. (Y ou'd better run the command prompt using an
administrator by right-clicking it and then selecting "Run as administrator").

3. Navigate to the Web server root folder > [application] folder > "1.01" (for example, C:
\i netpub\wwwroot\pssales\1.01).

4. Execute the CustomizeDeploy.dll file using the dotnet command.
To run CustomizeDeploy.dll in Linux Web server:

1. Install the ASP.NET Core Runtime 3.1 or later.

dnf install aspnetcore-runtinme-5.0
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2.  Gotothe Web server root folder > [application] folder > "1.01" (for example, /var/
www/html/pssales/1.01, or /ust/share/nginx/html/pssales/1.01).

3. Right click the blank area within the folder and then select Open in Terminal.

4. Execute the CustomizeDeploy.dll file using the dotnet command. Notice that the
command and file name are all case-sensitive in the Linux OS.
For example,

dot net Custom zeDeploy.dll -url=https://172.16.100.71: 5009
Figure 15.1:

= root@localhost:/usr/share/nginx/html/pssales/1.01

File Edit View Search Terminal Help
[root@localhost 1.01]# dotnet CustomizeDeploy.dll -url
Web API URL: http://localhost:5000

[root@localhost 1.81]# dotnet CustomizeDeploy.dll -url=172.16.160.71:5089
web API URL changed successf

[root@localhost 1.01]# dotnet CustomizeDeploy.dll -url

Web API URL: 172.16.100.71:5009

[root@localhost 1.01]# I

15.1 Change the External Files
Toreplacethe External Files (such asINI, DLL/OCX etc.) for a deployed application:
1. Install the ASP.NET Core Runtime 3.1 or later.

2. Open the command prompt. (Y ou'd better run the command prompt using an
administrator by right-clicking it and then selecting "Run as administrator").

3. Navigate to the Web server root folder > [application] folder > "1.01" (for example, C:
\i netpub\wwwroot\pssales\1.01).
4. Execute the CustomizeDeploy.dll file using the dotnet command.

dot net Custom zeDepl oy.dl| -src=<source file> -dest=<destination file>

The"src" argument should point to the new file that you want to use to replace the old
file.

The "dest" argument should point to the old file that you want to replace with the new
file.

When external files are deployed to the server, they are appended with the file extension
".zip", but they are not compressed files (the only exception is package). For example, if
apisetup.ini is selected in the External Filestab, it will be deployed as apisetup.ini.zip
to the server, however, apisetup.ini.zip is not acompressed file and it can be directly
opened in atext editor just like apisetup.ini.

And to replace the file, you should prepare the source file without .zip extension.

For example,
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dot net Custoni zeDepl oy. dl | -src=/new api setup.ini -dest=apisetup.ini.zip
Or
dot net Custoni zeDepl oy. dl | -src=/new new.ini -dest=apisetup.ini.zip

The only exception is the package which isindeed compressed as the zip format (with
file extension ".zip.zip"). Therefore, you should prepare the source file for the package
in the compressed zip format.

For example,

dot net Customni zeDepl oy. dl | -src=/new thene. zip -dest=thene.zip.zip
Or

dot net Custom zeDepl oy. dl| -src=/new aaa.zip -dest=thene. zi p. zi p

Thetool will replace the package as a whole (and refresh the hash code of the package)
and it will not validate the individual filesincluded in the package. Therefore you need
to make sure the files included in the package are correct and complete.

15.2 Change the Web APl URL
To changethe Web APl URL for a deployed application:

1. Install the ASP.NET Core Runtime 3.1 or later.

2. Open the command prompt. (Y ou'd better run the command prompt using an
administrator by right-clicking it and then selecting "Run as administrator").

3. Navigate to the Web server root folder > [application] folder > "1.01" (for example, C:
\i netpub\wwwroot\pssales\1.01).

4. Execute the CustomizeDeploy.dll file using the dotnet command.

e Syntax 1
dot net Customi zeDepl oy. dl | -url =<URL>

The "url" argument should point to the new Web APl URL that you want to change
to.

For example
dot net Custom zeDeploy.dll -url=https://172.16.100.71: 5009

Figure 15.2:

BN Command Prompt - O *

T1:5009
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* Syntax 2
dot net Custoni zeDepl oy. dl | -url

If the "url" argument is not set with any value, it will get the current URL. Therefore,
you can run this command to check what the current Web APl URL is.

Figure 15.3:
t Customizeleploy. dll -url

-

CustomizeDeploy. dll -url=htip: ppeon. com: BAGA
el APL

C:hinetpul stomlzeleploy. dll -url
ek APT TR

15.3 Encrypt the database password

To encrypt a password, you can execute the CustomizeDeploy.dll file located in the
PowerBuilder IDE installation folder (%A ppeonl nstall Path%\PowerBuilder [version]\Pstools
\CustomizeDeploy) or in the deployed application on the Web server.

To execute the CustomizeDeploy.dll file located in the PowerBuilder IDE installation
folder, there is no need to install the ASP.NET Core Runtime asit is already installed with
PowerServer Toolkit.

To execute the CustomizeDeploy.dll file located in the deployed application on the Web
server, you will need to install the ASP.NET Core Runtime first, as explained in the
following steps.

Toencrypt a password (such asthe database login passwor d) for the database connection cache:
1. Install the ASP.NET Core Runtime 3.1 or later.

2. Open the command prompt. (Y ou'd better run the command prompt using an
administrator by right-clicking it and then selecting "Run as administrator").

3. Navigate to the PowerBuilder IDE installation folder (%A ppeonl nstall Path%
\PowerBuilder [version]\Pstool s\CustomizeDeploy) or Web server root folder >
[application] folder > "1.01" (for example, C:\inetpub\wwwroot\pssales\1.01).

4. Execute the CustomizeDeploy.dll file using the dotnet command.
dot net Custoni zeDepl oy. dl | -encrypt=<string>
dot net Custom zeDepl oy.dl| -encrypt=<string> -outfil e=<output file>
The "encrypt" argument should be set to the value that needs to be encrypted.

The "outfile" argument can save the encrypted value in the specified location and file.
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Figure 15.4:

Figure 15.5:

_| pwd.bet - Notepad
Eile Edit Format View Help

LayJQYKlstFkI]UiCIEDEWNLd3J2V3JMOKNIMledEZhZZDBIiWi‘U'G|1:Z.‘-'CNDYWIWI_]OxNjIBNDQxMDCBLCJTaWqu}!Rlchi

OiladjBcdTAwMkIEWWcOWjhedERZRTdGLOMOBUN1QmMZSSGI0UHZVRNptZEFZb3liaHZzMWwwZ0tmeXVveVM0em 1)
eWhCakRQbFIWhXVIWEZZMkx6MXJjcGVYcUVBPTOIfO==

When creating a database connection cache in the PowerServer project painter >
Database Configuration, or in the PowerServer C# solution > Server API s project >
AppConfig > Applications,json file, instead of inputting the plain text of the database

login password, you can encrypt it using the above command, and then input the
encrypted value instead of the plain text.

Note

If special characters are contained in the value, use double quotation marks (in

Windows) or single quotation marks (in Linux) to include the entire value. For
example,

In Windows, to encrypt the value post!gres

dot net Custom zeDepl oy.dl | -encrypt="post!gres"

If the quotation mark is contained as part of value, then place the escape character \
before the quotation mark. For example, to encrypt the value postgr” es

dot net Customi zeDepl oy.dl| -encrypt="postgr\”es"
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16 Support cookie validation

Y ou can now set a cookie to the cloud app launcher and the application; and the cookie will
be automatically carried in the HTTP request header of every client request.

Once acookie is set to the cloud app launcher and the application, the cookie can be validated
against the validation scripts or the SSO server etc. And based on the validation resullts,

the launcher and/or the application can be determined whether to alow to download the
requested files and/or connect with the database.

Notice that

1. Currently you can only set the name and value for a cookie, and cannot set the other
cookie attributes (including Domain, Expires, Path etc.); and you must set the cookie in
the key-value pairs, for example, "keyl=valuel; key2=value2".

2. The cookie must be passed into the launcher and the application by the index.html file,
therefore, you will have to start the application from the index.html (by accessing the app
URL in the Web browser); you cannot start the application from the app shortcut on the
desktop or start menu.

3. Make sure the cookie will stay valid if you select "Download the app files as necessary"
because files will be downloaded only when requested. Set an appropriate expiration
period for the cookie.

To set acookieto the cloud app launcher and the application,

Y ou can modify the JavaScript file (launcher.js) on the Web server to set a cookie to the
cloud app launcher.

launcher.jsislocated in the application folder > "js" sub-folder on the Web server, for
example, C:\inetpub\wwwroot\salesdemo_cloud\js\launcher.js.

For example, the following JavaScript will set the cookie by obtaining the cookie from
document.cookie. However, if the cookieis set to HitpOnly, it cannot be accessed from
document.cookie by JavaScript.

function get Cooki e(){
var strCookie = "";
st r Cooki e = docunent . cooki e;
return str Cooki e;

}

function getCmdline(Url){
var strCookie = get Cookie();
var strUrl = Ul;

i f(strCookie.length > 0)

{

strUrl += " -cookie "
strUrl += str Cooki e;

}

return strUrl;

}

For example, the following JavaScript will set the cookie by obtaining the cookie from the
application URL, for example, http://local host: 5000/test ?name=admin;pw=123.

functi on get Cooki e(){
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var strCookie = ;
strCooki e = wi ndow. parent. parent. | ocation.search.split("?")[1];
return strCooki e;

}

function getCmdl i ne(Url){
var strCookie = get Cookie();
var strUl = Ul ;
i f(strCookie.length > 0)
{
strUrl += " -cookie ";
strUrl += strCooki e;
}

return strUrl;

}
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17 View the APl documentation

The documentation for PowerServer Web APIsis formatted using the OpenAPI Specification
(formerly Swagger Specification). Each API is described with the operations (GET and
POST) and the operation parameters; and devel opers can easily try out and adopt the API.

The PowerServer Web APIs here mainly refers to the management APIsin the Server APIs
project > Controllersfolder.

» ApplicationController.cs: Thisfile provides APIs for dynamically adding, modifying or
removing the application settings.

» ConnectionController.cs: Thisfile provides APIsfor dynamically adding, modifying or
removing the database connections such as cache or cache group.

» LicenseController.cs: Thisfile provides APIsfor dynamically accessing the license
information.

» SessionController.cs: Thisfile provides APIsfor getting all user sessions or killing a
particular user session. For more information, see Get/Kill user sessions.

» StatisticsController.cs: Thisfile provides APIs for getting statistics of the request and
transaction.

» TransactionController.cs: Thisfile provides APIsfor getting al transactions or rolling
back a particular transaction.

To view the APl documentation, run the Server API s project (by clicking Run in the
PowerServer C# solution).

The Swagger Ul for the API documentation will be launched automatically in the Web
browser. However, the Swagger Ul may not be successfully loaded until the Server API's
project completes all the startup process. Y ou may see Swagger Ul refresh afew times before
the APl documentation is successfully loaded; or you may need to refresh the browser to load
the APl documentation.
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Figure17.1:

O.\ Bl @ swaggerul x 4

C  ® localhost:5009/swagger/indexhtml

ServerAPIs v1 ~

ServerAPIs @

ServerAPls management APIs

Appl ication Application configuration management APIs
/api/Application/LoadOne/{appName} Loads the specified application configuration
20 /api/Application/LoadAll Loads all appiication configuration
/api/Application/Add Adds appiication configuration
/api/Application/Edit Edis application configuration

/api/Application/Remove/{appName} Removes application configuration

(SN N A AR A

/api/Application/AddTransactionMapping/{appName}/{transName} Adds transaction mapping

By expanding each API, you can view the details of the API and try out the API (by clicking
the Try it out button on the top right corner).

For code examples of calling the API in PowerScript, refer to Get/Kill user sessions.

Figure 17.2:

Q| B @ swaggeru x 4+ o - X
C @ localhost:5009/swagger/index.html * A
Application Application configuration management APIs v
E /api/Application/LoadOne/{appName} Loads the specified application configuration ]

Name Description

appName * i
application name

string
(patn)
appName - application name
Responses
Code Description Links
200 No links
Success
Wedia type

application/json v

Controls Accept header.

Example Value | Schema

“applicationName”: “string”,

“configuration™: {

~additionalProp2”: {
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18 Get/Kill user sessions

Y ou can use the following functions or APIs to manage user session(s) for the installable
cloud application:

» The GetSessionl D function of the PowerBuilder Application object -- Gets the session ID
of the current client.

» TheLoadAll API provided by the SessionController.csfile in the PowerServer C# solution
-- Getsthe session IDs of all clients. Refer to View the APl documentation for how to view
the documentation of this API.

» TheKillBylD API provided by the SessionController.csfile in the PowerServer C#
solution -- Kills the session(s) according to the ID. Refer to View the APl documentation
for how to view the documentation of this API.

To get the session ID of the current application client, you can write PowerScripts as below:

String | s_SessionlD
| s_Sessionl D = Getapplication().CGetSessionlD()

To get al user sessions, you can write PowerScripts as below:

httpclient |hc_client
string |Is_url
string |Is_json

I hc_client = create httpclient

/| Get Sessi ons

I's_url = "http://Iocal host: 5000/ api / Sessi on/ LoadAl | "

//This URL should be replaced with the actual |IP address and port nunber of
Power Server Wb API s

/11f there are nmultiple . NET servers, obtain one by one

/11 hc_client. Set Request Header (" Aut hori zati on", $token, true) //If authentication
i s enabl ed

I hc_client.sendrequest ("Get",ls_url)

if Ihc_client.getresponsestatuscode() = 200 then
I hc_client. getresponsebody(ls_json)

// parse the json
/Iwf _get sessions(ls_json)

To kill the specified user session, you can write Power Scripts as below:
Step 1: Get al the user sessions first.

Step 2: Kill the specified session according to the session ID.

The session information returned will look like this:

11

[{"sessionid":"8e3f5c6d- 7515-4377- 9a45- 0e3349f cbf d2", "appl i cati on": " Sal esApp", "sessi onstate": "
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Get/Kill user sessions

httpclient |hc_client
string |s_url
string | s_sessionid

I hc_client = create httpclient

/| Get Sessi ons

/11 hc_client. Set Request Header (" Aut hori zati on", $token, true) //If authentication
i s enabl ed

I's_url = "http://] ocal host: 5000/ api / Sessi on/ Ki | | Byl d"

[/ This URL should be replaced with the actual |IP address and port nunber of
Power Server Wb API s

I s_sessionid = "8e3f 5c6d- 7515- 4377- 9a45- 0e3349f cbf d2"
I's_url += "/"+ls_sessionid

I hc_client.sendrequest("post"”,|ls_url)
if Ihc_client.getresponsestatuscode() = 200 then

nmessagebox("succeed", | s_sessionid +" was Kkilled")
end if
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19 Package the client app

When deploying the PowerServer project as an installable cloud app, you can choose to
package the client-side as an executable installer or a zipped file, and then install the client to
the Web servers.

To packagetheclient app:

1. GototheClient Deployment tab of the PowerServer project painter, and then click
Package the compiled app and manually deploy later.

2. Specify to generate the package as an executable installer or a compressed zip file, and
select whether to package the cloud app launcher and the PowerBuilder Runtime files.

If you select Zipped file, an appname_Installer.zip file is generated in the specified
path. Y ou can copy the zip file to the server and then decompress it to the Web root.

If you select Executable installer, an appname_Installer.exe file is generated in the
specified path. Y ou can copy the executable file to the server and then run it to install
the application to the Web root.

3. Specify the location where the package will be generated.

Figure 19.1:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

() Directly deploy to the server: Local P

Chedk the availability of Cloud App Launcher on the server during the deployment process

(®) Package the compiled app and manually deploy later
Package the app as: () Executable installer (®) Zipped file
Package Cloud App Launcher: Default_Both_WithServiceSingle w
[|Package the runtime files:: 32-hit 64-bit
Cutput path: |C:\JJsers'n,appEDn\AppData'u_ucal'n,Temp'an:uappscadﬁe\,E:(pu:urt | Restore Default

4. Savethe project settings and then click the Build & Deploy Power Server Project

button (' £4) or Deploy Power Server Project (- &) button in the toolbar to generate the
package.

Note

Do not manually change the name of the installed or de-compressed application folder
on the server, otherwise the application uninstall program will fail to run.
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20 Undeploy the client app

To undeploy the client app from the server:

1. Right-click the PowerServer project in the System Tree and then select Undeploy

Power Server Project from the popup menu.

2.  Select whether to remove the entire project (all deployed versions) or only the selected

version from the server.

Figure 20.1:

Undeploy

Select the undeploy mode:

() Undeploy the project completely from the server

(®) Undeploy the selected version: | 101

QK

Cancel
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21 Uninstall the client app

Touninstall the client app from the client machine:

1.

Uninstall the application by selecting the Uninstall shortcut menu from the Windows
Start | [appname]. The Uninstall shortcut menu and the [appname] menu are available
only when the developer selected to create the Start menu shortcut and App uninstall
shortcut in the Run Options page of the Project painter for PowerServer.

If the Uninstall shortcut menu is not available, you can run the Uninstall.exefilein the
application folder, for example, %AppData%\PBA pps\A pplications\localhost_pssales
\Uninstall.exe (%A ppData%\PBApps is configurable when uploading the Cloud App
Launcher and runtime files).

Note: If the application folder name (which is named after [appname]) on the server has
been changed manually, the application uninstall program will fail to run.

The uninstall program will automatically remove the following:
» The application shortcuts on the desktop and the Windows start menu.
» The application folder under %A ppData%\PBA pps\Applications, for example,

%A ppData?\PBApps\Applications\localhost_pssales.

The application folder contains all of the application files and any external files (such
as Ul themefiles, DLLS/OCXs, images/videos, INIs etc.) that are deployed with
PowerServer. Thisfolder will be automatically deleted during the uninstall process.

However, the uninstall program will NOT automatically remove the following:

» Theregistration information of DLL/OCX filesin the Windows registry.

If you have selected to register the DLL/OCX files (using Regsvr32 by default), you
will need to remove the registry information manually. Follow instructionsin step 4
below.

» Theruntime files under %A ppData%\PBA pps\A pplications\Runtime.
The PowerBuilder Runtime files are used by all deployed apps on the client machine.
Y ou can manually delete the runtimefilesif they are no longer used.

» The download folder under %A ppData%\PBA pps, for example, %AppData%o
\PBApps\Download.
Thisfolder stores the download statistics of the app and runtime files. It can be
manually deleted.

Uninstall the cloud app launcher by uninstalling Cloud App Launcher from Control

Panel\Programs\Programs and Features.

If the cloud app launcher without background service is uninstalled, the %L ocal AppData
%\L auncher folder will be removed.

If the cloud app launcher with background service is uninstalled, the %L ocal AppData%
\LauncherWithService folder will be removed.
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3. Uninstall the cloud app service by uninstalling Cloud App Launcher Service from
Control Panel\Programs\Programs and Features.

The cloud app launcher service is installed only when the launcher with background
service which supports multiple Windows usersisinstalled.

4. Remove the registry information of DLL/OCX files.

Theregistry information of DLL/OCX files (or any other files that are installed and
registered by your own) will not be automatically removed during the application
uninstall process.

To clean up the registry information of the DLL/OCX files, you can write scripts (a
sample shown below) and place them in afile named ManualUninstall.cmd, place the
ManualUninstall.cmd file under the same directory as the application target (.pbt) file,
add ManualUninstall.cmd under Files preloaded as compressed packages or Files
preloaded in uncompressed format in the External Files page, and then deploy the
application.

The scriptsin ManualUninstall.cmd will be automatically run when the application
uninstall program isrun. (If the file requires administrator rights to unregister, you
should run the application uninstall program with administrator rights.)

Y ou can aso add scriptsin ManualUninstall.cmd to clean up any other filesthat are
installed and registered by your own.

The following is a sample script for unregistering DLL/OCX filesthat are registered by
Regsvr32:

set Driver=%d0

set HOVEDI R=%-dp0

%r i ver %

cd %HOVEDI R%

regsvr32 /u .\dl Il nane

regasm /unregister .\Assenbl yNanme
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1 Tutorial 1: Deploying your PowerServer
project to production environment

1.1 Overview

In the Quick Start guide, we use the ssimplest scenario (all rolesin the local development
environment) to quickly get started with the PowerServer deployment; now in thistutorial,
we will walk through the deployment process in a more production-like environment, using
individual machines as the client, development PC, Web server, database server, and .NET
server.

It is recommended that before you go through this tutorial you have a successful result with
the Quick Start guide first, so that you have basic concepts of the whole deployment process.

1.2 Task 1: Setting up the client machine
Set up the client machine with the following OS and software:

* Windows 10

» Google Chrome

This tutorial takes Google Chrome as an example. Y ou can also use Firefox or the new
Edge browser (Chromium-based).

1.3 Task 2: Setting up the database server

1.3.1 Preparations

In this tutorial, we will set up the salesdemo SQL Anywhere database server running in an
independent machine.

Set up the database server with the following OS and software:
* Windows Server 2019 (64-bit)

* SQL Anywhere 17
Click hereto download theinstaller for the free trial of SQL Anywhere developer edition.

This tutorial takes SQL Anywhere database as an example. Y ou can also install the other
databases by following the documentation from the vendor.

Note that the SQL Anywhere database can only be connected through an ODBC driver.

Y ou will need to create the same ODBC data source in both the development PC and

the .NET server. The data source in the development PC isfor converting Datawindows to
models, and the data source in the .NET server isfor accessing data from the database. The
following sections have detailed instructions for how to create the ODBC data source.

| mportant

For optimal runtime performance, it is highly recommended that the PowerServer
Web APIs should be published to a server that locates on the same LAN as the
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database server. If the database is not on the same network as the Web APIs, every
request has to go along way from PowerServer to the database, it is highly possible
that there will be performance and security issues.

1.3.2 Configuring Windows Defender Firewall

If Windows Defender Firewall or any antivirustool is turned on, make sure to configure them
to allow the database server port (2638 in this tutorial or the port number you choose to use)

to go through, otherwise, connection errors may occur.

Y ou would need to configure the firewall/antivirus settings on the following servers:

» Database server -- to allow the database server port (2638 in this tutorial)

* .NET server -- to allow the .NET server port (5009 in this tutorial)

* Web server -- to allow the FTP server port (21 in this tutorial) (this only affectsthe FTP
connection during the app deployment)

The following steps configure the firewall settings on the database server (you can take the
same steps to configure the other servers):

Step 1: Open Windows Defender Firewall and then click Advanced settings.

Step 2: Select Inbound Rules and then click New Rule.

Figure 1.1
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Step 3: Create a new rule which allows connections through the database server port (2638 in

this tutorial).
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1.3.3 Starting the database

Step 1: Download the database file (pbdemo2021 for_sglanywhere.zip) from https.//
github.com/A ppeon/PowerBuilder-Proj ect-Example-Database.

Or copy the database file (pbdemo2021.db) from the PowerBuilder demo installation folder
(%Public%\Documents\A ppeon\PowerBuilder 21.0\) to the database server, if you have
installed PowerBuilder IDE according to Task 4.

Step 2: Start this database file on the salesdemo database server using SQL Anywhere
Network Server (dbsrv17.exe).

The database server must be started as a network server (not personal server) in order to
support network connections.

"C:\Program Fi | es\ SQL Anywhere 17\ Bi n64\ dbsrv17. exe" -x tcpi p(port=2638) -n
sal esdenpo " C:\ DB\ pbdenn2021. db"

1.4 Task 3: Setting up the Web server

1.4.1 Overview

The client-side of the installable cloud app can be hosted in the following Web servers:
* WindowsIIS

* Windows/Linux Apache

* Windows/Linux Nginx

Thistutorial will take Windows I1S as an example. For detailed instructions of the other Web
servers, refer to Setting up a Web server.

1.4.2 Preparations

In this tutorial, we will set up a Web server and an FTP server running on the same IS
instance.
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Step 1: Set up the Web server with the following OS and software:
» Windows Server 2019 (64-bit)

e Microsoft IS
The next section Installing Web Server (11S) has detailed installation instructions.

Step 2: Configure Secure Sockets Layer (SSL) for the Web server, so that HTTPS can be
used to secure the connections between the client and the Web server.

For how to configure SSL on 1S, refer to https://docs.microsoft.com/en-us/iis/manage/
configuring-security/how-to-set-up-ssl-on-iis.

Step 3: Configure Windows Defender Firewall on the Web server to allow the FTP port (21
in thistutorial).

The section "Configuring Windows Defender Firewall" has detailed instructions.

1.4.3 Installing Web Server (lIS)

Step 1: In Windows Server 2019, open Server Manager, and then select Add roles and
features.

Step 2: Inthe Add Roles and Features Wizard, click Next several times until the Server
Roles section displays.

Step 3: Click the check box of Web Server (11S); and then click Add Featur es when asked
whether to add features required for Web server.

Figure1.3:

e Add Roles and Features Wizard >

Add features that are required for Web Server (lI15)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (115)
4 hanagement Tools
[Tools] 15 Management Console

Include management tools (if applicable)

Add Featuresé Cancel

Step 4: Make sure the check box of Web Server (11S) is selected.
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Figure 1.4:
& Add Roles and Features Wizard — O x
q DESTINATION SERVER
Select server roles WIN-MOLOVTLO36C

Select one or more roles to install on the selected server.

Before You Begin

Installation Typs Roles Description
server Selection || Active Directory Domain Services Web Server (IIS) provides a reliable,
[] Active Directory Federation Services manageable, and scalable Web

e [] Active Directory Lightweight Directory Services application infrastructure.

BaturEs [] Active Directory Rights Management Services
Web Server Role {1I5) [] Device Health Attestation

- [] DHCP Server
Role services [ DNS Server

Confirmation [ Fax Server

[ [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-V
] MWetwork Controller
[ Network Policy and Access Services
[] Print and Document Services
] Remote Access
[] Remote Desktop Services

[ ] Volume Activation Services
I Web server (1S
| Windows Deployment Services

[] Windows Server Update Services

|§ < Previous | | MNext = | Insta Cancel

Step 5: Click Next until the Role Ser vices section displays. Make sure the following role
services are selected.

 Default Document
 Static Content

« .NET Extensibility 4.7

» Application Initialization
* ASP.NET 4.7

* |SAPI Extensions

* |SAPI Filters

* IS Management Console
* FTP Service

* FTP Extensibility

FTP Service & FTP Extensibility must be enabled if you want to create an IS FTP site
for transferring files from a remote development machine to the Web server.
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Figure 1.5:
4 Web Server . [] Basic Authentication .

4 [+ Common HTTP Features [ Centralized 551 Certificate Support
Default Document | [] Chient Certificate Mapping Authentication
Directory Browsing [ Digest Authentication
[v] HTTP Errors [ N5 Client Certificate Mapping Authenticatic
|[¥] Static Content | [] 1P and Damain Restrictions
| HTTP Redirection [] URL Authorization
[] WebDAV Publishing ] Windows Authentication

4 Health and Diagnostics 4 Application Development
HTTP Logging [ ] .MET Extensibility 3.5
[l Custom Logging NET Extensibility 4.7
[] Logging Tools Application Initialization
[] ODBC Logging [ asp
[] Request Monitor [] ASP.NET 3.5
[] Tracing Il ASPNET 47 |

4 Perfarmance Gl
Static Content Compression [+/] ISAPI Bxtensions
] Dynamic Content Compression |§| ISAPI Filters

4 Security [] server Side Includes
Request Filtering [] WebSocket Protocol
[] Basic Authentication 4 |« FTP Server
[ Centralized 551 Certificate Support FTP Service
[] Chient Certificate Mapping Authentication FTP Extensibility
[ Digest Authentication 4 /] Management lools
[ 1S Client Certificate Mapping Authenticatic 15 Management Console |
] IP and Domain Restrictions I IS & Management Compatibility
[] URL Authorization [ 115 Management Scripts and Tools
] Windows Authentication [] Management Service

Step 6: Click Next and then click I nstall.

After 11Sisinstalled, aDefault Web Site (with port 80) is automatically created (you could
also create new websites with different port numbers).

€5 Intemet Information Services (/IS) Manager - ] x
& | &l » WIN-MOLOVTLO36C » Sites » @ G @~
Eile View Help
= Sites
- 2B i! @ Add Website..
§ Start Page Filter: - % Go - (G ShowAll | Groupby: NoGrouping = 2 ste Defaules
€5 WIN-MOLSVTLO36C (WIN-M Yo
" [ Application Pools Name D Status Binding Path @ AddFIP Site.
2 S S s
M [ @ oetautt web sive 1 Started (http) %20 (http) %systemDriveHinetpubwawioot | g LG
& Default Web Site @ Help
. , | e view [ comenview
Ready .

Step 7: Open aWeb browser and run the following URL s to access the Default Web Site.
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http://local host: 80/
http://your_server_ip:80/

TIP: You can use "localhost” or the IP address to access the 11S website on the local
computer. To obtain the IP address, open a command prompt window and then type
ipconfig<Enter>. Write down the IP address as it is heeded when you configure the Web
server profile in PowerBuilder.

If the I1S welcome screen displays, the I1S website is working properly.

Figure 1.7

e @ http://localhost/ = | | Search... o~ )LT'U\ '_.A? ‘:::’ I::!;!::I

2 1IS Windows Server x [LF

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

L£3-% Benvenuto gl

‘ 3 b.. Bienvenido Hos geldiniz | onan ooa

Bem-vindo ‘ '.
Kohwg
Vitejte OploaTe

< - >

Also remember the physical path for Default Web Site which is C:\inetpub\wwwr oot
by default (or any other path you have changed to). Thisiswhere the client app will be
deployed, or the FTP site will point to.

1.4.4 Deploying app files to Web Server

1.4.4.1 Overview

To deploy the client app from the local development PC to the remote Web server, you can
choose:

* Method 1: Deploy the client app to the remote server through the FTP protocol.

Step 1: Set up an FTP server (the FTP server's physical path must point to the Web root of
the Web server).

Method 1: Creating an 11S FTP site will walk you through how to set up an FTP server.

Step 2: Deploy the client app from the devel opment machine to the remote server through
the FTP server.
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"Task 4: Setting up the development PC" has detailed instructions.

» Method 2: Package the client app and then install (or copy) it to the Web root of the Web
server.

Method 2: Packaging and copying the client app will walk you through how to package the
client app and then install (or copy) it to the Web server Web root.

1.4.4.2 Method 1: Creating an 1IS FTP site

The following steps will walk you through setting up an 11S FTP site on the Web server, so
that PowerBuilder can deploy files to the remote server through the FTP protocol.

In the previous section, if you have selected to enable FTP Service & FTP Extensibility,
you can create an | IS FTP site to be used by the remote deployment.

Step 1: Inthe [1S Manager, right click Sites, select Add FTP Site.
Step 2: Specify aname for the FTP site, and set the physical path to the Web root of the IIS
Web server (C:\inetpub\wwwr oot in thistutorial). Click Next.

Figure 1.8:

Add FTP Site ? ®

0 Site Information

ETP site name:
||-‘r|: Site

Content Directory
Physical path:
|C:"\inetpub\wwwru:uut | | |

Mext Cancel

Step 3: Use the default port 21 (or specify adifferent port if you like). If no certificateis
available, you can select No SSL . Use the default values for the other settings. Click Next.

For how to configure SSL on an 1IS FTP site, refer to Configure an SSL-based FTP server.
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Figure 1.9:

Add FTP Site

“ Binding and SSL Settings

Binding
IP Address:
|AII Unassigned

Port:
V| |z1

[] Enable Virtual Host Mames:

Start FTP site automatically

551
® Mo SSL

() Allow S5L
) Bequire 551

S50 Certificate:
Mot Selected

Cancel

Previous Meat

Step 4: Select Anonymous and Basic authentication. Select All users or specify the users
that are allowed to access the FTP site, and then select the Read and Write permissions.

Click Finish.
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Figure 1.10:

Add FTP Site ? *
Authentication and Authorization Information
Authentication
Ancnymous
Basic
Authorization
Allow access to:
All users W
Permiszions
Read
Write
Previous Finizsh Cancel
The FTP site is created.
Figure1.11:
W5 Internet Information Services (II5) Manager - m] X
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& Default Web Site € FTP Site 2 Started (ftp) Chinetpub\wwwroot | Edit Site
& FTP Site Bindings...
[E Basic Settings...
B Explore
Edit Permissions...
¥ Remove
Rename
View Applications
View Virtual Directories
Manage FTP Site ~
Restart
Stop
Advanced Settings...
P 5| [EFeatures View |2 Content View Y o
Ready ej.J

Step 5: Open aWeb browser and run the following URL to access the FTP site.

ftp:/lyour_server_ip:21/

If the FTP root displays, then the FTP site is working properly.
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Figure1.12:

e @ ftpy//172.16.100.63/ v @ | Search.. P~

& FTP root at 172.16.100.63

File Edit View Favorites Tools Help

FTP root at 172.16. 100. 63

To view this FTP site in File Explorer: press Alt, click View, and then click Open FTP Site in File Explorer.

03/01/2021 02:04AM Directory App Data

03/01/2021 01:37AM Directory aspnet client
03/01/2021 01:36AM 703 iisstart.htm
03/01/2021 01:36AM 99, 710 iisstart.png

1.4.4.3 Method 2: Packaging and copying the client app

Before you take the steps below to package the client app, make sure you have built the
application successfully by following instructions in the next section "Task 4. Setting up the
development PC".

Step 1: In the PowerServer project painter, select the Client Deployment tab, then select
Package the compiled app and manually deploy later, and then select Zipped file,
Package Cloud App Launcher, and Package all runtimefiles.

Figure 1.13:

General Libraries External Files Runtme Signing  Client Deployment  pun Options Web APIs

Deployment mode
() Directly deploy to the server: Lacal Server Configuration. ..

Check the availability of Cloud App Launcher on the server during the deployment process

(® Package the compiled app and manually deploy later:
Package the app as: () Executable installer (®) Zipped file
| Package Cloud App Launcher: | Default_Both_WithServiceSingle i
| Package all runtime files: 32-hit e4-bit I
Cutput path: | C:\Users\appeon‘\AppData'Local{Temp\pbappscache\export | s | | Restore Default

Step 2: Save the project settings and then click the Build & Deploy Power Server Project or
Deploy Power Server Project button in the toolbar to generate the package.
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When the packaging process is completed, the folder that contains the generated package will
be displayed.

Step 3: Copy and extract the generated zipped file to the Web root of the Web server.

1.5 Task 4: Setting up the development PC

1.5.1 Preparations

Set up the development machine with the following OS and software (install the softwarein
the order listed):

* Windows 10 (64-bit)

* SQL Anywhere 17

» PowerBuilder IDE 2021

» PowerBuilder Runtime 2021

» PowerServer Toolkit 2021

» SnapDevelop 2021 (optional)

» Google Chrome (optional)

1.5.2 Creating the ODBC data source

A database connection needs to be established between the development PC and the database
server (for converting DataWindows to models), and between the .NET server and the
database server (for retrieving data). Currently the SQL Anywhere database can only be
connected through an ODBC driver, therefore, you will need to create the same ODBC data
sourcein both:

* the development PC, and
» the .NET server

In Task 2: Setting up the database server, we have successfully set up the salesdemo SQL
Anywhere database server in an individual machine. In this tutorial, we will create an ODBC
data source on the development PC that connects to this database server. (You will take the
same steps to create the same ODBC data source on the .NET server later. The same ODBC
data source means the data source has the same name, for example, "SalesDemo DB" in this
tutorial)

Step 1: Install SQL Anywhere 17.

Step 2: Create a 64-bit ODBC data source and name it as "SalesDemo DB". The data source
name must be the same in both the development PC and the .NET server.

IMPORTANT: Make sure you use the 64-bit version of ODBC administrator to create the
data source, because only the 64-bit ODBC data sources can be selected for the PowerServer
project.
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Step 3: Click Test Connection to ensure the connection settings are correct.

Figure1.14:
; QDBC Data Sq.lrce Administrator (64-bit) >
User DSH System DSN  Fle DSN  Drivers Tracing Connection Pooling  About
System Data Sources: 2
Mame Platform  Drver Add...
SQL Anywhere 17 CustDB  32-bit SaQL Anywhere 17
SQL A Create Mew Dlata Source e
S0L Ad
SQL A
Select a dﬂ;erfur which you want to set up a data source.
Mame J Wersion Company
SQGL Anywhere 17 17.00.10.608% SAP SEor
SOLC Anywhere T/ -Oracle 17.00.10.608%  SAF SEor
S0L Server 10.00.17763.01  Microsoft C
Lltralite 17 17.00.10.6083  SAP SEor
m wider.
£ >
Help
Figure 1.15:
ODBC Configuration for SQL Anywhere ? et QODBC Configuration for SQL Anywhere 7 *
ODBC  Login ~ Metwork 1ecun’ry Advanced QDBC Login  Network ;unty Advanced
Data source name |Sale5Demo DB | | Authertication: Database o
Description: | | User |D: |dba |
Password: |... |
lzolation level: | | oo "
[ Microsoft applications {Keys in SQLStatistics) B P [ [Nene 3 e
[] Delphi applications Agtion: Connect to a running database on another computer ~
[ Suppress fetch wamings Host: |‘I?Z.1G.1ﬂ'ﬂ.33 |
[ Prevent driver not capable emors Port: |2638 |
[ Delay AutoCommit urtil statement close Server name: salesdemo

Describe Cursor Behavior Database name:

() Never (® K required () Mways
Test Connection
Cancel Help Cancl Help
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1.5.3 Creating a Web server profile for remote deployment

Step 1: Go to the development PC, select Windows Start | Appeon Power Builder 2021,
and then right-click Example Sales App and select More | Run asadministrator. The
SalesDemo workspace is loaded in the PowerBuilder IDE.

Step 2: Select Tools>Web Server Profile from the PowerBuilder menu bar to open the Web
Server Profile window.

Step 3: Inthe Web Server Profile window, click Add.
Step 4: Select Remote server, and then specify the settings for connecting to the FTP site.
In thistutorial, specify the following values (or the values you chose):

Server profile name: Any text, for example, Remote |1S Web Server, Remote Apache HTTP
Server, Remote Nginx, etc.

Host: IP address or host name of the FTP site, for example, 172.16.100.63.
Port: Port number of the FTP site, for example, 21.
Username: Windows user name.

Passwor d: Windows user password.

Figure 1.16:

‘Web Server Profile... Y

Configure web servers for hosting the apps deployed from PowerClient or PowerServer projects.

Server Profile Name Address/File Path Add...
Local C:inetpubwwwroot |
Add/Edit Server >
() Local server
* Server profile name: |Remote 1IS Web Server | |
Cloud App Launcher FTP Settings
Make sure Cloud App = Host: | 172.16.100.63 *port:
the runtime files, is up
Username: |adminish’ab0r | Password:
Upload Cloud App La
Encryption: | No encryption ~
Test FTP Connection
Concel

Step 5: Click Test FTP Connection and make sure connection to the FTP site is successful.

Tip
In case connection errors occur, try the following to resolve:

* Check if the Windows Defender Firewall on the FTP server alowsthe FTP port
(21 in thistutorial) to go through.
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» Check if the port (21 in tutorial) is occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr 21" to check if the port
number is occupied by any other program.

* Input a username and password for logging to the FTP site, instead of using
anonymous login.

* Check if the user has read and write permissions to the FTP root.

1.5.4 Uploading the cloud app launcher and the runtime files to the remote
server

Step 1: Select Tools>Upload Cloud App Launcher from the PowerBuilder menu bar.

Step 2: In the Upload Cloud App Launcher and Runtime window that appears, select
Directly upload to the server and then select a server profile (for example, "Remote I1S
Web Server") from the listbox.

Step 3: Keep the other settings as default and click Upload.

Figure 1.17:

Upload Cloud App Launcher and Runtime X

Upload the default or customized Cloud App Launcher, together with runtime files, to the server to which you will deploy the apps.

Upload mode

(®) Directly upload to the server Remote I1S Web Server Pw Server configuration. ..

() Zip the files and manually upload later

Spedfy the path to save the zipped file: | C:\Users\appeon‘\AppData'\Roaming\CloudAppLauncherZip

Select the launcher to upload

Mote: The launcher will overwrite any launcher that you uploaded to the server before,

Launcher profile: Default_WithoutService w Create...

Select the runtime files to upload
Upload the runtime files for the apps
32-hit a4-hit

PowerBuilder runtime version: 21.0.0.1120

Upload Close

Step 4: When the upload is finished, go to the Web server and verify the
"CloudAppPublisher" folder exists under the Web root (in this tutorial, the Web root
for 11Sis C:\inetpub\wwwroot, for Apache is C:\A pache24\htdocs, and for Nginx is C:
\nginx-1.19.10\html).
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1.5.5 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Select the profile for the remote server (instead of the local server).

On the Client Deployment tab of the PowerServer project painter, select "Directly deploy
to the server” and then select a server profile (such as "Remote [1S Web Server”, "Remote
Apache HTTP Server", or "Remote Nginx") in the Deployment mode section.

The server profileis created in the section Creating a Web server profile for remote
deployment.

Figure 1.18:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(®) Directly deploy to the server: | Bemote 115 Web Server i v || server Configuration...

Check the availability of Cloud App Launcher on the server during the deployment process
() Package the compiled app and manually deploy later

Package the app as: Executable installer Fipped file

F=mrdemmm Tla A & e | b [ S S PR DT I P N B G e P

Step 2: Specify the auth template to use in the production environment. It is strongly
recommended for security concerns, that in the production environment, you shall safeguard
the server resources through implementing an authentication server with PowerServer.

Figure1.19:

General Libraries External Files Runtime  Signing  Client Deployment  Run Options  Web APIs

Solution generation

Specify the solution to contain the Web API projects, namely, the AppModels and ServerAPIs projects.

* Solution location: C:'\Users\appeon\sourcerepos
* Solution name: PowerServer_salesdemo2 ~
= . -

Auth Template: Do not use auth service w

Do not use auth service

Namespace: Use DUt JV0 T Server

se builtdn OAuth server
Cverwrite server seftiUse builtin AWS Cognito server
Use external auth service

Select atemplate type from the Auth Template list.
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e Usebuilt-in JWT server: Includes a built-in authentication server that supports JWT
or bearer tokens. See Tutorial 6: Authenticating your apps > Using JWT for more
information.

* Usebuilt-in OAuth server: Includes a built-in authentication server based on
| dentityServer4 framework that works with the OAuth 2.0 authorization flows. See
Tutorial 6: Authenticating your apps > Using OAuth 2.0 for more information.

» Usebuilt-in AWS Cognito server: Includes a built-in authentication server that works
with the Amazon Cognito user pool. See Tutorial 6: Authenticating your apps > Using
Amazon Cognito for more information.

» Useexternal auth service: Includes templates that can be easily extended to support the
other identity providers that work with the OAuth flows or IWT, such as Azure AD or
Azure AD B2C. See Tutorial 6: Authenticating your apps > Using other auth servers for
more information.

Step 3: Specify the Web API URL. The Web API URL is used by the client app to call the
Web APIs.

On the Web APIstab of the PowerServer project painter, specify the Web APl URL, for
example, https://172.16.100.71:5009. This indicates that the client app will call the Web
APIs running on the server at https://172.16.100.71:5009. It is highly recommended that you
specify an HTTPS URL for the production environment.

I mportant

1. Make sure the Web API is running on the specified | P address (or host name) and
port number. For how to start the Web API, see the next section.

2. If the IP address and port number of the .NET server are changed later, you will
need to modify the settings here and then deploy the project again (using the
"Deploy PowerServer Project” option).

Figure 1.20:

General Libraries External Files Runtime  Signing  Client Deployment  Run Options  Web APIs

ST REN AR S T e e e T e R e e

Web APT LURL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

*\t/eb API URL: https://172. 15,100, 71: 5008

scheme: ffhost[:port] [fpath]

License settings

Step 4: Select the "SalesDemo DB" ODBC data source (created in Creating the ODBC data
source).
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At the bottom of the Web APIstab of the PowerServer project painter, click the Database
Configuration button.

In the Database Configuration window, click DB Driversin the upper part to make sure the

corresponding database driver and the option "I have read and agree to the license ..." both
are selected.

In the Database Configur ation window, click New in the upper part to create the database
connection that will be used by the deployment.

In the dialog box that displays, configure the database connection with the following settings:

Figure 1.21:

# Database Configuration >

Cache name:

|rernote_sa

Provider:
SGL Anywhere (ODBC) o

Data source specification

|Ise user or system data source nams:

SalesDemo DB w

Log on to the server

ser name:

|dba |

Password:

[] Allow dynamic connection using the transaction LoglD and LogPass

Additional settings
Click Advanced to configure additional settings (Delimitldentifier,

TrimSpaces, etc.). Make sure the settings are consistent with these in the Advanced
PowerBuilder database profile.
E Test connection... i OK Cancel

Then select the database cache you created just now to map with the "sglca” transaction
object.
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Figure 1.22:
# Database Configuration X
DB connection profile Database configuration for the app compilation
a Default Cache configuration for: Default
Cache name Frovider Data Source Connection Info New
locasa ~ |odbesa PB Demo DB V2021 PB Demo DB V2021 -
it
remote_sa OdbeSA SalesDemo DB SalesDemo DB !
Delete
DB Drivers
Transaction4o-cache mappings
Configure the tr: tion-to-cache mappings below unless you want to dynamically connect to the database in PowerScript.
Transaction New
|remote_sa | ~
Delete
New Delete
Set as Current
OK Cancel

Step 5: Save the PowerServer project settings.

Step 6: Build and deploy the PowerServer project (using the "Build & Deploy PowerServer
Project” option) for the changes to take effect.

When the deployment is finished, go to the Web server and verify that the application folder
(for example, "pssales’) exists under the Web root.

Step 7: Go to the specified location (C:\Users\appeon\source\repos in this tutorial) and copy
the PowerServer C# solution folder to the .NET server.

1.6 Task 5: Setting up the auth server

It is strongly recommended for security concerns, that in the production environment, you
shall safeguard the server resources through implementing an authentication server with
PowerServer.

If you have selected an auth template (build-in JWT server, built-in OAuth server, or built-
in AWS Cognito server) in the project settings, make sure to follow the relevant instructions
to modify the PowerBuilder client app and re-deploy the PowerServer project. If you have
selected to use built-in AWS Cognito server, you also need to make changes to the deployed
authentication templ ate.

e Usebuilt-in JWT server: Includes a built-in authentication server that supports JWT
or bearer tokens. See Tutorial 6: Authenticating your apps > Using JWT for more
information.

* Usebuilt-in OAuth server: Includes a built-in authentication server based on
| dentityServer4 framework that works with the OAuth 2.0 authorization flows. See
Tutorial 6: Authenticating your apps > Using OAuth 2.0 for more information.
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» Usebuilt-in AWS Cognito server: Includes a built-in authentication server that works
with the Amazon Cognito user pool. See Tutorial 6: Authenticating your apps > Using
Amazon Cognito for more information.

If you have selected to use external auth service in the project settings, see Tutorial 6:
Authenticating your apps > Using other auth servers for more information on how to
incorporate the other auth server that work with the OAuth flows or JWWT, such as Azure AD
or Azure AD B2C.

1.7 Task 6: Setting up the .NET server

1.7.1 Preparations

Thistutorial starts the Web APIs directly (using the built-in Kestrel server), you can also
deploy the Web APIs to a more secure and manageabl e environment such as Docker
Container, |1S etc. as described in the following tutorials.

o Tutoria 2: Hosting Web APIsin Docker Containers

e Tutoria 3: Hosting Web APIsin IS

e Tutoria 4: Hosting Web APIsin Kestrel

In this tutorial, we will set up a.NET server running in an independent machine.

Step 1: Set up the .NET server with the following OS and software:
» Windows Server 2019 (64-bit)

* SQL Anywhere 17

* SnapDevelop 2021

Step 2: (IMPORTANT) Configure Secure Sockets Layer (SSL) for the .NET server, so that
HTTPS can be used to secure the connections between the client and the .NET server.

Step 3: Make sure the .NET server can connect to the NuGet site: https.//www.nuget.org
(for installing PowerServer NuGet packages) and the following Appeon sites (through
port number 80): https:.//api ps.appeon.com and https:.//api psoa.appeon.com (or https://
apips.appeon.net and https.//api psoa.appeon.net) (for validating the PowerServer license).

Note

If the server connects to Internet through a proxy server, make sure to configure the
proxy server settings in the PowerServer Web APl aswell (the Server API s project >
Server .json file > "ProxyOptions" block).

Step 4: Configure Windows Defender Firewall on the .NET server to allow the port (5009 in
thistutorial or any port number you choose). The section "Configuring Windows Defender
Firewall" has detailed instructions.
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I mportant

For optimal runtime performance, it is highly recommended that the PowerServer
Web APIs should be published to a server that locates on the same LAN as the
database server. If the database is not on the same network as the Web APIs, every
request has to go along way from PowerServer to the database, it is highly possible
that there will be performance and security issues.

1.7.2 Creating the ODBC data source

A database connection needs to be established between the development PC and the database
server (for converting DataWindows to models), and between the .NET server and the
database server (for retrieving data). Currently the SQL Anywhere database can only be
connected through an ODBC driver, therefore, you will need to create the same ODBC data
source in both:

* the development PC, and
» the .NET server

Step 1: Install SQL Anywhere 17.

Step 2: Create a 64-bit ODBC data source and name it as "SalesDemo DB". The data source
name must be the same in both the development PC and the .NET server. The data source
should connect to the salesdemo SQL Anywhere database server (which isset upin Task 2:
Setting up the database server).

IMPORTANT: Make sure you use the 64-bit version of ODBC administrator to create the
data source, because only the 64-bit ODBC data sources are supported by PowerServer.

Step 3: Click Test Connection to ensure the connection settings are correct.
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Figure1.23:
E QODBC Data 54.”::& Administrator (64-bit) >
User DSH System DSN  File DSN  Drivers  Tracing Connection Pooling  About
System Data Sources: 2
Mame Platform  Driver Add...
SQL Arywhere 17 CustDB - 32-bit SQL Anywhers 17
SQL Aq Create Mew Diata Source >
SQL A
SQL Ad
Select a d‘r.i:t;erfur which you want to set up a data source.
Mame J Wersion Company
SAL Anywhere 17 17.00.10.6083  SAP SEor
aldl Anywhere 1/ -Uracle 17.00.10.608%  SAFP S5Ear
SQL Server 10.00.17763.01  Microsoft C
Uttralite 17 17.00.10.608% SAP SEor
f wider.
£ >
Help
Figure 1.24:
ODBC Configuration for SQL Anywhere ? X ODBC Configuration for SQL Anywhere ? X
ODBC  Login  Metwork 1ecun’ry Advanced ODBC  Login Network gun’ry Advanced
Data gource name |SalesDemo DB | | Authertication: Database -
Description: | I | User ID: |dba |
Password: |... |
lsolation level: | | oo "
code password: =
[ Microsoft applications (Keys in SQLStatistics) B i None 3
[ Delphi applications Action: Connect to a running database on another computer ~
[ Suppress fetch wamings Host: |‘I?2.16.1DD.33 |
[ Prevert driver not capable emors Port: |2633 |
[ Delay AutoCommit urtil statement close Server name: |sa|esdemo |
Describe Cursor Behavior Database name: | |
(O Never (®) K required O Always
Test Connection
Cancel Help Cancel Help
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1.7.3 Publishing the Web APIs

Step 1: Copy the PowerServer C# solution from the devel opment PC (C:\Users\appeon
\source\repos in this tutorial) to the .NET server.

Step 2: Double click Power Server _[appname].sin to launch the solution in SnapDevel op.
Log in to SnapDevelop if required.

The PowerServer C# solution will connect to the NuGet site (https://www.nuget.org) to
download and install the required packages from the NuGet site.

Step 3: Click Run from the SnapDevelop toolbar to start the Web APIs (using the built-in
Kestrel server) immediately.

Y ou can a'so deploy the Web APIs to a hosting environment, for example, publish to afolder
on the hosting server (like Docker), or publish to a process manager such as 1S etc., as
described in the following tutorials.

o Tutoria 2: Hosting Web APIsin Docker Containers

e Tutoria 3: Hosting Web APIsin IIS

e Tutorial 4: Hosting Web APlIsin Kestrel (and using a reverse proxy)
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2 Tutorial 2: Hosting Web APIs in Docker
Containers

The PowerServer Web APIsisan ASP.NET Core app; it can be hosted and deployed like
any other ASP.NET Core app described in https:.//docs.microsoft.com/aspnet/core/host-and-
deploy/view=aspnetcore-3.1.

Thistutorial takes Docker as an example to show you how to publish and host the Web
APIsinaDocker Container; it will reuse part of the configurations in the Quick Start and
Tutorial 1, thus, it is strongly recommended that you have completed the Quick Start guide
and Tutorial 1 first.

2.1 Task 1: Setting up Docker

2.1.1 Setting up a docker host (Docker Engine)

Figure 2.1:

/ Docker Host/Docker Engine 3

LU  Dockerimage ~(MUAEULZXM pocker Container
image | container
1
\‘-,.\_ * Jllr I'"_--";I
; \

. ""'PUHTFUS'?TWT‘IH'EE'i'"‘ F — —
ServerAPls project . from,/to a registry | This is where the Web
1
- ' ! APls are running!

[ Docker HegiEtr\rk A

Pl e

i Docker Image H This is ?vhere_the Docker
image & publis Image is published and
S

to a registry shared!

. S

The docker host is where the docker image is built and the docker container isrun. The
Server API s project will be built and published as a docker image first, and then the docker
image will be run as a docker container. The Web APIsis actually hosted and run in the
docker container.

Step 1: Set up adocker host (also called Docker Engine in the SnapDevelop IDE).
To set up adocker host/Docker Engine, refer to https://docs.docker.com/engine/install/.

In thistutorial, a Docker Engine has already been set up in aLinux server (supposeits |P
address and port number are 172.25.100.20:2375).

Write down thisinformation as it will be required when you build the Server API s project as
adocker image (in the later section Publishing Web APIsto Docker).

Step 2: Make sure the docker host machine can connect to the following Appeon sites
(through port number 80): https://apips.appeon.com and https.//apipsoa.appeon.com (or
https.//apips.appeon.net and https://api psoa.appeon.net) (for validating the PowerServer
license).
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If the docker host machine connects to Internet via a proxy server, refer to Configure Docker
to use a proxy server for detailed instructions.

2.1.2 Setting up a docker registry

Figure2.2:
/ Docker Host/Docker Engine 3
' Docker Image R“" a8 Docker Container
image cuntalner
\
: Pull/push image | ,—' “
ServerAPIs project g - — — _from/to gr_glstr_'.,-;I This is where the Web
(. F-.Pls are running!
I / Docker Hegmtr*“\ )
_____________ -
! - A
. I Docker Image This is ?uhere_the Docker |
image & pliblis Image is published and :
toa FEEIS‘:% Y, A shared! )

A docker registry is the repository where the docker image is published and shared. Y ou may
choose from the following registries:

» Docker Hub -- Docker's official registry, it is the default registry when you install Docker.
Y ou can connect to the public registry (hub.docker.com:443) that anyone can use or ayour
own private registry. Y ou will be required to log into Docker Hub before you can store the
image. For more about Docker Hub, refer to https.//docs.docker.com/docker-hub/.

* A self-hosted Docker Registry -- Y our own registry created using the open-source Docker
Registry. For more about Docker Registry, refer to https://docs.docker.com/registry/.

Step 1: Set up adocker registry.

In thistutorial, a self-hosted Docker Registry has already been set up in aLinux server
(suppose its | P address and port number are 172.25.100.20:5000).

Write down thisinformation asit will be required when you build and publish the
Server API s project as adocker image (in the later section Publishing Web APIs to Docker).

To know more about Docker, we recommend you start by understanding the Docker
Architecture.

2.2 Task 2: Setting up the database server
2.2.1 Preparations

This tutorial takes PostgreSQL database as an example. Y ou can aso install other databases
by following the documentation from the vendor.
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In this tutorial, we will set up a database server with the PBDemo PostgreSQL database
running in an independent machine.

Step 1: Set up the database server with the following OS and software:
» Windows Server 2019 (64-hit)

» PostgreSQL 12
Click hereto download the installer for PostgreSQL.
Step 2: Configure Windows Defender Firewall on the database server to allow the database

server port (5432 in thistutorial or any port number you choose). The section "Configuring
Windows Defender Firewall" has detailed instructions.

2.2.2 Starting the database

Step 1: Download the database file (pbdemo2021 for _postgresql.zip) from https.//
github.com/A ppeon/PowerBuilder-Project-Exampl e-Database.

Or copy the database file (pbpostgres2021.dmp) from the PowerBuilder demo installation
folder (%oPublic%\Documents\A ppeon\PowerBuilder 21.0\) to the database server, if you
have installed PowerBuilder IDE according to Task 3: Setting up the devel opment PC.

Step 2: Restore and run the database in the management tool for PostgreSQL .

1. Select Windows Start menu | PostgreSQL 12 | pgAdmin 4.

pgAdmin 4 isaWeb application. If pgAdmin 4 cannot run in Internet Explorer (the default
Web browser in Windows Server 2019), you can install and try Google Chrome.

2. Expand Servers| PostgreSQL, right click Databases, and select Create | Database.

Figure 2.3:
E pgadmin 4 x 4+

O () 127.0.0.1:49688/browser/

mAdmin File~v Objectv Toolsv Helpv

Browser Dashboard Properties SQL St

v = Servers (1)
- Server sessions
v \J¥PostgreSQL 12

> = Databases (2} I en _ _

> nLogicroup r

¥ Tablespaces dle
. Refresh... W=

3. Input PBDemo in the Database field and click Save.
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Figure 2.4:
= Create - Database x

General Definition Security Parameters SQL

Database PBDemo
Owner & postgres v
Comment
e
i ? x Cancel s Reset

4. Right click PBDemo that was just created, and select Restore.
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Figure 2.5:
B [ poAdmind x | +

& () 127.0.0.1:49688/brow

@Admin File~ Objectv Toolsv He

Browser & Dast
v = Servers (1)
Dat
v ¥ PostgresqgL 12
v = Databases (2) 1.00
> = PBDem~ I :
] g pgstg| Create >
» &b Login/Gre
» &2 Tablespa Refresh...
Delete/Drop
CREATE Script
Disconnect Database...
Maintenance... '
Backup...
Grant Wizard...
Query Tool...
Properties...

5. Select the pbpostgres2021.dmp file and click Restore.
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Figure 2.6:

General Restore options

Format Custom or tar -
Filename . C:\DB\pbpostgres2021.dmp| ‘
Number of jobs

Role name Select an item.. -

After the database file is restored, you will be able to view the following schemas:

Figure 2.7
E & potdming x =

C (D 127.0.0.1:49688/

[E)Admin Fiev Objectv Toolsv

Browser &

v = Servers (1)
v (¥ PostgresqL 12
v = Databases (2)
v = PBEDemo
57| Casts
¥ % Catalogs
» | Event Triggers
> 5 Extensions
¥
¥

¥y

5 Foreign Data Wrappers

Languages

v @ Schemas (6)
¥ <& humanresources

¥ &> person

¥ <& production
¥ & public

¥ <% purchasing
» &> sales
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6. Open the pg_hba.conf filein atext editor and add the following line. The pg_hba.conf
fileislocated in %PostgreSQL %0\12\data. This enables the database server to alow remote
connections.

host al | al | 0.0.0.0/0 5
2.3 Task 3: Publishing to Docker

2.3.1 Preparing the development PC

Set up the development machine with the following OS and software (install the software in
the order listed):

» Windows 10 (64-bit)

* PostgreSQL 12

During installation, make sure the Command Line T ools component is selected to install,
and specify and write down the following information:

Data Directory: C:\Program Files\PostgreSQL\12\data by default
Database Superuser: postgres by default

Password for Database Superuser: (this password is set during installation) postgresin this
tutorial

Port Number: 5432 by default

* PostgreSQL ODBC driver (32-bit)

The 32-bit version of PostgreSQL ODBC driver isrequired by the PowerBuilder IDE to
establish database connection with the PostgreSQL database; therefore the PostgreSQL
ODBC driver (32-bit) must be installed on the development PC.

+ PowerBuilder IDE 2021

During installation, make sure to select the PostgreSQL engine for the PowerBuilder demo
database.

The PowerBuilder demo database file for PostgreSQL (pbpostgres2021.dmp) will be
installed to the %Public%\Documents\A ppeon\PowerBuilder 21.0\ directory.
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Figure 2.8:

PowerBuilder 2021 Beta

Programs Components Locations Additional Options

(~) PowerBuilder IDE
Diatabase Provider

PostgreS0L (using 32-bit QDEC driver) -

U PostgreSOL Engine for Dema and Tutorial Files:

CAProgram Files\PostgreSCL0\1 2hbin -
Server [P localhost
Port: 54370
Username: postgres
Password: e

--------------------------------

PowerBuilder Runtime 2021

PowerServer Toolkit 2021

SnapDevelop 2021

Google Chrome (optional)

2.3.2 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide and modified in Tutorial 1. If you have not created a PowerServer project yet, please
follow the instructions in the Quick Start guide and Tutorial 1 to create one.

Step 1: Specify where the Web APIsis actually hosted and run. Thistells the client app
where and how to call the Web APIs.

On the Web APIstab of the PowerServer project painter, specify the URL of the

docker container where the Web APIsis running. The host name (or I1P address) of the
docker container should be the same as that of the docker host/Docker Engine. The port
number iswhat will be specified later when the docker container is run, for example,
https://172.16.100.20:5009. This indicates that the client app will call the Web APIs running
on the docker container at https://172.16.100.20:5009.

It is highly recommended that you specify an HTTPS URL for the production environment.
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I mportant

1. Make sure the docker container isrun at the same host name (or I P address)
and port number. For how to run the image as a container, see the next section
Publishing Web APIsto Docker.

2. If the host name and port number of the docker container are changed later, you
will need to modify the settings here and then deploy the project again (using the
"Build & Deploy PowerServer Project” option).

Figure 2.9:

General Libraries External Files Runtime  Signing  Client Deployment  Run Options  Web APIs
B E ) S S e
Web APT URL

The app will connect to the PowerServer at the following Web APT URL. The URL is the same for all the projects in the
same solution,

*\f/eb APT URL: https://172. 16, 100, 20: 5009|

scheme: [ fhost[:port] [fpath]

License settings

Step 2: Configure the database connection.

1. At the bottom of the Web APIstab of the PowerServer project painter, click the Database
Configuration button.

2. Inthe Database Configuration window, click DB Driversin the upper part to make sure
the corresponding database driver and the option "I have read and agree to the license ..."
both are selected.

3. Inthe Database Configuration window, click New in the upper part to create the
database connection that will be used by the deployment.

4. In the dialog box that displays, configure the database connection settings (using the
PBDemo PostgreSQL database in this tutorial).
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Figure 2.10:

Page 33



Tutorial 2: Hosting Web APIs in Docker Containers

5. Select the database cache you created just now and map it to the "sglca’ transaction object.

Figure2.11:
4 Database Configuration
DB connection profile Connection configuration
o Defautt Set up database caches for connecting to the databases.
Cache name Provider Data Source Connection Info New
locasa  |odbesa PB Demo DB V2021 PB Demo DB V2021 -
it
remote-sa OdbeSA SalesDemo DB SalesDemo DB !
remote_postgresgl PostgraSql PBDemo 172.16.100.33,5432 Delete
DB Drivers
Caonfigure the mapping between transaction objects and database caches.
Transaction Cache name New
Delete
MNew Delete
Set as Current
Corce

Step 3: Save the PowerServer project settings.

Step 4: Build and deploy the PowerServer project (using the "Build & Deploy PowerServer
Project” option) for the changes to take effect.

2.3.3 Editing the pg_hba.conf file
Open the pg_hba.conf filein atext editor and add the following line.

The pg_hba.conf fileislocated in %PostgreSQL %\12\data. This enables the database server
to allow remote connections.

host al | al | 0.0.0.0/0 md5

2.3.4 Publishing Web APIs to Docker
Step 1: Open the PowerServer C# solution in SnapDevelop.

Click the Open C# Solution in SnapDevelop button () in the toolbar to launch the
PowerServer C# solution in SnapDevelop. Or go to the location where the PowerServer C#
solution is generated; and double click Power Server [appname].sin to launch the solution
in SnapDevelop.

At startup, the solution will install/update the dependencies. Wait until the Dependencies
folder completes the install/update. (M ake sure the machine can connect to the NuGet site:
https://www.nuget.org in order to successfully install PowerServer NuGet packages).

Step 2: Add docker support to the Server API s project.
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1. Inthe Solution Explorer, right click on the Server API s project node, and select Add >

Docker Support.

In the Add Dockerfile dialog, select the target OS: Linux or Windows, and click OK.

The target OS indicates the platform where Docker Engine and Docker Container are

running. In thistutorial, select Linux.

A file named Dockerfile is automatically created according to the selected OS and added
under the Server API s project. Thisfile contains all the commands required for building a
docker image appropriate for the selected OS.

Figure2.12:

Add Dockerfile

Target O5:

® Linux

Cancel

Step 3: Build and publish the Server API s project as a docker image.

Figure 2.13:
g Docker Host/Docker Engine 3
___________ I
I
Docker Image Mﬁ. Docker Container
[ontainer
I ;o\
+ b ,r':f \'._“j
Pull/fpush image | | P 4 —
from/to a registry | 1 This is where the Web
i o
Docker HEEiEtW-L{_\ I R APls are running?
1 * i il §
| e his is where the Dock )
i | Build as an Docker Image I ~._ This is where the Docker
I image & p blis I 1 Image is published and
I I
| toaregisty | L shared! )

1. Inthe Solution Explorer, right click on

the Server API s project node, and select Publish.

2. In the window that appears, select Docker, and then click Start to configure for publish.

a. Keep Publish to Personal Repository checked if you are connecting to your own
repository (not part of an organization). If the repository is owned by an organization,
clear the checkbox, and enter the organization name.

b. Inthe Enginefield, select the machine where Docker Engineisinstalled.
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If you select localhost, make sure you have installed Docker Engine on the local
machine; if you select a remote machine, make sure you have installed Docker Engine
to that machine and configured Docker Engine to allow remote connection. See Setting
up adocker host (Docker Engine) for more.

c. Inthe Registry field, specify where to store the docker image: Docker Hub or a self-
hosted Docker Registry. See Setting up a docker registry for more.

If you specify arepository in Docker Hub, you will need to enter your Docker
username and password.

d. Inthelmage Name field, enter aname for the docker image you want to create for the
project.

e. Click Finish to start building the project as an image and publishing the image to the
specified Docker Engine and docker registry.

Figure 2.14:

ServerAPls* = X

Web Deploy .
CustomProfile
File System

*
Docker

Target: Puklish to Personal Repository
Engime: 172.25.100.20:2375

Registry: 172.25.100.20:5000

Image Mame: serverapis

Tag: latest

Check the Docker Output window and make sure the publish is successful.
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Figure 2.15:

Docker Cutput

Cwerall status: |:|

Successfully built 6ad79234358a

Successfully tagged serverapis:latest

The push refers to repository [172.25.100.20:5008/serverapis]
faab493ele8b: Layer already exizts

Foddf4188722: Layer already exists

bf294b73d68F: Layer already exists

af3ffa4eblsf: Layer already exists

fhc756efaddh: Layer already exists

26e8alldebc3: Layer already exists

defed7faBbBc: Layer already exists

latest: digest: sha?56:a5@ei9ee7efc?7A4f1c8955ch2a27129512397a6897h105b5ddh5e813887834F8 size: 1794
Publish succeeded.

Output  Error List

Step 4: Run the docker image as a docker container.

Figure 2.16:
4 Docker chSthocker Engine R
I
o Y
image cuntalrler .
N * ——————— -.15 —'— - [,-

i

] Pull/push image | ———— —
ServerAPls project B from/to a registry | This is where the Web
]
- ¥ ~, i

’ 1
K Docker REgiEtr\f.Jx \ APls are running!

I

i Docker Image I This is 1_.*..' here_the Dacker
image & pyblis 1 Image is published and
S

to a registry shared!

\ y,

1. In SnapDevelop, select View > Docker Explorer to open the Docker Explorer.

2. Inthe Docker Explorer, expand the node for the machine where Docker Engineis, and
then expand I mages and find the image that is created for the project, right click it and
select Run asa Container.
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Figure2.17:

Docker Explorer
= 5
b - Localhost
4 25 172.25.100.20:2375

PR Images

B serverapis:latest
B} webapplicationl:latest (v &5 7 el T

Mew Tag
Puszh
Delete

B webapplication5:latest
i} webapplication6:latest
i webapplication®:latest

172.25.100.20:5000
docker.ic
micr.microsoft.com

= Caches

Containers

3. Inthe window that appears, specify the following settings for the container, and click OK.
* Specify aname for the container.

* Specify the port number for the Web APIsin the container. Leave the IP address with
the default value 0.0.0.0 which will automatically point to the |P address for Docker
Engine where the container is running.

IMPORTANT:

1. The IP address and port number must match with the Web APl URL specified on the
Web APIstab of the PowerServer project painter. And the actual 1P address (instead of
0.0.0.0) should be specified in the Web APl URL (view Web APl URL).

2. If the docker host machine connects to Internet via a proxy server, configure the
proxy settings as the environment variables (as shown in the blue frame below); or refer
to Configure Docker to use a proxy server for detailed instructions.
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Figure 2.18:

Mew Container - serverapis:latest

Standard

Container Name: serverapis-container
[] Auto Remove on Sto p
[] Publish All Exposed Ports

Ervironment Variables: PATH
ASPNETCORE_URLS
DOTMET_RUNMING_IN_CONTAINER
HTTP_PROXY
HTTP5_PROXY

Volumes: [] Read-only

Restart Strategy

Restart Policy: Undefined

Executable

CMD:

Entrypoint: dotnet

ServerAPls.dll

Cancel

The container is started and added under the Containers node. Y ou can stop, restart, or
delete the container, or execute commands using the right-click context menu.
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Figure 2.19:

Docker Explorer

=i |_D

£ Localhost
172.25100.20:2375
4 TH| Images

B serverapis:latest

B webapplicationl:latest

B webapplication5:latest

I webapplication6:latest

i webapplication®:latest
172.25.100.20:5000
docker.ic
micr.microsoft.com

b = Caches

Containers

L registry

y registry_forother

 serverapis-container serverapis:latest

If you double click the container, the container configuration and log will be displayed
on the right. The Logs section displays valuable logging information of the Web APIs at
runtime.

Figure 2.20:

Dacker Explorer > 0 X serverapis-container = X

& [ ®,  Inspect

Localhost warn: Microsoft.AspNetCore.DataProtection.Repositories.FileSystemXmlRepository[68]
N ring keys in a directery '/root/.aspnet/DataProtection-Keys' that may not
& 172.16.3.233:2375 ide of the container. Protected data will be unavailable when
o containe royed.

1.72‘25‘1 2821-83-1 35,796 MWARN
» T Images Microsoft.AspNetCore.DataProtection.Repositories.FileSystemXmlRepository.LogMessage
[B] - MESSAGE: Storing keys in a directory '/root/.aspnet/DataProtection-Keys' that
may not be persisted outside of the container. Protected data will be unavailable
i registry when container is destroyed.

warn

4 Containers

R_reqistry forgther No XML encryptor configured. Key {5af451e2-53ff-4baf-aa2f-bIf384698bc7} may be

i serverapis-container serv: pis:latest persisted to age in unencrypted form.
2821-83-16 @. 35,842 MARN
Microsoft.Aspl ore.DataProtection.KeyManagement. XmlKeyManager.LogMessage [8] -
MESSAGE: Mo XML encryptor configured. Key {5af45lel-53ff-4baf-aa2f-b3f384698bc7} may
be persisted to storage in unencrypted form.
Hosting environment: Production
Content root path: fapp
Now listenine on: http://[::1:88
Application started. Press Ctrl+C to shut down.

2.3.4.1 Specifying Web APl URL
Specify where the Web APIsis hosted and run.

On the Web APIstab of the PowerServer project painter, specify the URL of the docker
container where the Web APIsisrunning, for example, https://172.16.100.20:5009. It is
highly recommended that you specify an HTTPS URL for the production environment.
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IMPORTANT: if the host name and port number of the docker container are changed later,
you only need to update the Web APl URL and then deploy the project again (using the
"Deploy PowerServer Project” option) (it is not necessary to update or re-deploy Web APIs
to Docker).

Figure 2.21:

General Libraries External Files Runtme Signing  Client Deployment  Run Options  Web APIs

TR R R M Tl e b e e R I e

Web API URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution.

*\Web APTURL: https:/f172. 16, 100, 20: 5009|

scheme: {fhost[:port] [fpath]

License settings
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3 Tutorial 3: Hosting Web APIs in IIS (in-
process hosting)

3.1 Overview

The PowerServer Web APIs can be directly hosted inside of an [1S Application pool and

run in the same process asits |1S worker process (w3wp.exe); thisis known as in-process
hosting. It is different from the out-of-process hosting which runs the PowerServer Web APIs
in a process separate from the 11S worker process and forwards the requests made to the 1S
reverse proxy to the Kestrel server.

Figure 3.1

4 s R

(w3wp.exe)

In-Process Hosting

PowerServer

Web API

.

Reverse Proxy Server PowerServer Web API
Out-of-Process Hosting IS Kestrel
[w3wp.exe}

Thistutorial talks about the in-process hosting. The configuration of 1S reverse proxy server
for the out-of -process hosting will be discussed in Using Kestrel with 11S reverse proxy
server.

J

To implement the in-process hosting of the PowerServer Web APIsin IS, you will need to
publish Web APIsto 11S using the following methods:

» Web Deploy -- directly publishes Web APIsto the specified |1S website. Y ou can deploy
to the 11S website on the local or remote server.
To deploy to an 11S website on the local server (e.g. 11S on Windows 10), you will need to
set up the server in thisway:
1. Ingtal 1IS
2. Create an lISwebsite

3. Install Web Deploy 3.6 (or later) & ASP.NET Core Hosting Bundle 3.1

To deploy to an 11S website on the remote server (e.g. 11S on Windows Server 2019), you
will need to set up the server in thisway:
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1. Instal 1IS

2. Create an IS website

3. ConfigurellS

4. Install Web Deploy 3.6 (or later) & ASP.NET Core Hosting Bundle 3.1

* File System -- publishes Web APIsto alocal folder. Y ou need to manually copy the
published folders and files to the web root of the I1S website later.

Thiswill require you to set up the server in thisway:
1. Ingtal 1S
2. Create an |ISwebsite

3. Install ASP.NET Core Hosting Bundle 3.1

3.2 Preparations

In thistutorial, we will set up aserver running on 1S in an independent machine, and then
publish and host the Web APIsin the 1S running on this server.

Step 1: Set up the server with the following OS and software (install the software in the order
listed).
» Windows Server 2019 (64-bit)

e Microsoft IS

Follow the section below to install and configure 11S.

» Web Deploy 3.6 (or later)

Download and install from https://www.microsoft.com/downl oad/confirmation.aspx?
id=43717.

IMPORTANT: Make sure to select the Complete setup type when installing Web
Deploy.
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Figure3.2:

1 Microsoft Web Deploy 3.6 Setup — x

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for most users.,

Custom

Allows users to choose which program features will be installed and where
they wil be installed. Recommended for advanced users.

: Complete j

All program features will be installed, Reguires the most disk space.

Back Next Cancel

When the installation is complete, select Control Panel > System and Security >
Administrative Tools > Services, and make sure "Web Deployment Agent Service" is
running.

I mportant

Web Deploy must beinstalled after [1Sisinstalled. If you have installed Web Deploy
before IS, uninstall Web Deploy and then choose the Complete setup type to install
it again; do not use the M odify feature to re-install Web Deploy.

* ASP.NET Core Hosting Bundle 3.1

Download and install from https://dotnet.mi crosoft.com/downl oad/dotnet/thank-you/
runtime-aspnetcore-3.1.13-windows-hosting-bundle-installer.

Step 2: Make sure the .NET server can connect to the NuGet site: https://www.nuget.org
(for installing PowerServer NuGet packages) and the following Appeon sites (through
port number 80): https:.//apips.appeon.com and https.//api psoa.appeon.com (or https.//
apips.appeon.net and https://apipsoa.appeon.net) (for validating the PowerServer license).

Note

If the server connects to Internet through a proxy server, make sure to configure the
proxy server settings in the PowerServer Web APl as well (the Server API s project >
Server .json file > "ProxyOptions" block).

Step 3: Configure Windows Defender Firewall on the .NET server to allow the .NET server
port (81 in this tutorial or any port number you choose). The section " Configuring Windows
Defender Firewall" has detailed instructions.

Page 44


https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-aspnetcore-3.1.13-windows-hosting-bundle-installer
https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-aspnetcore-3.1.13-windows-hosting-bundle-installer
https://www.nuget.org
https://apips.appeon.com
https://apipsoa.appeon.com
https://apips.appeon.net
https://apips.appeon.net
https://apipsoa.appeon.net

Tutorial 3: Hosting Web APIs in IIS (in-process hosting)

3.3 Installing IIS

3.3.1 Windows Server OS
The following steps take Windows Server 2019 as an example:

Step 1: In Windows Server 2019, open Server Manager, and then select Add roles and
features.

Step 2: In the Add Roles and Features Wizard, click Next several times until the Server
Roles section displays.

Step 3: Select the check box of Web Server (11S); and then click Add Featur es when asked
whether to add features required for Web server.

Figure 3.3:

e Add Roles and Features Wizard >

Add features that are required for Web Server (1IS)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (II5)
4 hanagement Tools
[Tools] 115 Management Console

Include management tools (if applicable)

Add Features.é Cancel

Step 4: Make surethe Web Server (11S) check box is selected, and click Next.
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Figure 3.4:

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type Roles

Server Selection

|| Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Device Health Attestation
o [C] DHCP Server
Role Services ] DNS Server
Confirmation [ Fax Server
I [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-V
] MWetwork Controller
[ Network Policy and Access Services
[] Print and Document Services
] Remote Access
[] Remote Desktop Services

[ ] Volume Activation Services
B2 Web Server (IIS
| Windows Deployment Services

[] Windows Server Update Services

Select one or more roles to install on the selected server.

DESTINATION SERVER
WIN-MOLOVTLO36C

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

| < Previous | | MNext =

Insta Cancel

Step 5: Click Next until the Role Ser vices section displays. Make sure the following role

services are selected.

IMPORTANT: Management Service must be selected and installed otherwise the I1S
remote management will not be supported. If 11S remote management is not supported, then
you will not be able to deploy to I1S from a remote computer; you will only be able to deploy

to I1S from the local computer.

Management Serviceisonly available on Windows Server OS; and is not available on
Windows Desktop OS (such as Windows 10); which meansif you haveinstalled 11S on
Windows 10, you can only do alocal deployment (instead of remote deployment) to 11S.
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Figure 3.5:

4 Web Server || Digest Authentication

4 || Common HTTP Fegtures

Default Document

Directory Browsing

HTTP Errars

Static Content

[ ] HTTP Redirection

[] WebDAV Publishing

4 [/]_Health and Diagnostics
| HTTP Logging

[ 15 Client Certificate Mapping Authenticatic
[] 1P and Domain Restricticns
[] URL Authorization
[] wWindows Authentication
4 Application Development
[ | .MET Extensibility 3.5
|[¥] .MET Extensibility 47 |
[ Application Initialization

] Asp

| Custom Logging
[ Logging Tools

ASP.NET 3.5
ASP.NET 4.7

[ ] ODBC Logging L Gl
[] Request Monitor /| ISAPI Extensions
[] Tracing ISAPI Filters

4 Performance Server Side Includes

[] WebSocket Protocol
4 [] FTP Server
[] FTP Service
| [ FTP Extensibility
4 /] Management Tools
II5 Management Console |
b [ IS & Management Compatibility

[ ] IS Management Scripts and Tools
Management Senice]

| Static Content Compression I
[_| Dynamic Content Compression
4 Security

Reguest Filtering
Basic Authentication

[] Centralized SSL Certificate Support

[] Client Certificate Mapping Authentication

[] Digest Authentication

[T 115 Client Certificate Mapping Authenticatic

Step 6: Click Next and then click I nstall.

After I1Sisinstalled, aDefault Web Site (with port 80) is automatically created (you could
also create new websites with different port numbers).

Step 7: Open aWeb browser and run the following URL s to access the Default Web Site.
http://localhost: 80/
http://your_server_ip:80/

TIP: You can use "localhost" or the IP address to access the |1S website on the local
computer. To obtain the IP address, open a command prompt window and then type
ipconfig<Enter>.

If the 11S welcome screen displays, the |1 S website is working properly.

3.3.2 Windows Desktop OS
The following steps take Windows 10 as an example:

Step 1: In Windows 10, navigate to Control Panel > Programs > Programs and Features >
Turn Windows features on or off (left side of the screen).

Step 2: Expand the I nternet I nformation Ser vices node and make sure the following
features are selected.
 FTP Service

* FTP Extensibility

FTP Service & FTP Extensibility must be enabled if you want to create an IS FTP site
for transferring files from a remote development machine to the Web server.
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1S Management Console

NET Extensibility 4.7

» Application Initialization
» ASP.NET 4.7

* ISAPI Extensions

* ISAPI Filters

» Default Document

» Static Content

Figure 3.6:

Windows Features — O

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= [m] | Internet Information Services
= [l | FTP Server
FTP Extensibility
FTP Service
= @ Web Management Tools
@ 1156 Management Compatibility
I 15 Managernent Cu:unsu:ulel
15 Management Scripts and Tools
115 Management Service
= [m] | Werld Wide Web Services
= m] | Application Development Features
[1 | .NET Extensibility 3.5
JMET Extensibility 4.7
Application Initialization
L1 | Asp
[] | ASP.MET 3.5
| ASP.NET 4.7
]
ISAP| Extensions
ISAPI Filters
L] | Server-Side Includes
[] | webSocket Protocel
= [m] | Common HTTP Features
I Default Document
Directory Browsing
HTTP Errors
[] | HTTP Redirecticn
| Static Content |
[  WebDAV Publishing

Cancel

*
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Step 3: Click OK toinstall the selected features.

After lISisinstalled, a Default Web Site (with port 80) is automatically created (you could
also create new websites with different port numbers).

Figure 3.7
E Internet Information Services (11S) Manager — O x
- G| » AODD300-HUANGXIU » Sites » @ o @
File  View Help
: @ sit :
- = Ites
7 E) o A0
K Y " i
v ‘:I 520390 HU‘G_‘NGXIU (A00320-HUANGXUX\al Filter: - Go i Show All | Group by: No Grouping = =
iz} Application Poals F Ad
W 9; Sites Mame D Status Binding r_'_ . .
@ Default Web Site |€9 Default Web Site | i Started (http) [ 20 ihttp) | - vet T e Dt P N
< >
Ready G_EI

Step 4: Open aWeb browser and run the following URL s to access the Default Web Site.
http://localhost: 80/
http://your_server_ip:80/

TIP: You can use "localhost” or the IP address to access the |1S website on the local
computer. To obtain the IP address, open a command prompt window and then type
ipconfig<Enter>.

If the [1S welcome screen displays, the I1S website is working properly.
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Figure 3.8:
O
& nttp:// r - v | 4 S 8 (@
p://lecalhost/ < | | Search... el i Al s
& IS Windows Server x ([

=8 Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

L£3-% Benvenuto &

k. 3 *'. Bienvenido Hos geldiniz | o'nan ooma

Bem-vindo L
KoAwg i
Viteite Oploaite osats | Udvozoljik

3.4 Creating an IIS website

Step 1: In 11S Manager, open the server's node in the Connections panel. Right-click the
Sitesfolder. Select Add Website from the contextual menu.

Step 2: Specify the following values and the click OK to create the site.
» Sitename: testsite in this example

» Physical path: C:\inetpub\testsite root in this example. Thisis where the folders and files
of Web APIswill be published.

* Port: 81 in this example.
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Figure 3.9:

Add Website

Site name:

| |testsite Select...

|te5t5ite

Content Directory

Physical path:
| Chinetpub’testsite_root

Pass-through authentication

Connect as... Test Settings...

Binding
Type: P address: Port:
http + | |All Unassigned ~ (e

Host name:
|

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

The IS websiteis created and started.

Figure 3.10:
©3 Internet Information Services (IIS) Manager

e - 51 » WIN-MOLOVILOZEC » Sites »

File View Help

Connections .

e -Hiz 8 9 sites

----- §3 Start Page Eilter v W Go - 5 Show All | Group by: No Grouping

vﬂj WIN-MOLSVTLO36C (WIN-M
_____ é:" Application Pools Mame D Status Binding Path
. @) Sites 9 Default Web Site 1 Started (ht...  *:80 (http) FeSystemDrive¥\inetpubwwwroot
» €& Default Web Site €D testsite 2 Started (ht... ™81 (http) Chinetpubtestsite_root
9 testsite

Open aWeb browser and run the following URL s to access the new website.

http://localhost:81/
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http://your_server_ip:81/

If the 11S welcome screen displays, then the website is working properly.

3.5 Configuring IIS

This section isto configure 11S to support remote deployment. Y ou can skip this section if
you will deploy to 11S from the local computer, for example, if you want to deploy to I1S on
Windows 10 which supports only local deployment, or if you want to deploy to alocal folder
first and then manually copy the published filesto I1S.

Step 1: Enable remote connections for the I1S server.
1. In 1S Manager, select the server's node in the Connections panel, and then double click
Management Service on the Features View.

Note: The Management Service feature is available only when you select the
Management Service feature when installing I1S.

Figure 3.11:
¥ Internet Information Services (1IS) Manager - [m| X
« €3 WIN-MOLOVTLO3GC » & D@ -

File  View Help

Connections . Actions
— m Ugl WIN-MOL9V7LO36C Home
“q start Page Filter: - Go -+ g Show All | Group by:  Area - -
|93 WIN-MOLSYTLO35C (WIN-M| | ——
— ~
h‘* Application Pools IS ~
v (@] Sites a —
& Defautt Web Site g i‘_j h =0 u| P
@ testsite e - 'ol I:)_, m = —
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon...
- _ o,
: Bt ﬁ_ e %ﬂ =1 G="
g & i 7= & ¥ =
I5APland  ISAPI Filters Logging  MIME Types  Modules Output Request
CGI Restri... Caching Filtering
P
8 @ty
Server Worker

Certificates  Processes

Management ~
= o poe L __ e
- | ' - . = -
3 _ _ E 5 =Ta) —
O & &8 8| & 08 E
Configurat... Feature 115 Manager IS Managgr Management Management  Shared
Editor Delegation  Permissions Users Service  Service Del.. Configurat...
Ready ﬁa

2. Select the check box of Enable remote connections, and then click Apply and Start in
the Actions pane to start the management service.

If Management Serviceis already running, click Stop in the Actions pane to stop the
service first before you can make changesto it.
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Figure 3.12:
¥ Internet Information Services (115) Manager - [m| X
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Cancel
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3. Select Control Panel > System and Security > Administrative Tools > Services, and
make sure the "Web Management Service" serviceis running.

Step 2: Configure the I1S website to allow the Windows user to connect to the site.

1. In IS Manager, select the website in the Connections panel, and then double click 11S
Manager Permissions on the FeaturesView.
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Figure 3.13:
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2. Click Allow User on the Actions pane. In the Allow User dialog, click Select.
Figure 3.14.
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3. Enter the Windows user name, click Check Names and then click OK .

IMPORTANT: Make sure to use a Windows user that has Full Control over the site's root
folder so that it can create files and folders underneath.
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Figure 3.15:

Select User or Group

Select this object type:
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From this location:
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Enter the object name to select (examples):
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The Windows user isadded to | IS Manager Permissions. This Windows user is alowed
to connect to the "testsite” site now.

Figure 3.16:
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3.6 Configuring SSL on IS

It is highly recommended that you configure Secure Sockets Layer (SSL) for IS, so that
HTTPS can be used to secure the connections between the client and I1S.

For how to configure SSL on I1S, refer to https://docs.microsoft.com/en-us/iis/manage/
configuring-security/how-to-set-up-ssl-on-iis.

3.7 Publishing Web APIs to IS
The following uses the Web Deploy method to publish Web APIsto IIS:

Step 1: On the development machine, open the PowerServer C# solution in SnapDevel op.
Log in to SnapDevelop if required.
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Click the Open C# Solution in SnapDevelop button () in the toolbar to launch the
PowerServer C# solution in SnapDevelop. Or go to the location where the PowerServer C#
solution is generated; and double click Power Server _[appname].sin to launch the solution
in SnapDevelop.

At startup, the solution will install/update the dependencies. Wait until the Dependencies
folder completes the install/update. (M ake sure the machine can connect to the NuGet site:
https.//www.nuget.org in order to successfully install PowerServer NuGet packages).

Step 2: In the Solution Explorer, right click on the Server API s project node, and select
Publish.

Step 3: In the window that appears, select Web Deploy, and click Start.
Step 4: Configure the Web deploy profile, and click Next.
The following figure shows the settings for deploying to an |1S website on aremote server.

Note: Input the Windows user name that you have configured to allow to connect to the site.

Figure3.17:

ServerAPls* + X

Web Deploy

WebDeployProfi le”
File System

Docker
Server: 172.16.100.83

Site Name: testsite

Usermame: administrator

Password: T
Save password

Destination URL:

The following figure shows the settings for deploying to an 1S website on the local machine.

It is not necessary to input username and password when connecting to alocal site.
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Figure 3.18:

ServerAPls* += X

Web Deploy

WebDeployProfilel”
File System

Daocker
Server: localhost

Site Name: test web site 1

Destination URL:

Cancel

Step 5: Keep the others as default settings and click Finish.

Figure 3.19:
ServerAPls* = X

Docker
Pukblish Settings:

Configuration: Release
Target Framework: | netcoreapp3.l
Deployment Mode: | Framework-Dependent

Target Runtime: Portable

File Publish Options:

Remove additional files at destination

Databases

Mo databases found

Previous Cancel

Publishing begins automatically. If any error or failure is reported in the Output window,
click the link provided at the end to view more details and possible solutions.

Step 6: Make sure publishing was successful as shown in the figure below.

After that you can specify the URL (for example, https.//172.16.100.83:81) asthe Web API
URL inthe Web APIstab of the PowerServer project painter and then build and deploy the
project again.

If you use the SQL Anywhere database or ASE database, also set up the corresponding
ODBC data source in the server where Web APIs s published and running.
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Figure 3.20:

ServerAPls = X

Web Deploy
WebDeployProfile
File System
Docker

WebDeploy Settings
UserMame administrator
DeploylisAppPath testsite
MSDeployPublishMethod WMSVC
M5DeploySenviceURL 172.16.100.83

FrablebMSMDenlowvBackun Falzp

Output

Show output from:  Publish

Adding file (testsite\tr\Microsoft. CodeAnalysis. Workspaces.resources.dll).

Adding file (testsite\Ubiety.Dns.Core.dll).

Adding file (testsite\Utf8Json.dll).

Adding file (testsite\web.config).

Adding file (testsitelzh-Hans\Microsoft.CodeAnalysis.CSharp.resources.dll).

Adding file (testsitelzh-Hans\Microsoft. CodeAnalysis.CSharp.Workspaces.resources.dil).
Adding file (testsitelzh-Hans\Microsoft. CodeAnalysis.resources.dll).

Adding file (testsitezh-Hans\Microsoft.CodeAnalysis.Workspaces.resources.dll).
Adding file (testsitelzh-Hant\Microsoft.CodeAnalysis.CSharp.resources.dll).

Adding file (testsite'zh-Hant\Microsoft.CodeAna Sharp.Workspaces.resources.dil).
Adding file (testsite’zh-Hant\Microsoft.CodeAna sources.dll).

Adding file (testsitelzh-Hant\Microsoft.CodeAnalysis.Workspaces.resources.dll).
Adding file (testsite\Zstandard. Net.dll).

Publish succeeded.

Error List  Output

When you run the installable cloud application later, the following two processes will be
started in the server and they will launch the PowerServer Web APIs automatically.
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Figure 3.21:

1% Task Manager = O X
File Options  View

Processes Performance Users Details  Services
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[85] svchost.exe 1696 Running SYSTEM 00 3,744K  Not allowed
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[85] services.exe 800 Running SYSTEM 00 2,320K Mot allowed

[55| Registry 68 Running SYSTEM 00 656 K Mot allowed
[55]MsMpEng.exe 2120 Running SYSTEM 1] 42592 K Mot allowed

[ Isass.exe 812 Running SYSTEM 00 4640 K Mot allowed

[5] dilhost.exe 2844 Running SYSTEM 00 1,040 K Not allowed

[ csrss.exe 604 Running SYSTEM 00 892K Mot allowed

[®] csrss.exe 676 Running SYSTEM 00 1072 K Mot allowed

w3wp.exe 3184 Running test site 1 00 37700 K Mot allowed

B conhost.exe 252 Running test site 1 00 6,132 K Mot allowed

[5]fontdrehost. exe 972 Running UMFD-0 00 280K Disabled

[ fontdrehost.exe 964 Running UMFD-1 00 1,088 K Disabled

v

£ >
(~) Fewer details End task
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4 Tutorial 4. Hosting Web APIs in Kestrel

4.1 Overview

Kestrel isthe default web server used for ASP.NET Core applications. When a new
ASP.NET Core project is created, it includes the Kestrel web server by default. The Kestrel
web server provides better request processing performance to ASP.NET Core applications
asit isan open-source, cross-platform and light-weight web server; but it does not have
advanced features of web serverslike IS, Nginx, Apache etc.

The PowerServer Web APIs, which isa standard ASP.NET Core application, can be hosted
in the Kestrel web server with or without using areverse proxy server.

In the following graph, the PowerServer Web APIsis hosted in Kestrel and Kestrel isused as
an edge (Internet-facing) server without a reverse proxy server.

» Kestrel serves the dynamic content (such as data processing tasks) from the PowerServer
Web APIs.

» Theweb server (such as1lS, Apache, Nignx etc.) and the Kestrel server can reside in the
same or different machine.

Figure4.1:

Web Server

‘ These parts can be in
1) App files download 1IS / Apache / Nginx - one or separate
machines.
. nd
Client = HTTP/HTTPS

PowerServer Web API
1) DB connection
2) [Zfata proce:ssmg Kestrel
3) License activation
4) Authorization etc.

In the following graph, the PowerServer Web APIsis hosted in Kestrel, and Kestrel isused in
areverse proxy configuration.

» Kestrel serves the dynamic content (such as data processing tasks) from the PowerServer
Web APIs.

» Thereverse proxy server (such as 1S, Nginx, Apache etc.) forwards the requests to the
PowerServer Web APIsrunning in Kestrel. The reverse proxy server may reside on a
dedicated machine or may be deployed alongside aweb server.

» Theweb server (such as 1S, Apache, Nignx etc.), the reverse proxy server, and the Kestrel
server can reside in the same or different machine.
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Figure4.2:

Web Server
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3) License activation HTTPS

4) Authorization etc.

4.2 About PowerServer Web APIs and Kestrel

As aforementioned, Kestrel is by default used by the ASP.NET Core project templates,
thereforeit is automatically included and enabled in the PowerServer Web APIs, and thereis
no need to install or configure Kestrel.

In the launchSettings.json file of the Server API s project of the PowerServer C# solution, the
commandName key has the value Pr oj ect which indicates that the Kestrel web server will be
launched; and the applicationUr| key specifies the host name and port number for Kestrel.

For detailed description of the settings in launchSettings.json, see https://docs.microsoft.com/
en-us/aspnet/core/fundamental §'environments?view=aspnetcore-3.1#devel opment-and-
|aunchsettings son.

"Server APl s": {

"commandNane": "Project",
"l aunchBrowser": true,
"l aunchUrl": "swagger",

"envi ronment Vari abl es": {
" ASPNETCORE_ENVI RONVENT" : " Devel opnent "
}

"applicationUl": "http://0.0.0.0:6000/"
}

4.3 Running Web APIs on Kestrel

AsKestrel is by default included and enabled in the PowerServer Web APIs, when the
PowerServer Web APIsruns, it automatically runs on Kestrel.

Y ou can run PowerServer Web APIs on Kestrel using the following methods:

¢ (Inthe development environment) Launch the PowerServer Web APIs from the
SnapDevelop IDE (by clicking the Run button in the PowerServer C# solution).

* (Inthe development environment) Execute the "dotnet run --project
PowerServer_salesdemo\ServerAPIs\ServerAPIs.csproj” command,

* (Inthe production environment) Publish the PowerServer Web APIs from the
SnapDevelop IDE to afolder, copy the folder to the production server, and then run the

app.

The Web APIswill be compiled asan ASP.NET Core app and all files (such as
configuration files, assembly files, dependencies, .NET runtime etc.) required to run the
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app will be copied to the publish folder. See this section for step-by-step instructions on
how to publish the Web APIsto afolder.

After that, copy the folder to the server and then run the app:
dot net <app_assenbl y>. dl |

The PowerServer Web APIs can berun as aservice just like any other ASP.NET Core app,
so that it can be automatically run without needing you to log into the PC to start it.

To run the PowerServer Web APIs as a service in Windows, refer to
https://docs.microsoft.com/aspnet/core/host-and-depl oy/windows-service?
view=aspnetcore-3.1& tabs=visual-studio.

To run the PowerServer Web APIsas a service in Linux, refer to https:/
docs.microsoft.com/aspnet/core/host-and-depl oy/li nux-nginx view=aspnetcore-3.1#create-
the-service-file.

4.4 Using a reverse proxy server

4.4.1 Configuring Apache reverse proxy server (Windows)

4.4.1.1 Preparations

In thistutorial, we will learn how to set up Apache on Windows and use it as the reverse
proxy server to redirect requests to the PowerServer Web APIs running on the Kestrel server.

The Apache reverse proxy server can be set up on the same or different server from the
PowerServer Web APIs and Kestrel. In thistutorial, the same server will be used.

In thistutorial, we will configure and use the following server environment and URLS. Be
careful to use the correct port number and make sure the port is not occupied by any other
program.
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Figure4.3:

. 1]
| Web Server Suppose All in One Machine |
! Suppose 1P is 172.16.100.35 !
! Apache, 11S, or Nginx !
E he The entry URL for app. E
| 172.16.100.35:80  * Suppose port is 80. |
1 I
| :
1 1
Wl " |
! Reverse Proxy Server PowerServer Web API !
1 I
: i
N h |
1 1
| 172.16.100.35:8080 172.16.100.35:6000 |
\\. ________________ k _______________________________ k _______ .-".

The proxy URL for Web APIs. The real URL for Web APIs.
Suppose port is BOBO. Suppose port is 6000,

Step 1: Set up the server with the following OS and software (install the software in the order
listed).

* Windows Server 2019 (64-bit)
* Visua C++ Redistributable

* Apache HTTP Server 2.4.47
The section Installing Apache HTTP Server has detailed installation instructions.

Step 2: Make sure the server can connect to the NuGet site: https.//www.nuget.org

(for installing PowerServer NuGet packages) and the following Appeon sites (through
port number 80): https.//apips.appeon.com and https:.//api psoa.appeon.com (or https://
apips.appeon.net and https.//api psoa.appeon.net) (for validating the PowerServer license).

Note

If the server connects to Internet through a proxy server, make sure to configure the
proxy server settings in the PowerServer Web APl as well (the Server API s project >
Server.json file>"ProxyOptions" block).

Step 3: Configure Windows Defender Firewall on the server to alow the port number (80
and 8080 in this tutoria or any port number you choose). The section "Configuring Windows
Defender Firewall" has detailed instructions.

4.4.1.2 Configuring Apache
This section isto configure Apache as areverse proxy server in a Windows machine.
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Step 1: Go to the .\Apache24\conf folder and open the httpd.conf file in atext editor.
Step 2: Add the following scripts to the end of the httpd.conf file.

Thisisto configure Apache as areverse proxy server which will redirect requests made to
the URL: https://172.16.100.35:8080/ to the PowerServer Web APIs running on Kestrel at
https://172.16.100.35:6000/.

# Listen on port 8080 or any port you choose. Make sure it is not used by any other
progr am
<Vi r t ual Host *:8080>
Pr oxyPr eser veHost On
ErrorLog | ogs\ps-error.| og
Cust onlLog | ogs\ ps-access. | og conmon
# Pass all requests received at the root https://172.16.100.35/8080 to
https://172.16. 100. 35: 6000/ (Power Server Wb APlIs running on Kestrel server) and
in reverse.
ProxyPass / https://172.16.100. 35: 6000/
Pr oxyPassReverse / https://172.16.100. 35: 6000/
</ Vi rt ual Host >

Step 3: Locate the following line in the httpd.conf file and specify the port number: 80 (or
any port you choose) is used to access the static Web files on the Apache HT TP server, 8080
is used to access Web APIs (according to the reverse proxy setting in step 2, requests made to
8080 will be forwarded to 6000.)

Change
Li sten 80

To

Li sten 80
Li sten 8080

Tip: In Windows, you can execute the command "netstat -ano | findstr 8080" to check if the
port number is occupied by any other program.

Step 4: Make sure the following lines are NOT commented out in the httpd.conf file.

LoadModul e negoti ati on_nodul e nodul es/ nod_negoti ati on. so
LoadModul e proxy_nodul e nodul es/ nod_pr oxy. so

LoadModul e proxy_aj p_nodul e nodul es/ nbd_pr oxy_aj p. so
LoadModul e proxy_bal ancer _nodul e nodul es/ nod_pr oxy_bal ancer. so
LoadModul e proxy_connect _nodul e nbdul es/ nod_pr oxy_connect . so
LoadModul e proxy_http_nodul e nodul es/ nod_proxy_http. so
LoadModul e sl ot mem shm nodul e nodul es/ nod_sl| ot nem shm so

Step 5: Check if any syntax error in httpd.conf.

cd C \ Apache24\ bin
httpd -t

Step 6: Restart Apache for the changes to take effect.
httpd -k restart
Step 7: View the ..\Apache24\logs\error.log file to make sure Apache is started successfully.

[Wed Jun 02 00: 46: 00. 547040 2021] [npmwi nnt:notice] [pid 1556:tid 696] AH00455:
Apache/ 2. 4.47 (W n64) configured -- resum ng normal operations

[Wed Jun 02 00: 46: 00. 547040 2021] [npmwi nnt:notice] [pid 1556:tid 696] AH00456:
Apache Lounge VS16 Server built: Apr 24 2021 11:08: 47

[Wed Jun 02 00: 46: 00. 547040 2021] [core:notice] [pid 1556:tid 696] AH00094: Conmmand
line: 'c:\\apache24\\bi n\\ httpd. exe -d C:./Apache24
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[Wed Jun 02 00: 46: 00. 547040 2021] [npmwi nnt:notice] [pid 1556:tid 696]
AH00418: Parent: Created child process 4860
[Wed Jun 02 00: 46: 01. 143540 2021] [npmwi nnt:notice] [pid 4860:tid 728]
AHO0354: Child: Starting 64 worker threads.

Step 8: If you have set up afirewall on the server, configure the firewall to allow port 8080
(by following instructionsin "Configuring Windows Defender Firewall").

Note

If the firewall blocks the port number, you will have the following error when running
the application.

Figure4.4:

PowerBuilder application execution error (R0222) -

e Application terminated,

Error: Cannot connedc to the server when creating the session

Lok

4.4.1.3 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Modify the Web APl URL to point to the Apache reverse proxy server.

On the Web APIstab of the PowerServer project painter, specify the URL of the Apache
reverse proxy server, for example, https://172.16.100.35:8080 in this tutorial. It is highly
recommended that you specify an HTTPS URL for the production environment.

All requests for PowerServer Web APIswill be first made to https://172.16.100.35:8080 and
then redirected by the Apache reverse proxy server to the PowerServer Web APIs running on
Kestrel server (for example, https://172.16.100.35:6000).

Figure4.5:

General Libraries  External Fles Runtime  Signing  Client Deployment  Run Options  Web APIs
L 1

COverwrite the license and launch settings

Web API URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution.

*Web API URL: https: /172,16, 100, 35:3030

scheme: /fhost[:port] [fpath]
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Step 2: Select aWeb server for deploying the app files.

On the Client Deployment tab of the PowerServer project painter, select alocal or remote
Web server (11S, Apache, Nginx, etc.) you have configured properly.

The Web server and the Apache reverse proxy server can reside in the same or different
machine. If the Web server is an Apache HTTP server, it can be the same or different server
instance with the Apache reverse proxy server.

In this tutorial, we use the same A pache server instance as the Apache HTTP server and the
reverse proxy server.

* If you choose the "Directly deploy to the server" option, make sure you have configured
the FTP settings properly for the server. See Setting up Apache on Windows > Installing
FTP server for detailed instructions.

* If you choose the "Package the compiled app and manually deploy later” option, follow the
instructions in Packaging and copying the client app.

Figure 4.6:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(® Directly deploy to the server:  |pemate Apache (172.16.100.35) || | Server Configuration... {

Check the availability of Claud App Launcher on the server during the deployment process

() Package the compiled app and manually deploy later

Step 3: Save the PowerServer project settings and then build and deploy the PowerServer
project for the changes to take effect.

4.4.1.4 Starting Web APIs (in development environment)

In this tutorial, we will directly run the PowerServer Web APIs in the development
environment, by using either of the following methods:

» Execute the "dotnet run --project PowerServer19\ServerAPIs\ServerAPIs.csproj”
command, or

» Open the PowerServer C# solution in the SnapDevelop IDE and then click the Run button.

PowerServer Web APIsis running as a standal one console application on its own internal
Kestrel web server.

Make sure the PowerServer Web APIsis running on the correct IP address and port number.
For example, https://172.16.100.35:6000/ in this tutorial. Y ou may modify the port number in
the launch&ettings.json file of the Server API s project of the PowerServer C# solution when
running in the development environment.

If the server connects to Internet through a proxy server, make sure to configure the proxy
server settings in the PowerServer Web APl aswell (the Server API s project > Server.json
file>"ProxyOptions" block).
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Figure4.7:

B C\Users\appeon\sourcelrepos\PowerServer] 9\ ServerAPls\bin\Debug\netcoreapp3.1\ServerAPls. exe - O *

ken A

C to shut down.

When you run the application (https://172.16.100.35:80/pssales in this tutorial), you will be
able to see from the console that the requests are going through successfully and the requests
are originally made to the Apache proxy server (https://172.16.100.35/8080 in this tutorial).

4.4.2 Configuring Apache reverse proxy server (Linux)

4.4.2.1 Preparations

In this tutorial, we will learn how to set up Apache on Linux and use it as the reverse proxy
server to redirect requests to the PowerServer Web APIs running on the Kestrel server.

In this tutorial, we will configure and use the following server environment and URLs. Be
careful to use the correct port number and make sure the port is not occupied by any other
program.
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Figure4.8:
s . .
Web Server Suppose each is running
on its own machine.,
Apache, 115, or Nginx
p The entry URL for app.
. &+ Suppase port is B0,
— 172.16.100.72:80
=
-
Reverse Proxy Server PowerServer Web API
A b
172.16.100.40:8080 172.16.100.35:6000
A A
1 |
The proxy URL for Web APIs. The real URL for Web API|s.
Suppose port is BOBO. Suppose port is 6000,

Step 1: Set up the reverse proxy server with the following OS and software (install the
software in the order listed).

« CentOS 8 (64-bit)

* Apache HTTP Server
The section Installing Apache HTTP Server has detailed installation instructions.

Step 2: Configure the CentOS user account: you can either use the root account or create a
new account with administrative privileges.

Step 3: Set up afirewall on the server and make sure the firewall allows the port (80 and
8080 in this tutorial or any port number you choose) to go through.

Step 4: Make sure the server can connect to Internet during the installation of Apache HTTP
Server.

4.4.2.2 Configuring Apache

This section isto configure Apache as areverse proxy server in aLinux machine.
Step 1: Go to the /etc/httpd/conf folder and open the httpd.conf file in atext editor.
Step 2: Add the following scripts to the end of the httpd.conf file.

Thisisto configure Apache as areverse proxy server which will redirect requests made to
the URL: https://172.16.100.40:8080/ to the PowerServer Web APIs running on Kestrel at
https://172.16.100.35:6000/.

# Listen on port 8080 or any port you choose. Make sure it is not used by any other

pr ogr am
<Vi rt ual Host *:8080>
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Pr oxyPr eser veHost On
# Pass all requests received at the root https://172.16.100.40/8080 to
https://172.16. 100. 35: 6000/ (Power Server Wb APlIs running on Kestrel server) and
in reverse.
ProxyPass / https://172.16.100. 35: 6000/
Pr oxyPassReverse / https://172.16. 100. 35: 6000/

</ Vi rt ual Host >

Step 3: Locate the following line in the httpd.conf file and specify the port number: 80 (or
any port you choose) is used to access the static Web files on the Apache HTTP server, 8080
is used to access Web APIs (according to the reverse proxy setting in step 2, requests made to
8080 will be forwarded to 6000.)

Change
Li sten 80
To

Li sten 80
Li sten 8080

Tip: In CentOS, you can execute the command "netstat -anp | grep 8080" to check if the port
number is occupied by any other program.

Step 4: Run the following command to add port 8080 to "http_port_t":

$ sudo semanage port -a -t http_port_t -p tcp 8080

Note

If the port is not properly added, you may see the following error when you start and
check the status of Apache:

code.

d; vendor preset: disabled)
26 EDT; 2s

httpd $OPTIONS -DFOREGROUND
s=1/FAILURE)

: httpd.service: Main process exited, code=exited, status=1/FAILURE
: httpd.service: Failed with result ‘exit-code'.

Step 5: If you have set up afirewall on the server, run the following command to permanently
enable port 8080:

$ sudo firewall-cmd --permanent --zone=public --add-port=8080/tcp

and the following command to reload the firewall service:

$ sudo firewal | -cnd --rel oad

Note

If the firewall blocks the port number, you may have the following error when
running the application.
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Figure4.10:

PowerBuilder application execution error (R0222) -

e Application terminated,

Error: Cannot conned to the server when creating the session

QK

Step 6: Check if any syntax error in httpd.conf, and then restart Apache for the changes to
take effect.

$ sudo apachect| confi gtest

$ sudo systenctl restart httpd
Step 7: Verify that Apacheis running.
$ sudo systenctl status httpd

Figure4.11:

= root@localhost:~

File Edit View Search Terminal Help
Syntax OK
t@localhost ~]# systemctl restart httpd
[root@localhost ~]# status httpd
- The Apache HTTP er
ed (/usr/lib/sys em/httpd.service; disabl vendor pres
Active: active (running) ce N 2021-06-07 02:36:23 EDT; 4s ago
Docs: man:httpd.service(8)
Main PID: 4312 (httpd)
Status: "Started, listening on: port 8080, port 80"
Tasks: 213 (limit: 11155)
Memory: 24.8M
CGroup: /system.slice/httpd.service
4312 /usr/sbin/httpd -DFOREGROUND
4315 /fusr/sbin/httpd -DFOREGROUND
4316 fusr/sbin/httpd -DFOREGROUND
4317 /fusr/sbin/httpd -DFOREGROUND
4320 fusr/sbin/httpd -DFOREGROUND

localhost.localdomain emd : Stopped The Apache HTTP Se
localhost.localdomain emd : Starting The Apache HTTP S
localhost.localdomain d[4312]: AHOE558: httpd: Could not
localhost.localdomain systemd[1]: Started The Apache HTTP Serve
localhost.localdomain httpd[4312]: Server configured, listeningg

W w '-UJ W w
S S I N L8]
W W W W w

Step 8: Run the following command to allow Apache to make outbound connections.

$ sudo /usr/sbin/setsebool -P httpd_can_network _connect 1
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Note

If Apacheis not allowed to make outbound connections, you may encounter the
following error when running the application,

Figure4.12:

PowerBuilder application execution error (RD220) X

e Application terminated,

Error General session error

QK

and may have the following errorsin the \var\log\httpd\error_log.log file.

[ Tue Jun 08 05:21:42.408866 2021] [proxy:error] [pid 4025:tid
140605678085888] (13) Perm ssi on deni ed: AHO0957: HTTP: attenpt to connect
to 172.16.100. 35: 6000 (172.16.100.35) failed

[ Tue Jun 08 05:21:42.408952 2021] [proxy_http:error] [pid 4025:tid
140605678085888] [client 172.16.100.35:56187] AH01114: HITP: failed to nake
connection to backend: 172.16.100. 35

4.4.2.3 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Modify the Web APl URL to point to the Apache reverse proxy server.

On the Web APIstab of the PowerServer project painter, specify the URL of the Apache
reverse proxy server, for example, https://172.16.100.40:8080. It is highly recommended that
you specify an HTTPS URL for the production environment.

All requests for PowerServer Web APIswill be first made to https://172.16.100.40:8080 and
then redirected by the Apache reverse proxy server to the PowerServer Web APIs running on
Kestrel server (for example, https://172.16.100.35:6000).

Figure4.13:

General Libraries External Fles Runtime  Signing  Client Deployment  Run Options  Web APIs

Web API URL

The app will connect to the PowerServer at the following Web APT URL. The URL is the same for all the projects in the
same solution,

*Web API URL: https: /172,16, 100, 40:3030

scheme: /fhost[:port] [fpath]

Page 71



Tutorial 4: Hosting Web APIs in Kestrel

Step 2: Select aWeb server for deploying the app files.

On the Client Deployment tab of the PowerServer project painter, select alocal or remote
Web server (11S, Apache, Nginx, etc.) you have configured properly.

The Web server and the Apache reverse proxy server can reside in the same or different
machine. If the Web server isan Apache HTTP server, it can be the same or different server
instance with the Apache reverse proxy server. If you want to deploy the app filesto the
Apache HTTP server which uses the same server instance as the Apache reverse proxy
server on a Linux machine, you can choose "Package the compiled app and manually deploy
later" (see Packaging and copying the client app for detailed instructions).

In thistutorial, we choose to deploy the app filesto alocal 11S Web server.

Figure4.14:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(®) Directly deploy to the server: || geal ~ || | Server Configuration. .., |

Chedk the availability of Cloud App Launcher on the server during the deployment process

() Package the compiled app and manually deploy later

Step 3: Save the PowerServer project settings and then build and deploy the PowerServer
project for the changes to take effect.

4.4.2.4 Starting Web APIs (in development environment)

In this tutorial, we will directly run the PowerServer Web APIsin the development
environment, by using either of the following methods:

» Execute the "dotnet run --project PowerServer19\ServerAPIs\ServerAPIs.csproj”
command, or

» Open the PowerServer C# solution in the SnapDevelop IDE and then click the Run button.

PowerServer Web APIsis running as a standal one consol e application on its own internal
Kestrel web server.

Make sure the PowerServer Web APIsis running on the correct | P address and port number.
For example, https://172.16.100.35:6000/ in this tutorial. Y ou may modify the port number in
the launchSettings.json file of the Server API s project of the PowerServer C# solution when
running in the development environment.

If the server connects to Internet through a proxy server, make sure to configure the proxy
server settings in the PowerServer Web API as well (the Server API's project > Server.json
file>"ProxyOptions" block).
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Figure4.15:

B C\Users\appeon'source\repos\PowerServer] 9\ ServerAPls\biniDebug\netcoreapp3.1\ServerAPls.exe - [m| X

11, T

ru.:llp [101]

When you run the application (https://172.16.100.72:80/pssales in this tutorial), you will be
able to see from the consol e that the requests are going through successfully and the requests
are originally made to the Apache proxy server (https://172.16.100.40/8080 in this tutorial).

Figure4.16:

B C\Users\appeon\sourcelrepos\PowerServer] 9\ ServerAPls\bin\Debug\netcoreapp3.1\ServerAPls. exe - O *

ontent root i
Microsnft. A

4.4.3 Configuring Nginx reverse proxy server (Windows)

4.4.3.1 Preparations

In this tutorial, we will learn how to set up Nginx on Windows and use it as the reverse proxy
server to redirect requests to the PowerServer Web APIs running on the Kestrel server.
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The Nginx reverse proxy server can be set up on the same or different server from the
PowerServer Web APIs and Kestrel. In thistutorial, the same server will be used.

In thistutorial, we will configure and use the following server environment and URLSs. Be
careful to use the correct port number and make sure the port is not occupied by any other
program.

Figure4.17:
|r f R . \"
! Web Server Suppose All in One Machine
! Suppose [P is 172.16.100.35 !
: Apache, lIS, or Nginx E
| :
I 1
! L The entry URL for app. !
1 R, - 1
! 172.16.100.39:80 <+ Suppose port is B0, !
| |
I 1
W s :
! Reverse Proxy Server PowerServer Web API !
1 1
I 1
' Kestrel :
: |
I 1
AN |
1 1
'-.h 172.16.100.359:8080 172.16.100.35:6000 '
e e e e e e e e e e e - - _.’..-_ ______________________________ _r ______
The proxy URL for Web APIs. The real URL for Web AP|s.
Suppose port is BOBO. Suppose port is 6000,

Step 1: Set up the server with the following OS and software (install the software in the order
listed).

» Windows Server 2019 (64-bit)

* Nginx 1.19.10
The section Installing Nginx has detailed installation instructions.

Step 2: Make sure the server can connect to the NuGet site: https.//www.nuget.org

(for installing PowerServer NuGet packages) and the following Appeon sites (through
port number 80): https://apips.appeon.com and https://api psoa.appeon.com (or https://
apips.appeon.net and https://api psoa.appeon.net) (for validating the PowerServer license).

Note

If the server connects to Internet through a proxy server, make sure to configure the
proxy server settings in the PowerServer Web APl as well (the Server API s project >
Server .json file > "ProxyOptions" block).
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Step 3: Configure Windows Defender Firewall on the server to allow the port number (80
and 8080 in thistutorial or any port number you choose). The section " Configuring Windows
Defender Firewall" has detailed instructions.

4.4.3.2 Configuring Nginx

This section isto configure Nginx as areverse proxy server in a Windows machine.

Step 1: Go to the ..\nginx-1.19.10\conf folder and open the nginx.conf file in atext editor.
Step 2: Locate the "server” block and add another "server" block as shown below.

Thisisto configure Nginx as areverse proxy server which will redirect requests made to
the URL: https://172.16.100.39:8080/ to the PowerServer Web APIs running on Kestrel at
https://172.16.100.35:6000/.

server {
listen 8080;
location / {
proxy_set header Host $http_host;
proxy_pass https://172.16.100. 35: 6000;

}
}
Figure 4.18:
# concurs with nginx’'s one
#
#location ~ /\.ht {
# deny all;
#}
¥
server
listen 8080;
location / {
proxy_set header Host $http host;
proxy_pass https://172.16.188.35:6808;
¥
}
# another wvirtual heost using mix of IP-, name-, and port-based configuration
#
#server {
# listen 5888 ;
# listen somename: 8688 ;
# server_name somename alias another.alias;
# loratime 1

Tip: In Windows, you can execute the command "netstat -ano | findstr 8080" to check if the
port number is occupied by any other program.

Step 3: Check if any syntax error in the Nginx configuration file, and then restart Nginx for
the changes to take effect.

ngi nx -t

ngi nx -s rel oad
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Step 4: Verify that the Nginx processes are running.

tasklist /fi "inmagenane eq ngi nx. exe"

Step 5: If you have set up afirewall on the server, configure the firewall to allow port 8080
(by following instructionsin "Configuring Windows Defender Firewall").

Note

If the firewall blocks the port number, you will have the following error when running
the application.

Figure4.19:

PowerBuilder application execution error (R0222) -

e Application terminated,

Error: Cannot connedt to the server when creating the session

Lo Ok

4.4.3.3 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Modify the Web API URL to point to the Nginx reverse proxy server.

On the Web APIstab of the PowerServer project painter, specify the URL of the Nginx
reverse proxy server, for example, https://172.16.100.39:8080 in this tutorial. It is highly
recommended that you specify an HTTPS URL for the production environment.

All requests for the PowerServer Web APIswill be first made to https://172.16.100.39:8080
and then redirected by the Nginx reverse proxy server to the PowerServer Web APIs running
on Kestrel server (for example, https://172.16.100.35:6000).

Figure 4.20:

General Libraries External Files Runtime  Signing  Client Deployment  Run Options  Web APIs

WY ICLY ML T

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution.

*yeb APT URL: |h1:h:ns:,.",."1]"2. 15, 100.39:8030|

scheme: /fhost[:port] [/path]

Step 2: Select aWeb server for deploying the app files.
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On the Client Deployment tab of the PowerServer project painter, select alocal or remote
Web server (11S, Apache, Nginx, etc.) you have configured properly.

The Web server and the Nginx reverse proxy server can reside in the same or different
machine. If the Web server isan Nginx HTTP server, it can be the same or different server
instance with the Nginx reverse proxy server.

In this tutorial, we use the same Nginx server instance as the Nginx HTTP server and the
reverse proxy server.

* If you choose the "Directly deploy to the server" option, make sure you have configured
the FTP settings properly for the server. See Setting up Nginx on Windows > Installing
FTP server for detailed instructions.

* If you choose the "Package the compiled app and manually deploy later” option, follow the
instructions in Packaging and copying the client app.

Figure4.21:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(@) Directly deploy to the server:  |pemate Mginx (172, 16.100,33) ~ | | F Server Configuration... {

Check the availability of Cloud App Launcher on the server during the deployment process

() Package the compiled app and manually deploy later

Step 3: Save the PowerServer project settings and then build and deploy the PowerServer
project for the changes to take effect.

4.4.3.4 Starting Web APIs (in development environment)

In thistutorial, we will directly run the PowerServer Web APIs in the development
environment, by using either of the following methods:

» Execute the "dotnet run --project PowerServer19\ServerAPIs\ServerAPIs.csproj”
command, or

» Open the PowerServer C# solution in the SnapDevelop IDE and then click the Run button.

PowerServer Web APIsis running as a standal one console application on its own internal
Kestrel web server.

Make sure the PowerServer Web APIsis running on the correct | P address and port number.
For example, https://172.16.100.35:6000/ in this tutorial. Y ou may modify the port number in
the launchSettings.json file of the Server API s project of the PowerServer C# solution when
running in the development environment.

If the server connects to Internet through a proxy server, make sure to configure the proxy
server settings in the PowerServer Web APl aswell (the Server API s project > Server.json
file>"ProxyOptions" block).
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Figure 4.22:

B C\Users\appeon'source\repos\PowerServer] 9\ ServerAPls\biniDebug\netcoreapp3.1\ServerAPls.exe - [m| X

11, T

ru.:llp [101]

When you run the application (https://172.16.100.39:80/pssales in this tutorial), you will be
able to see from the consol e that the requests are going through successfully and the requests
are originally made to the Nginx proxy server (https://172.16.100.39/8080 in this tutorial).

Figure4.23:

B C\Users\appeon\sourcelrepos\PowerServer] 9\ ServerAPls\bin\Debug\netcoreapp3.1\ServerAPls. exe - O *

ontent root i
Microsnft. A

4.4.4 Configuring Nginx reverse proxy server (Linux)

4.4.4.1 Preparations

In this tutorial, we will learn how to set up Nginx on Linux and use it as the reverse proxy
server to redirect requests to the PowerServer Web APIs running on the Kestrel server.
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In thistutorial, we will configure and use the following server environment and URLSs. Be
careful to use the correct port number and make sure the port is not occupied by any other
program.

Figure 4.24:

S~
Web Server Suppose each is running
on its own machine.
Apache, 115, or Nginx
A

The entry URL for app.
- 172.16.100.72:80 « Suppose port is 80.
Client
-
Reverse Proxy Server Puwerﬂenrer Web API

172.16.100.51:8020 172.16.100.35:6000
& Y
| I
The proxy URL for Web APIs. The real URL for Web AP|s.
Suppose port is B0B0. Suppose port is 6000,

Step 1: Set up the reverse proxy server with the following OS and software (install the
software in the order listed).

. CentOS 8 (64-bit)

* Nginx
The section Installing Nginx has detailed install ation instructions.

Step 2: Configure the CentOS user account: you can either use the root account or create a
new account with administrative privileges.

Step 3: Set up afirewall on the server and make sure the firewall allows the port (80 and
8080 in this tutorial or any port number you choose) to go through.

Step 4: Make sure the server can connect to Internet during the installation of Nginx.

4.4.4.2 Configuring Nginx

This section isto configure Nginx as areverse proxy server in aLinux machine.
Step 1: Go to the /etc/nginx/ folder and open the nginx.conf file in atext editor.
Step 2: Locate the "server" block and add another "server” block as shown below.

Thisisto configure Nginx as areverse proxy server which will redirect requests made to
the URL: https://172.16.100.51:8080/ to the PowerServer Web APIs running on Kestrel at
https://172.16.100.35:6000/.
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server {
listen 8080;
| ocation / {
proxy_set header Host $http_host;
proxy_pass https://172.16.100. 35: 6000;

}

Tip: In CentOS, you can execute the command "netstat -anp | grep 8080" to check if the port
number is occupied by any other program.

Step 3: Run the following command to add port 8080 to "http_port_t":

$ sudo senmmnage port -a -t http_port_t -p tcp 8080

Note
If the port is not properly added, you may see the following error when Nginx starts:

the control pro xited with error code.
ervice” and "journalctl for details.

and may have the following error in the \var\log\nginx\error.log file.

2021/ 06/ 09 05:26:29 [emerg] 4107#0: bind() to 0.0.0.0:8080 failed (13:
Per m ssi on deni ed)

Step 4: If you have set up afirewall on the server, run the following command to permanently
enable port 8080:

$ sudo firewall-cnd --pernmanent --zone=public --add-port=8080/tcp

and the following command to reload the firewall service:

$ sudo firewall-cnd --rel oad

Note

If the firewall blocks the port number, you will have the following error when running
the application.

Figure 4.26:

PowerBuilder application execution error (R0222) -

e Application terminated,

Error: Cannot conned to the server when creating the session

QK
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Step 5: Check if any syntax error in the Nginx configuration file, and then restart Nginx for
the changes to take effect.

$ sudo nginx -t

$ sudo systenctl restart nginx

Step 6: Verify that Nginx is running.

$ sudo systenttl status nginx

Step 7: Run the following command to allow Nginx to make outbound connections.

$ sudo setsebool -P httpd_can_network_connect 1

Note

If Nginx is not allowed to make outbound connections, you may encounter the
following error when running the application,

Figure 4.27:

PowerBuilder application execution error (R0220) X

e Application terminated.

Error; General session error

and may have the following errorsin the \var\log\nginx\error.log file.

2021/ 06/ 09 02:38:02 [crit] 5364#0: *2 connect() to 172.16.100. 35: 6000
failed (13: Perm ssion denied) while connecting to upstream client:
172. 16. 100. 35,

server: _, request: "POST /api/ ServerApi/CreateSession HTTP/ 1. 1",
upstream "http://172.16.100. 35: 6000/ api / Ser ver Api / Cr eat eSessi on", host:
"172.16.100. 51"

4.4.4.3 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Modify the Web APl URL to point to the Nginx reverse proxy server.

On the Web APIstab of the PowerServer project painter, specify the URL of the Nginx
reverse proxy server, for example, https://172.16.100.51:8080. It is highly recommended that
you specify an HTTPS URL for the production environment.

All requests for the PowerServer Web APIswill be first made to https://172.16.100.51:8080
and then redirected by the Nginx reverse proxy server to the PowerServer Web APIs running
on Kestrel server (for example, https://172.16.100.35:6000).
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Figure 4.28:

General Libraries External Fles Runtime  Signing  Client Deployment  Run Options  Web APIs

Web API URL

The app will connect to the PowerServer at the following Web APT URL. The URL is the same for all the projects in the
same solution,

*Web API URL: https: /172,16, 100, 51:3030

scheme: /fhost[:port] [fpath]

Step 2: Select aWeb server for deploying the app files.

On the Client Deployment tab of the PowerServer project painter, select alocal or remote
Web server (11S, Apache, Nginx, etc.) you have configured properly.

The Web server and the Nginx reverse proxy server can reside in the same or different
machine. If the Web server isan Nginx HTTP server, it can be the same or different server
instance with the Nginx reverse proxy server. If you want to deploy the app files to the Nginx
HTTP server which uses the same server instance as the Nginx reverse proxy server on a
Linux machine, you can choose the "Package the compiled app and manually deploy later"
option (see Packaging and copying the client app for detailed instructions).

In this tutorial, we choose to deploy the app filesto alocal 11S Web server.

Figure 4.29:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(®) Directly deploy to the server: || geal ~ || | Server Configuration. .., |

Chedk the availability of Cloud App Launcher on the server during the deployment process

() Package the compiled app and manually deploy later

Step 3: Save the PowerServer project settings and then build and deploy the PowerServer
project for the changes to take effect.

4.4.4.4 Starting Web APIs (in development environment)

In this tutorial, we will directly run the PowerServer Web APIsin the development
environment, by using either of the following methods:

» Execute the "dotnet run --project PowerServer19\ServerAPIs\ServerAPIs.csproj”
command, or

» Open the PowerServer C# solution in the SnapDevelop IDE and then click the Run button.

PowerServer Web APIsis running as a standal one consol e application on its own internal
Kestrel web server.
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Make sure the PowerServer Web APIsis running on the correct | P address and port number.
For example, https://172.16.100.35:6000/ in this tutorial. Y ou may modify the port number in
the launchSettings.json file of the Server API s project of the PowerServer C# solution when
running in the devel opment environment.

If the server connects to Internet through a proxy server, make sure to configure the proxy
server settings in the PowerServer Web API as well (the Server API's project > Server.json
file>"ProxyOptions" block).

Figure 4.30:

B C\Users\appecn\source\repos\PowerServer] S\ ServerAPls\bin\Debug\netcoreapp3.1\ServerAPls. exe - [m| *
ding HITP r FOST h i T COm
o8l r. C1i

When you run the application (https.//172.16.100.72:80/pssales in this tutorial), you will be
able to see from the console that the requests are going through successfully and the requests
are originally made to the Nginx proxy server (https://172.16.100.51/8080 in this tutorial).

Figure4.31:

B C\Users\appeon\source\repos\PowerServer] 9\ ServerAPls\bin\Debug\netcoreapp3. 1\ ServerAPls. exe - O x

ent root
* Wicrnsnft A
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4.4.5 Configuring IIS reverse proxy server

4.4.5.1 Preparations

In this tutorial, we will learn how to set up Windows 11S as the reverse proxy server which
redirects requests to the PowerServer Web APIs running on the Kestrel server. Thisisaso
known as the 11S out-of-process hosting which runs the PowerServer Web APIsin a process
separate from the 11S worker process and forwards the requests made to the 11S reverse proxy
to the Kestrel server.

In thistutorial, we will configure and use the following server environment and URLSs. Be
careful to use the correct port number and make sure the port is not occupied by any other
program.

Figure 4.32:

Web Server Suppose each is running
an its own machine.

Apache, 115, or Nginx

The entry URL for app.
: < 172.16.100.72:80 4 Suppose port is B0.
Client
=l —

Reversze mey Server PGWETSEWEF Web API

172.16.100.81:8080 172.16.100.35:6000

A F 1

| |
The proxy URL for Web APIs. The real URL for Web AP|s.

Suppose port is 8080, Suppose port is 6000,

Step 1: Set up the reverse proxy server with the following OS and software (install the
software in the order listed).

» Windows Server 2019 (64-bit)

e |IS
The section Installing Web Server (11S) has detailed installation instructions.

* |ISURL Rewrite
Download and install the URL Rewrite extension.
URL Rewrite must be installed prior to ARR, as ARR depends on URL Rewrite.
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» IS Application Request Routing (ARR)
Download and install the Application Request Routing extension.

After installation, you should be able to see the Application Request Routine Cache and
URL Rewritefeaturesin the 11S manager.

Figure 4.33:
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Step 2: Make sure the server can connect to the NuGet site: https.//www.nuget.org

(for installing PowerServer NuGet packages) and the following Appeon sites (through
port number 80): https://apips.appeon.com and https.//apipsoa.appeon.com (or https://
apips.appeon.net and https.//apipsoa.appeon.net) (for validating the PowerServer license).

Note

If the server connects to Internet through a proxy server, make sure to configure the
proxy server settings in the PowerServer Web APl as well (the Server API s project >
Server .json file > "ProxyOptions"' block).

Step 3: Configure Windows Defender Firewall on the server to alow the port number (80
and 8080 in thistutorial or any port number you choose). The section " Configuring Windows
Defender Firewall" has detailed instructions.

4.4.5.2 Configuring IS
This section isto configure |1S as areverse proxy server.

Step 1: Open the 11S manager, select the server in the Connections pane, and then double
click Application Request Routing Cache to open the feature.
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Figure 4.34:

5 Internet Information Services (IIS) Manager

Machine Key Pagesand  Providers

Controls

Session State SMTP E-mail

— O x
& €5 WIN-MOLSVILOIC » W G @-
File View Help
Connections Actions
@él WIN-MOL9V7LO36C Home i
& [ - L Open Feature
.. StartPage =
Filter: - Go - Show All | Group by: A - - Manage Server
}a Qﬂ WIN-MOLIVTLO36C (WIN-MOLIVTLG | — % — LSV Pres -
T ASP.NET Py w Restart
7 Fpplication Pools . q e
v 18l Sites = * @ 9 :
@ Default Web Site % NF : = L] B stop
& proxyserver MET NET NET Error MNET NET Trust  Application  Connection Application Pools
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings
33/ Server Farms i
* 5 @ & =
¥ ']

-
2 9 . o | |ow
i| Authentic... Compression Defa;\t Directory  Error Pages Handler
Document  Browsing Mappings
E O 8 = A
HTTP ISAPI and  ISAPIFilters  Logging  MIME Types  Modules Qutput
Respon..  CGlRestri.. Caching
o= 4 %
= Al et )
Request Server URL Rewrite ~ Waorker
Filtering Certificates Processes v
< 5| = Features View |iZ Content View
Ready -l
Step 2: In the Actions pane, click Server Proxy Settings.
Figure4.35:
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Step 3: On the Application Request Routing page, select Enable Proxy; and then in the
Actions pane, click Apply. This enable ARR as aproxy at the server level.
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Figure 4.36:
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Step 4: Select the website (listening on port 8080 in thistutorial) in the Connections pane,
and then double click URL Rewriteto open the feature.
Figure4.37:
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Step 5: In the Actions pane, click Add Rule(s).
Step 6: In the Add Rule(s) dialog, select Rever se Proxy and click OK.
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Figure 4.38:
Add Rule(s) ? X
Select a rule template: E B

Inbound rules
EE. Blank rule Z2 Rule with rewrite map

% Request blocking

Inbound and Outbound Rules
|74 User-friendly URL @ Reverse Proxy

Outbound rules
:E, Blank rule
Search Engine Optimization (SEQ)

@ Enforce lowercase URLs | Canonical domain name

=) Append or remove the trailing slash symbol

Select this template to create a rule that will forward incoming HTTP requests to a back-end Web server.

Step 7: In the Add Rever se Proxy Rules dialog, input the URL of the PowerServer Web API
running on the Kestrel server (https.//172.16.100.35:6000/ in thistutorial). Click OK.
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Figure 4.39:

Add Reverse Proxy Rules ? >

Inbound Rules
Enter the server name or the [P address where HTTP requests will be forwarded:

|'|?2.'II5.'I 00.35:6000
— EXATTIpIE, COTTENTEerver|

Enable 551 Offloading
Selecting this option will forward all HTTPS requests owver HTTP.

Cutbound Rules

[] Rewrite the domain names of the links in HTTP responses

Responses that are generated by applications that are behind a reverse proxy can have
HTTP links that use internal domain names. These links must be updated to use external
domain names,

From:

Example: contentserver]

To:

Example: www.contoso.com

4.4.5.3 Modifying and re-deploying the PowerServer project

The following modifications are made to the PowerServer project created in the Quick Start
guide. If you have not created a PowerServer project yet, please follow the instructionsin the
Quick Start guide to create one.

Step 1: Modify the Web API URL to point to the IS reverse proxy server.

On the Web API stab of the PowerServer project painter, specify the URL of the lISreverse
proxy server, for example, https://172.16.100.81:8080. It is highly recommended that you
specify an HTTPS URL for the production environment.

All requests for the PowerServer Web APIs will be first made to https://172.16.100.81:8080
and then redirected by the I1S reverse proxy server to the PowerServer Web APIs running on
the Kestrel server (for example, https://172.16.100.35:6000).
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Figure 4.40:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Web API URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

*=\eh APT URL: |htn:|s:f,|"1?2. 16, 100.51:8080

scheme: fhost[:port] [fpath]

Step 2: Select aWeb server for deploying the app files.

On the Client Deployment tab of the PowerServer project painter, select alocal or remote
Web server (11S, Apache, Nginx, etc.) you have configured properly.

The Web server and the 11S reverse proxy server can reside in the same or different machine.
If the Web server isan IISHTTP server, it can be the same or different server instance with
the 1S reverse proxy server.

In thistutorial, we choose to deploy the app filesto alocal 11S Web server.
To use the same | 1S server instance as the ISHTTP server and the reverse proxy server, you
can choose from these two options:

* If you choose the "Directly deploy to the server" option, make sure you have configured
the FTP settings properly for the server. See Setting up 11S > Creating an IS FTP site for
detailed instructions.

* If you choose the "Package the compiled app and manually deploy later” option, follow the
instructions in Packaging and copying the client app.

Figure4.41:

General Libraries External Files Runtime Signing  Client Deployment  Run Options  Web APIs

Deployment mode

{®) Directly deploy to the server: Local ~ ||| server Configuration. ..

Chedk the availability of Cloud App Launcher on the server during the deployment process

(") Package the compiled app and manually deploy later

Step 3: Save the PowerServer project settings and then build and deploy the PowerServer
project for the changes to take effect.

4.4.5.4 Starting Web APIs (in development environment)

In thistutorial, we will run the PowerServer Web APIs in the development environment, by
using either of the following methods:

» Execute the "dotnet run --project PowerServer19\ServerAPIs\ServerAPIs.csproj”
command, or
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» Open the PowerServer C# solution in the SnapDevelop IDE and then click the Run button.

PowerServer Web APIsis running as a standal one consol e application on its own internal
Kestrel web server.

Make sure the PowerServer Web APIsis running on the correct | P address and port number.
For example, https://172.16.100.35:6000/ in this tutorial. Y ou may modify the port number in
the launchSettings.json file of the Server API s project of the PowerServer C# solution when
running in the devel opment environment.

If the server connects to Internet through a proxy server, make sure to configure the proxy
server settings in the PowerServer Web APl aswell (the Server APl s project > Server.json
file>"ProxyOptions" block).

Figure 4.42:

B C\Users\appecn\source\repos\PowerServer] 9\ServerAPls\bin\Debug\netcoreapp3.1\ServerAPls.exe - [m| X

din TF r ST http apip 2 ken A
2 H

When you run the application (https://172.16.100.72:80/pssales in this tutorial), you will be
able to see from the console that the requests are going through successfully.
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5 Tutorial 5: Load-balancing PowerServer Web
APls

5.1 Overview

PowerServer Web APIs provides no clustering function to support load-balancing or fail-
over; but you can install and configure a third-party server (such as Nginx, Apache, 11S,
AWS ALB, Azure Application Gateway, AWS EKS (K8S), Azure AKS (K8S) etc.) asaload
balancer to direct requests to agroup of .NET servers. (Fail-over is currently unsupported.)

PowerServer Web APIs uses cookie to achieve session persistence (it returns a cookie when
each user session is created and then includes the cookie in each request from that user
session). Therefore, you will need to configure the third-party server to support the following:

» "dticky" or "persistent” sessions (this ensures the requests from the same user will always
be directed to the same PowerServer Web APIs)

* the cookie timeout value must be equal to or greater than the session timeout value (this
ensures the cookie stays valid during a session)
The session timeout value is by default 3600 seconds (it is set in the Applications.json file
in the PowerServer C# solution).

When you configure the Web API URL for the application, you should point to the URL of
the load balancer (for example, https://172.16.100.51:8080 in the following graph).
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Figure5.1:

Web Server

172.16.100.72:80 PowerServer Group

The entry URL for app.

Suppase port is 80. PowerServer Web API
Client ——
/- \\ Kestrel

Load Balancer

172.16.100.34:6000

Nginx/Apache/lIS
JAWS ALBfAzure PowerServer Web API

- Application ———p
Gateway/AWS

EKS (K85)/Azure
AKS (K8S)/etc. 172.16.100.35:6000

\ _/ PowerServer Web API

172.16.100.51:8080 Kestrel
'

Kestrel

The proxy URL for Web APIs. 172.16.100.36:6000
Suppose port is B080.

5.2 Configuring Nginx as a load balancer

Thistutorial will walk you through configuring Nginx as aload balancer to direct client
requests to a group of PowerServer Web APIs. Y ou can choose one of the following
methods:

» Use the Nginx third-party module (Nginx Sticky Module) to support session persistence
via cookies.

» Use Nginx Plus that supports session persistence via cookies.

Nginx Plusisacommercial product.

» Usethe IP hash load-balancing method to support session persistence via | P address.

With IP hash, the client's IP address is used as a hashing key to determine which
PowerServer Web APIs should be selected for the client's request. This ensures the
requests from the same user session is always directed to the same PowerServer Web APIs.
However, the |P-hash-based session persistence cannot guarantee that user sessions are
evenly distributed across servers. For example, there may be situations where alot of user
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sessions are coming with the same | P address (behind proxies) and all these user sessions
will go to the same server, which might cause unbalanced load.

5.2.1 Using Nginx Sticky Module

Thistutorial will walk you through configuring Nginx + Nginx Sticky Module as aload
balancer to direct client requests to a group of PowerServer Web APIs. You will haveto
configure Nginx + Nginx Sticky Module as aload balancer and use the sticky cookie to
support session persistence. With sticky cookies, the requests from the same user session are
always directed to the same PowerServer Web APIs.

Step 1: Download the source code of Nginx and Nginx Sticky Module separately.

» Download the source code of Nginx from https.//nginx.org.

» Download the source code of Nginx Sticky Module from https:.//bitbucket.org/nginx-
goodies/nginx-sticky-modul e-ng/src/master/.

Step 2: Re-compile Nginx to include the Nginx Sticky Module.
./configure ... --add-nodul e=/absol ut e/ path/to/ngi nx-sticky-nodul e-ng

make
make i nstal l

Step 3: Check if any syntax error in the Nginx configuration file, and then restart Nginx for
the changes to take effect.

ngi nx -t
systenct!| restart nginx

Step 4: Configure Nginx to direct requests to the PowerServer Web APIs group using the
sticky cookie |oad-balancing method.

1. Open the nginx.conf file in atext editor (nginx.conf islocated in /etc/nginx/ in Linux).

2. Under the "server" block that defines the virtua server, add another "server" block and
"upstream” block that define the server group.

* The"upstream"” directive defines the PowerServer Web APIs group.

In the following example, the "upstream” block consists of two server configurations; it
could consists of more.

The "upstream” block also consists of the "sticky" directive which defines that the
sticky-cookie |oad-balancing method will be used when determining which server in the
group the request will be directed to.

» The"listen" directive specifies the port number for the requests. The Web APl URL
should point to this port number.

» The"proxy_pass' directive forwards the request to the server group defined in the
"upstream” directive, therefore, it should match with the upstream name.

The following configuration defines a PowerServer Web APIs group named
webapi which consists of three .NET servers: https://172.16.100.34:6000/,
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https://172.16.100.35:6000/, and https.//172.16.100.36:6000/ and requests made to the
URL.: https://<server>:8090/ will be redirected to the PowerServer Web APIs group.

upst r eam webapi

{
server 172.16.100. 34: 6000;

server 172.16.100. 35: 6000;
server 172.16.100. 36: 6000;
sticky nanme=route hash=shal expires=1h;

}

server {
listen 8090;
server _nanme | ocal host;

l ocation / {
proxy_pass https://webapi ;
proxy_set header Host $host;
proxy_set _header X-Real -1P $renote_addr;
proxy_set _header X- Forwar ded- For $renote_addr;

}
}

5.2.2 Using Nginx Plus

Thistutorial will walk you through configuring Nginx Plus as aload balancer to direct client
reguests to a group of PowerServer Web APIs. You will have to configure Nginx Plusas a
load balancer and use the sticky cookie to support session persistence. With sticky cookies,
the requests from the same user session are aways directed to the same PowerServer Web
APIs.

Step 1: Install Nginx Plus. Nginx Plusisacommercial product. Y ou will need to purchase it
first or apply for atrial version of Nginx Plus.

Step 2: Configure Nginx Plusto direct requests to the PowerServer Web APIs group using
the sticky cookie |oad-balancing method.

1. Open the nginx.conf filein atext editor.
2. Add an "http" block that defines the server group.

» The"listen" directive specifies the port number for the requests. The Web APl URL
should point to this port number.

» The"proxy_pass' directive forwards the request to the server group defined in the
"upstream” directive, therefore, it should match with the upstream name.

* The"upstream"” directive defines the PowerServer Web APIs group.

In the following example, the "upstream” block consists of three server configurations;
it could consists of more.

The "upstream” block also consists of the "sticky" directive and defines the cookie
name and timeout value. The cookie timeout value must be equal to or greater than the
session timeout value (which is 3600 seconds by default). In the following example, the
cookie timeout value is set to 1 hour (which is 3600 seconds).

Page 95


https://docs.nginx.com/nginx/admin-guide/installing-nginx/installing-nginx-plus/

Tutorial 5: Load-balancing PowerServer Web APIs

For more information about the sticky cookie and the other |oad-balancing methods
(such as sticky route and sticky learn), refer to https://docs.nginx.com/nginx/admin-
guide/l oad-bal ancer/http-load-bal ancer/#enabling-session-persi stence.

The following configuration defines a PowerServer Web API's group named

server group which consists of three .NET servers: https://172.16.100.34:6000/,
https://172.16.100.35:6000/, and https://172.16.100.36:6000/, and requests made to the
URL: https://<server>:8080/ will be redirected to the PowerServer Web APIs group.

http {
server {
listen 8080;
location / {
proxy_set header Host $http_host;
proxy_pass https://servergroup;

}
}

upstream servergroup {
sticky cookie srv_id expire=1lh path=/;
server https://172.16.100. 34: 6000;
server https://172.16.100. 35: 6000;
server https://172.16.100. 36: 6000;

}

5.2.3 Using IP hash load-balancing

The | P-hash-based session persistence cannot guarantee that user sessions are evenly
distributed across servers. For example, there may be situations where alot of user sessions
are coming with the same I P address (behind proxies) and all these user sessionswill go to
the same server, which might cause unbalanced load. Therefore consider the impact carefully
before you decide to go thisway.

To configure Nginx as aload balancer and use the I P hash load-bal ancing method,
Step 1: Follow the sections below to install Nginx.

 Setting up Nginx on Windows > "Preparations’ and "Installing Nginx" sections

o Setting up Nginx on Linux > "Preparations’ and "Installing Nginx" sections

Step 2: Configure Nginx to direct requests to the PowerServer Web APIs group using the IP
hash load-balancing method.

1. Open the nginx.conf filein atext editor (nginx.conf islocated in the ..\nginx-1.19.10\conf
folder in Windows, or /etc/nginx/ in Linux).

2. Under the "server" block that defines the virtual server, add another "server" block and
"upstream"” block that define the server group.

» The"listen" directive specifies the port number for the requests. The Web API URL
should point to this port number.

» The"proxy_pass' directive forwards the request to the server group defined in the
"upstream” directive, therefore, it should match with the upstream name.
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* The"upstream"” directive defines the PowerServer Web APIs group.

In the following example, the "upstream” block consists of three server configurations;
it could consists of more.

The "upstream” block also consists of the "ip_hash" directive which defines that the IP
hash load-balancing method will be used when determining which server in the group
the request will be directed to.

The following configuration defines a PowerServer Web API's group named

webapi which consists of three .NET servers: https://172.16.100.34:6000/,
https://172.16.100.35:6000/, and https://172.16.100.36:6000/, and requests made to the
URL: https://<server>:8080/ will be redirected to the PowerServer Web APIs group.

server {
listen 8080;
l ocation / {
proxy_set header Host $http_host;
proxy_pass https://webapi ;
}
}

upst r eam webapi {
i p_hash;
server https://172.16.100. 34: 6000;
server https://172.16.100. 35: 6000;
server https://172.16.100. 36: 6000;

}
5.3 Configuring IIS as a load balancer

Thistutoria will walk you through configuring I1S as a load balancer to direct client requests
to agroup of PowerServer Web APIs. You will have to configure 1S to support sticky
Sessions.

Step 1: Follow the sections below to install 11S.
o Setting up I1S > "Preparations” and "Installing Web Server (11S)" sections

Step 2: Follow the sections below to install the extensions required by 11S to work as proxy
server and load balancer.

» Configuring IS reverse proxy server > "Preparations’ section

Step 3: Configure I1S as a proxy server and load balancer which redirects requests to the
PowerServer Web APIs group.

1. Create anew website "proxyserver" which binds to port number 8080. Y ou can also use
the existing Default Web Site (with port 80).

2. Set the application pool to "No managed code”.
a. Select Application Poolsin the Connections pane.

b. Right click "proxyserver" in thelist of application pools and then select Basic Settings.
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c. Inthe Edit Application Pool window, select No Managed Code from the NET CLR
version list box, and then click OK.
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3. Set the cookie timeout value to avalue equal to or greater than the session timeout value
which is 3600 seconds (60 minutes) by default.
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Figure5.4:
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4. Create aserver farm that includes the group of PowerServer Web APIs.

a

Right click Server Farmsin the Connections pane, and then select Cr eate Server
Farm.

The Server Farms node will not be available if "11S Application Request Routing
(ARR)" is not installed.

. Inthe Create Server Farm window, specify the server farm name and then click Next.

Add the server instance by inputting the host name or I1P address of PowerServer Web
APIs, clicking Advanced settings to specify the port number of PowerServer Web
APIs, and then clicking Add.

Repeat the previous step to add the server instances one by one and then click Finish.

Select Y es when asked whether to automatically create a URL rewrite rule.

Figure5.5:
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5. Modify the URL rewriterule.

a. Select the server in the Connections pane and then double click URL Rewritein the

features view to open the f

eature.

Figure5.6:
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b. Select the"ARR_PowerServerGroup_loadbalance” rule (this rule is automatically
created when you create the server farm) and then click Edit from the Actions pane.
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Figure5.7:
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c. Inthe Edit Inbound Rule window, expand the Conditions block and then click Add.
In the Add Condition dialog, input "{ SERVER_PORT}" to the Condition input field
and "8080" (port of "proxyserver" website) to the Pattern field, and click OK.
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d. Click Apply for the changes to take effect.
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Figure5.9:
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6. Configure Server Affinity of the server farm to support sticky sessions.
a. Select the "PowerServerGroup" server farm in the Connections pane, and then double
click Server Affinity in the features view to open the feature.
Figure5.10:
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b. Select the check box of Client affinity, keep the Cookie name as default
"ARRAffinity", and then click Apply.

Figure5.11:
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Configuration: 'localhost’ applicationHost.config

5.4 Configuring Apache as a load balancer

Thistutorial will walk you through configuring Apache as aload balancer to direct client
requests to a group of PowerServer Web APIs. You will have to configure Apache as aload
balancer and use the "Request Counting” load balancer scheduler algorithm and the cookiein

order to support sticky sessions.

Step 1: Follow the sections below to install Apache 2.4 (The load balancing feature is
available in Apache 2.2 or later).

o Setting up Apache on Windows > "Preparations’ and "Installing Apache HTTP Server"
sections

» Setting up Apache on Linux > "Preparations” and "Installing Apache HTTP Server"
sections

Step 2: Configure Apache to direct requests to the PowerServer Web APIs group using the
"Request Counting” load balancer scheduler algorithm and the cookie.

1. For Windows Apache, make sure the following lines are NOT commented out in the
httpd.conf file.
mod_proxy, mod_proxy_http, mod_proxy_balancer, mod_|bmethod_byrequests (the
"Request Counting" algorithm), and mod_headers (stickyness cookie) must be enabled in
order to have the load-balancing ability.
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LoadMbdul e headers_nodul e nodul es/ nod_headers. so

LoadMbdul e st atus_nodul e nbdul es/ nbd_st at us. so

LoadModul e sl ot mem shm nodul e nodul es/ nod_sl| ot nrem shm so

LoadModul e | bnet hod_byr equest s_nodul e nodul es/ nod_I brret hod_byr equest s. so
LoadModul e proxy_nodul e nodul es/ nod_pr oxy. so

LoadModul e proxy_bal ancer _nodul e nodul es/ nmod_pr oxy_bal ancer. so
LoadMbdul e proxy_http_nodul e nodul es/ nod_proxy_http. so

2. Add the following lines to the end of the httpd.conf file.
The "Header" directive provides load balancing with stickyness using mod_headers.

The "Max-Age" attribute specifies the number of seconds until the cookie expires. This
value must be greater than the session timeout value (which is 3600 seconds by default).

The "BalancerMember" directive specifies the URL of the server instance in the group.
The "stickysession" attribute specifies the name of the cookie.

For more information, refer to https://httpd.apache.org/docs/2.4/mod/
mod proxy balancer.html.

Header add Set - Cooki e "ROUTElI D=. % BALANCER WORKER ROUTE} e; Max- Age=3700; pat h=/"
env=BALANCER ROUTE_CHANGED

ProxyRequests O f

<Pr oxy bal ancer://nycl uster>

Bal ancer Menber https://172.16. 100. 34: 6000 rout e=serverl
Bal ancer Menber https://172.16. 100. 35: 6000 rout e=server 2
Bal ancer Menber https://172.16. 100. 36: 6000 rout e=server3
ProxySet stickysessi on=ROUTEI D

</ Pr oxy>

ProxyPass / bal ancer:// mycl uster/
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6 Tutorial 6: Authenticating your apps

6.1 Overview

The PowerServer Web APIs can include a built-in authentication server which can

be used easily to authenticate the installable cloud apps. Y ou can select which of the
following authentication server to be built into the PowerServer Web APIs. And since the
authentication server is built into the PowerServer Web APIs, it has the same URL asthe
PowerServer Web APIs and it runs automatically when the PowerServer Web APIsruns.

* Usebuilt-in JWT server: Includes a built-in authentication server that supports JWT or
bearer tokens. See Using JWWT for more information.

e Usebuilt-in OAuth server: Includes a built-in authentication server based on
| dentityServer4 framework that works with the OAuth 2.0 authorization flows. See Using
OAuth 2.0 for more information.

* Usebuilt-in AWS Cognito server: Includes a built-in authentication server that works
with the Amazon Cognito user pool. See Using Amazon Cognito for more information.

» Useexternal auth service: Includes templates that can be easily extended to support the
other identity providers that work with the OAuth flows or IWT, such as Azure AD or
Azure AD B2C. See Using other auth servers for more information.

Figure6.1:

Request a token
via HTTP/HTTPS [~ ™

Client Authentication Server

Validate the tgken
via HTTR/HTTPS
Use the token to request data !

via HTTP/HTTPS _ Get data
é PowerServer Web API B ’

- /

1. The client sends the user name and password (from the INI file or login window) to the
authentication server.

2. The authentication server validates the user (against the DefaultUserStore.csfile, the
authentication database, or the LDAP server); and if validation is successful, it authorizes
and returns a token to the client.

3. The client sends a request that includes the token to the PowerServer Web API.

4. The PowerServer Web APIs validates the token with the authentication server; and if
validation is successful, it gets data from the database.

The following tokens are supported:
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o JSON Web Token (JWT) (recommended)

» Bearer token

For OAuth 2.0, the following authorization flows are recommended:
 Client Credentials

* Resource Owner Password

The PowerBuilder client application will implement the authentication process (such

as getting avalid token, accessing data with the token etc.) using the PowerBuilder
RestClient, OAuthClient, JsonParser, TokenRequest, and TokenResponse objects, and the
Application.SetHttpRequestHeader function. See the code example in the following sections
for more details. And it calls the Application.BeginSession function to create the user session
in amanua way (instead of the automatic way) in order to include the token information. See
the "Start session manually by code" section for more details.

6.2 Using JWT

6.2.1 Preparations

Before making changes to the PowerBuilder client app, let's follow the steps below to make
sure 1) the PowerBuilder application can run successfully, 2) the app has been deployed as an
installable cloud app successfully, and 3) the PowerServer C# solution (including the built-in
JWT server) has been successfully generated.

In this tutorial, we will take Sales Demo as an example.

Step 1: Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator.

Step 2: When the SalesDemo workspace is loaded in the PowerBuilder IDE, click the Run
button in the PowerBuilder toolbar.

Step 3: When the application main window is opened, click the Addressicon in the
application ribbon bar and make sure data can be successfully retrieved.

Step 4: Create and configure a PowerServer project for the Sales Demo app (detailed
instructions are provided in the Quick Start guide).

IMPORTANT: Inthe Web APIstab, select Use built-in JWT server from the Auth
Template list box.

Step 5: Deploy the application as an installable cloud app. The PowerServer C# solution is
generated, but the installable cloud app cannot run yet because further settings and changes
are required, as explained in the subsequent sections.

The PowerServer C# solution contains a built-in WT server and the authentication classfiles
as shown below.

* Thebuilt-in JWT server authenticates the user credential and returns a token. The built-in
server isincluded in the Server API s project; it runs automatically when the PowerServer
Web APIs (the Server API s project) runs.
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» DefaultUser Stor e.cs defines two users by default. Y ou can change this file to define
more users. These users will be used by the built-in server to validate the users passed
from the client.

The users can also be defined and stored in the database. Refer to Validate username and
password against a database for more information.

» DatabaseUser Stor e.cs can be added with scripts to connect with an authentication
database where the users are defined and stored.

» The authentication class and configuration files will be used by the PowerServer Web APIs
to validate the token passed from the client and, if validation is successful, datawill be
obtained from the database.

* Authentication.json contains the settings for enabling the authentication feature
("PowerServer:EnableAuthentication™) and specifying the IWT token information
(" IwtSetting").

The "PowerServer:EnableAuthentication” setting is set to true by default. Setting it to
false will turn off the authentication feature. The "JwtSetting" block is used to specify
the token information including the issuer, audience and security key.
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Figure6.2:
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6.2.2 Modifying the PowerBuilder client app

6.2.2.1 Purpose

In this section, we will modify the PowerBuilder application source code and the
PowerServer project settings to achieve the following results:

* Sends the user credentials and/or password to the JWT server and gets a token from the
JWT server if authentication is successful.

* Uses the token to access data from the PowerServer Web API.

» Refreshes the token when necessary.

6.2.2.2 Add scripts
Step 1: Declare the following global variables.

/| Token expiresin
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Long gl _Expiresin
/I Refresh token cl ockskew
Long gl _C ockSkew = 3

Step 2: Define aglobal function and name it f_Authorization().

Select from menu File > New; in the New dialog, select the PB Object tab and then select
Function and click OK to add a global function.

This global function usesthe HTTP Post method to send the user credentialsto the
authentication server and then gets the token from the HTTP Authorization header.

Add scriptsto thef Authorization() function to implement the following scenario: When the
application starts, the application uses the username and password from the login window to
get the token, and when the token expires, the login window displays for the user to input the
username and password again.

Note: The following scripts use the username and password from the INI file instead of from
the login window. Y ou can change the scripts to use the login window after you implement
the login window and return the username and password to the f_Authorization() function.
[/l nteger f_Authorization() for password

/' User Nane & Password are passed fromthe | ogin w ndow
RestClient Irc_Client

String Is_url, |Is _UserNanme, |s_UserPass, |s_PostData, |s_Response, |s_expires_in
String |s_TokenType, |s_AccessToken

String |s_type, |s_description, Is_uri, |s_state

Integer |Ii_Return, li_rtn

JsonParser |json_Parser

-1
profilestring("C oudSetting.ini","setup","TokenURL","")

li_rtn
I's_url

/11 ogin wi ndow can be inplenented to return username & password accordi ng to actual
needs.

/1 Open(w_| ogi n)

// Return User Nane & Password

I's_UserNane = ProfileString("Cl oudSetting.ini", "users", "userNane", "")
I's_UserPass = ProfileString("Cl oudSetting.ini", "users", "userPass", "")
If IsNull ( Is_UserNane ) O Len ( |s_UserNane ) = 0 Then

MessageBox( "Tips", "UserName is enpty!" )

Return li_rtn

End |f

If IsNull ( Is_UserPass ) O Len ( |s_UserPass ) = 0 Then

MessageBox( "Ti ps", "Password is enmpty!" )

Return li_rtn

End |f

|s_ PostData = '{"Usernane":"' + |Is_UserNane + '", "Password":"' + |s_UserPass +
vy

Irc_Cient = Create RestCient
Irc_dient. Set Request Header (" Cont ent - Type", "appl i cati on/json")
li_Return = lrc_dient.GtJWToken( Is_Ul, |Is PostData, |s_Response )
If |i_Return = 1 and Pos ( |s_Response, "access_token" ) > 0 Then

| json_Parser = Create JsonParser

| j son_Parser. LoadStri ng(l s_Response)

| s_TokenType = |json_Parser.Getltenttring("/token_type")

| s_AccessToken = | json_Parser. GetltenStri ng("/access_t oken")

[/ Application Set Authorization Header

CGet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType +

+l s_AccessToken, true)
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/] Set G obal Variabl es
gl _Expiresin = Long (l]json_Parser. Getltemunber("/expires_in"))

li_rtn =1
El se

MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) )
End |f

If IsValid ( |Ijson_Parser ) Then DesTroy ( |json_Parser )
If IsvValid ( Irc_dient ) Then DesTroy ( Irc_Cient )

Return i _rtn

Step 3: Insert atiming object (timing_1) to the application and add the following scripts to
the Timer event of timing_1.

1) Open the application object and then select from menu Insert > Object > Timing to add a
timing object to the application.

2) Add the following scriptsto the Timer event of timing_1.

[/ Aut henti cates the user
f _Aut hori zation()

When displayed in the source editor, the Timer event looks like this:

event tiner;//Authenticates the user
f _Aut hori zation()

end event
Figure6.3:
E salesdemo (salesderno) (C\Users\Public\Documents\Appecn'\PowerBuilder 21.0\Code Examples\Example Sales App\Native_PB\Appeon.!
L -
[ Saipt - timer for_returns (None) 0l |
timing_1 ~ |L timer () returns (none) hd || EEI
V/Authorization

f_Authorization()

timer {Event List yFunction List kDedare Instance Variables

Step 4: Add the following scripts to the application Open event.
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Place the scripts before the database connection is established. The scripts get the token from
the JWT server and then start the user session (using the BeginSession function) to include
the token information in the session.

[/ Aut henticates the user and returns the token
If f_Authorization() <> 1 Then

Ret urn

End If

[/ Starts the session
long Il _return

Try

Il _return = Begi nsession()
If Il _return <> 0 Then
Messagebox( " Begi nsession Failed:" + String(ll_return),
Cet Ht t pResponsesSt at usText () )
End i f
Catch ( Throwabl e ex)
MessageBox( " Throwabl e", ex. Get Message())
Ret urn
End Try

/I Ref reshes the token for timng
If gl _Expiresin > 0 And (gl _Expiresin - gl _Cl ockSkew) > 0 Then
[/ Tinmer = Expiresin - O ockSkew

/17200 - 3
timng_ 1.Start(gl _Expiresin - gl _d ockSkew)
End |f

[/ Connects to db

Figure 6.4:

E salesdemo (salesdemo) (ChUsers\Public\Documents\Appeon\PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!
IEISa'bt-opa'lﬁ)r returns (None) ) x]|
salesdemo w |]-_= open ( string commandline ) returns {none) w || EEI
JfAuthorization A
If f_Authorization() <> 1 Then
Return
End If

[/Start session

long ll_return

Try

ll_return = Beginsession()

I Il_return <> 0 Then
Messagebox("Beginsession Failed:" + String(ll_return), GetResponseStatusText())
End if

Catch ( Throwable ex)

MessageBox( "Throwable", ex.GetMessage(])
Return

End Try

//Refresh token for timing

It gl_Expiresin = 0 And (gl_Expiresin - gl_ClockSkew) > 0 Then
{/Timer = Expiresin - ClockSkew

/{3600 - 3

timing_1.Start{gl_Expiresin - gl_ClockSkew)

End If

JfConnect to db

< >
open AEvent List 3Function List \Dedare Instance Yariables
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Step 5: Add the following scripts to the SystemError event.

The scripts will trigger the SystemError event when the session or license encounters an
error; and if the token isinvalid or expires, the scriptswill call thef_Authorization function
to get the token again.

Choose Case error. Number

Case 220 to 229 //Session Error

MessageBox ("Session Error", “Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 230 to 239 //License Error

MessageBox (“License Error", “Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 240 to 249 //Token Error

MessageBox ("Token Error", “Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

/[ Aut hori zati on

f _Aut hori zation()

Case El se

MessageBox ("SystemError", “Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )
End Choose

Figure 6.5:

E salesdemo (salesdemno) (C:\Users\Publicd\Documents\Appecn'PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!

. -
[ Seript - systemerrar for returns {Mone) | x|

salesdemo ~ |L systemerror () returns {none) e || EEI

Choose Case error.Number

Case 220 to 229 //Session Error

MessageBox ("Session Error', "Number:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 230 to 239 //License Error

MessageBox ("License Error”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 240 to 249 //Token Error

MessageBox ("Token Error", "Mumber:" + String(error.Number] + "~r~nText:" + error.Text )
f{Authorization

f_Authorization()

Case Else

MessageBox ("SystemError”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
End Choosel

< >
systemerror AEvent List AFunction List JDedare Instance Variables

6.2.2.3 Add an INI file
Create an INI file in the same location as the PBT file and name it CloudSetting.ini.

Specify the URL for requesting the token from the JWT server in the CloudSetting.ini file.
Notice that TokenURL points to the "/connect/token” API of the built-in IWT server, and
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the JWT server root URL (for example, https://localhost:5000/) is the same as the URL of
PowerServer Web API. If you change the PowerServer Web APl URL, change the root URL
here accordingly.

[ Setup]
TokenURL=htt ps: // 1 ocal host : 5000/ connect/t oken

To get the username and password from the INI file (instead of from the login window),
you nheed to add the following section to the CloudSetting.ini file and set the user name and
password accordingly.

[users]
user Nane=al i ce
user Pass=al i ce

6.2.2.4 Start session manually by code

By default, the user session is automatically created when the application starts; and the
session includes no token. For the session to include the token, the session must be started
manually by code instead of automatically.

To start the session manually by code,

Step 1: Enable "Begin session by code” in the PowerBuilder IDE. (Steps: Open the
application object painter, click Additional Propertiesin the application's Properties dialog;
in the Application dialog, select the Power Server tab and then select the Begin session by
code option and click Apply.)

After this option is enabled, when the BeginSession function in the application Open event
iscaled, it will create a session that includes the token information (See scriptsin step 4 in

"Add scripts"’).
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Figure 6.6:

Application

Text Font Caolumn Font Header Font Label Font Icon Variable Types RichTextEdit Themes PDF Export

s

This option enables you to incorparate token authentication in your application, or add additional information to the session.

[ buring compilation, report unsupperted PowerScript features for PowerServer deployment
This option enables the PowerBuilder compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs.

Cancel Apply

PowerServer

Help

6.2.2.5 Modify and re-deploy the PowerServer project

Step 1: Add the INI file CloudSetting.ini to the Files preloaded in uncompressed for mat

section under the External Files tab.

Step 2: Select REST Client Support and Compression Support under the Runtime tab.
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Figure6.7:
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Step 3: Double check the URL of the PowerServer Web APIsin the Web APIstab. Make
sure the port number is not occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr portnumber™ to check if the port
number is occupied by any other program.

The built-in IWT server will run at the same URL as the PowerServer Web API. If the
PowerServer Web APl URL is changed, change the JWT server root URL accordingly in the
INI file.

Step 4: Double check that Use built-in JWT server is selected from the Auth Templatelist
box in the Web API s tab.

Step 5: Save the changes and deploy the PowerServer project (using the "Build & Deploy
PowerServer Project” option) so that the above settings can take effect in the installable cloud
app.

6.2.3 Appendix

6.2.3.1 Validate username and password against a database

When the username and password are passed from the application to the built-in IWT
server, the WT server will by default authenticate them against users defined in the
DefaultUser Store.csfile. If users are defined in an authentication database instead of
DefaultUser Stor e.cs, you can choose to

» Have JWT server to connect to the authentication database and authenticate the user every
time when atoken is requested (see this section for details); or

» Populate users from the database to the user list of the DefaultUserStore.csfile, and the
user list will be cached and used to authenticate the user when atoken is requested.
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The benefit of populating and caching the user list isthe JWT server does not need to
connect to the authentication database every time when a user is authenticated, but the
downsideisif the users in the authentication database are updated, the PowerServer Web
APIs needs to be restarted to refresh the user list.

This section will show you how to populate and cache the user list of the DefaultUserStore.cs
file.

Step 1. Open the DatabaseUser Stor e.cs file and add the following scripts. Suppose a SQL
Server database will be connected. Modify the database connection string according to your
environment.

usi ng System Col | ections. Ceneri c;
usi ng System Linq;

usi ng System Security. d ai is;

using ldentityMdel;

using Mcrosoft. Data. Sql dient;

usi ng M crosoft. Ext ensi ons. Loggi ng;
usi ng SnapObj ect s. Dat a;

usi ng SnapObj ect s. Dat a. Sql Ser ver ;

nanmespace Server APl s

{
public class DatabaseUserStore : |UserStore

{
private readonly |Logger _| ogger;
private readonly List<UserMdel > _users;

publ i ¢ Dat abaseUser St or e( | Logger <Dat abaseUser St or e> | ogger)
{
_l ogger = | ogger;
_users = new Li st <User Model >();
string Constr = @Data Source=172.16. 1. 10, 1433; I ni ti al
Cat al og=pb_cl oud; | nt egrat ed Security=Fal se; User
| D=sa; Passwor d=1234; Pool i ng=True; M n Pool Si ze=0; Max Pool
Si ze=100; Mul ti pl eActi veResul t Set s=Fal se; Encr ypt =Fal se; Trust Server Certi fi cat e=Fal se; Applicationln
Sql Ser ver Dat aCont ext _context = new Sql Ser ver Dat aCont ext ( new
Sql Connect i on(Constr));

string sql = "sel ect usernanme, password fromusers where isValid = 1";
var users = _context. Sql Execut or. Sel ect <Dynami cModdel >(sql);

foreach (var u in users)

{

_users. Add(new User Model
{
User nane = u. Get Val ue<string>(0),
Password = u. Get Val ue<string>(1),
Clainms = new |
{
new Cl ai m(Jwt C ai niTypes. Nane, u. CGet Val ue<string>(0)),
new C ai m(Jw C ai niTypes. Scope, "serverapi"), [//this script
i s added because scope is enabl ed by default

2
1)

i
}
publ i c User Mbdel ValidateCredential s(string usernane, string password)
{

var user = _users.FirstODefault(x => x.Usernane == usernanme &&

Xx. Password == password);
if (user !'= null)
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_l ogger . Logl nformati on($"User <{username}> |[ogged in.");

return user;

}

el se

{
_logger. LogError($"lInvalid login attenpt.");

return default;

}

To connect with a database type different from SQL Server, add the following namespace
accordingly.

usi ng SnapQbj ects. Dat a. MySql ;

usi ng SnapObj ects. Dat a. Or acl e;

usi ng SnapObj ect s. Dat a. Post greSql ;

usi ng SnapObj ect s. Dat a. dbc;

Step 2: Open the AuthenticationExtensions.cs file and modify the script to inject the
DatabaseUser Stor e class instead of the DefaultUser Stor e class.

/'l servi ces. AddSi ngl et on<l User St ore, Def aul t User St ore>();
servi ces. AddSi ngl et on<l User St ore, Dat abaseUser St ore>();

6.3 Using OAuth 2.0

6.3.1 Preparations

Before making changes to the PowerBuilder client app, let's follow the steps below to make
sure 1) the PowerBuilder application can run successfully, 2) the app has been deployed as an
installable cloud app successfully, and 3) the PowerServer C# solution (including the built-in
OAuth server) has been successfully generated.

In this tutorial, we will take Sales Demo as an example.

Step 1. Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator.

Step 2: When the SalesDemo workspace is loaded in the PowerBuilder IDE, click the Run
button in the PowerBuilder toolbar.

Step 3: When the application main window is opened, click the Addressicon in the
application ribbon bar and make sure data can be successfully retrieved.

Step 4: Create and configure a PowerServer project for the Sales Demo app (detailed
instructions are provided in the Quick Start guide).

IMPORTANT: Inthe Web APIstab, select Use built-in OAuth server from the Auth
Template list box.

Step 5: Deploy the application as an installable cloud app. The PowerServer C# solution is
generated, but the installable cloud app cannot run yet because further settings and changes
are required, as explained in the subsequent sections.
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The PowerServer C# solution contains a built-in OAuth server and the authentication class
files as shown below.

» The built-in OAuth server usesthe I dentitySer ver 4 framework. It isincluded in the
Server API s project; it will run automatically when the PowerServer Web APIs (the
Server API s project) runs. Y ou can use another OAuth server (such as Google OAuth 2.0
Authorization Server) instead of using the built-in server. In thistutorial, we will use the
built-in server to authenticate the user credentials and return the token.

» DefaultConfig.cs defines two OAuth authorization flows: client credentials and
resource owner password; and in each flow defines client ID, client name, grant type,
client secret, scope etc. If you want to define different credentials, you can change this
file accordingly.

» DefaultUser Stor e.cs defines two users by default. Y ou can change this file to define
more Users.

The users can also be defined and stored in the database or LDAP server. Refer to
Validate username and password against a database or Validate username and password
against an LDAP server for more information.

» DatabaseUser Stor e.cs can be added with scripts to connect with an authentication
database where the users are defined and stored.

» The authentication class and configuration files will be used by the PowerServer Web APIs
to validate the token (passed from the client) against the OAuth server and, if validation is
successful, datawill be obtained from the database.

» Authentication.json contains the settings for enabling the authentication feature
("PowerServer:EnableAuthentication™) and specifying the URL of the OAuth server
("Authority").

The "PowerServer:EnableAuthentication” setting is set to true by default. Setting it to
false will turn off the authentication feature. The "Authority" setting is set to the OAuth
server URL which isthe same as Web APl URL by default, as the built-in OAuth server
resides in the PowerServer Web API. If you set up your own OAuth server, change the
URL in thisfile accordingly.
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Figure 6.8:

Solution Explorer
=LY 2

Solution 'PowerServer_salesdemo8' (3 project)
I Solution kems
c#| AppModels
ServerAPls
Properties
Dependencies
I AppConfig
4 [m Authentication
4 [mb ldentityServerd
4 [m Impl
DatabaselserStore.cs
DefaultConfig.cs
DefaultUserStore.cs
4 [m Models
UserModel.cs
IUzerStore.cs
UserValidator.cs
= Authenticationjson
Authentication.amil
AuthenticationExtensions.cs
AuthenticationMiddleware.cs
Il Controllers
Il HealthChecks
I Logging
I OpenaPl

Program.cs

= Serverjson

Startup.cs
L ServerAPls.Tests

6.3.2 Modifying the PowerBuilder client app

6.3.2.1 Purpose

In this section, we will modify the PowerBuilder application source code and the
PowerServer project settings to achieve the following results:

» Sendsthe user credentials and/or password to the OAuth server and gets a token from the
OAuth server if authentication is successful.

» Uses the token to access data from the PowerServer Web API.

» Refreshes the token when necessary.

6.3.2.2 Add scripts
Step 1: Declare the following global variables.

/| Token expiresin
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Long gl _Expiresin
/I Refresh token cl ockskew
Long gl _C ockSkew = 3

Step 2: Define aglobal function and nameit f_Authorization().

Select from menu File > New; in the New dialog, select the PB Object tab and then select

Function and click OK to add a global function.

This global function uses the HTTP Post method to send the user credentials to the
authentication server and then gets the token from the HTTP Authorization header.

Add scriptsto thef_Authorization() function according to the following scenarios:

» Scenario 1: Supports Client Credentials (GrantType="client_credentials") and gets the

client ID and secret from the application.

» Scenario 2: Supports Resource Owner Password (GrantType="password") and gets the

username and password from alogin window.

» Scenario 3: Supports Resource Owner Password (GrantType="password") and gets the

username and password from the INI file.

Scripts for scenario 1.

Supports Client Credentials (GrantType="client_credentials") and getsthe client |
secret from the application.

D and

When the application starts, the application uses the client ID and secret stored in the

application to get the token from the OAuth server, and when the token expires, it
automatically refreshes the token.
/linteger f_Authorization() for client_credentials

// The URL for requesting token is specified in the IN file
QAut hd i ent | oac_Cl i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |s_UserNane, |s_UserPass

String | s_TokenType, |s_AccessToken

String | s_type, |s_description, |Is_uri, |s_state

Integer |Ii_Return, |i_rtn

li_rtn = -1

I's_url = profilestring("C oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr_Request.tokenlocation = Is_url

Itr_Request. Method = "POST"

Itr_Request.clientid = "client"

Itr_Request.clientsecret = "511536EF- F270- 4058- 80CA- 1C89C192F69A"
Itr_Request.scope = "serverapi"

Itr_Request.granttype = "client_credential s"

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = | tr_Response. gettokentype( )
| s_AccessToken = | tr_Response. Get AccessToken()
[/ Application Set Authorization Header
CGet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType +
+l s_AccessToken, true)
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/] Set G obal Vari abl es
gl _Expiresin = |tr_Response. getexpiresin( )

li_rtn =1

El se

li_Return = Itr_Response. Get TokenError(ls_type, |s_description, Is_uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )
Return li_rtn

Scripts for scenario 2:

Supports Resource Owner Password (GrantType="password") and gets the username and
password from alogin window.

When the application starts, the client ID and secret stored in the application as well as
the username and password from the login window will be sent to the OAuth server to get
the token, and when the token expires, the login window displays for the user to input the
username and password again.

The username and password will be passed to the OAuth server and validated against

the DefaultUserStore.csfile (to validate against a database or LDAP server rather than
DefaultUserStore.cs, refer to Validate username and password against a database or Validate
username and password against an LDAP server for more information).

The following scripts will work only after you implement alogin window and return the
username and password to the f_Authorization() function.

I/l nteger f_Authorization() for password from | ogi n wi ndow
/1 The URL for requesting token is specified in the IN file
[l usernane & password are passed fromthe | ogin wi ndow

QAut hd i ent | oac_d i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |s_UserNane, |s_UserPass

String | s_TokenType, |s_AccessToken

String | s_type, |s_description, |Is_uri, |s_state

Integer |li_Return, li_rtn

li_rtn = -1

I's_url = profilestring("C oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr_Request.tokenlocation = Is_url
I tr_Request. Met hod = " POST"
Itr_Request.clientid = "ro.client"

Itr_Request.clientsecret = "08692CED- 944D- 4DA9- BFEF- OFE503C203AC"
Itr_Request.scope = "serverapi"
Itr_Request.granttype = "password"

/11 ogin wi ndow can be inplenmented to return username & password according to actual
needs

/I Open(w_| ogi n)

// Return User Nane & Password

If IsNull ( Is_UserNane ) O Len ( |s_UserNane ) = 0 Then
MessageBox( "Tips", "UserName is enmpty!" )

Return li_rtn

End |f
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If IsNull ( Is_UserPass ) O Len ( |s_UserPass ) = 0 Then
MessageBox( "Ti ps", "Password is enpty!" )

Return li_rtn
End |f
I tr_Request. User Name = | s_User Nanme
Itr_Request.Password = | s_User Pass

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = |tr_Response. gettokentype( )
| s_AccessToken = | tr_Response. Get AccessToken()
[/ Application Set Authorization Header
CGet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType +
+l s_AccessToken, true)
/] Set G obal Variables
gl _Expiresin = |tr_Response. getexpiresin( )

li_rtn =1

El se

li_Return = Itr_Response. Get TokenError(ls_type, |s_description, Is_uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )
Return li_rtn

Scripts for scenario 3:

Supports Resource Owner Password (GrantType="password") and gets the username and
password from the INI file.

When the application starts, the client 1D and secret stored in the application as well asthe
username and password from the INI file will be sent to the OAuth server to get the token,
and when the token expires, it automatically refreshes the token.

The username and password will be passed to the OAuth server and validated against

the DefaultUserStore.csfile (to validate against a database or LDAP server rather than
DefaultUserStore.cs, refer to Validate username and password against a database or Validate
username and password against an LDAP server for more information).

/[l nteger f_Authorization() for password fromIN file
// The URL for requesting token is specified in the IN file
[/ username & password are passed fromthe IN file

QAut hd i ent | oac_dl i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |Is_UserName, |s_UserPass

String |s_TokenType, |s_AccessToken

String |s_type, |s_description, Is_uri, |s_state

Integer |i_Return, li_rtn

li_rtn = -1

I's_url = profilestring("C oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr_Request.tokenlocation = Is_url

I tr_Request. Met hod = " POST"

Itr_Request.clientid = "Yourd ientldThat CanOnl yRead"
Itr_Request.clientsecret = "yoursecret1"
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Itr_Request.scope = "scope.readaccess"
Itr_Request.granttype = "password"

[/ From Cl oudSet ti ng. i ni

I's_UserNane = ProfileString("C oudSetting.ini", "users", "userNane", "")
Is_UserPass = ProfileString("C oudSetting.ini", "users", "userPass", "")
If IsNull ( Is_UserNane ) O Len ( |s_UserNane ) = 0 Then

MessageBox( "Tips", "UserNanme is enmpty!" )

Return |li_rtn

End |f

If IsNull ( Is_UserPass ) O Len ( |s_UserPass ) = 0 Then

MessageBox( "Ti ps", "Password is enpty!" )

Return li_rtn
End |f
I tr_Request. User Name = | s_User Nane
Itr _Request.Password = | s_User Pass

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = | tr_Response. gettokentype( )
| s_AccessToken = |tr_Response. Get AccessToken()
[/ Application sets the authorization header
CGet appl i cation(). Set Ht t pRequest Header (" Aut hori zati on", |s_TokenType +
+l s_AccessToken, true)
/1 Set the gl obal vari abl es
gl _Expiresin = |tr_Response. getexpiresin( )

li_rtn =1

El se

li_Return = Itr_Response. Get TokenError(ls_type, |s_description, Is_uri, |s_state)
MessageBox( "AccessToken Failed", "Return: " + String ( li_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )

Return li_rtn

Step 3: Insert atiming object (timing_1) to the application and add the following scripts to
the Timer event of timing_1.

1) Open the application object and then select from menu Insert > Object > Timing to add a
timing object to the application.

2) Add the following scriptsto the Timer event of timing_1.

// Aut henti cates the user
f _Aut hori zation()

When displayed in the source editor, the Timer event looks like this:

event tiner;//Authenticates the user
f _Aut hori zation()
end event
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Figure6.9:
E salesdemo (salesdemo) (C:\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Examples\Example Sales App'Mative_PB\Appeon.!
L =
[ Script - timer for_returns (Hone) Ol x|
timing_1 ~ || E timer () returns {none) A4 || Eﬂ
V/Authorization

f_Authorization()

timer {Event List 3Function List kDedare Instance Variables

Step 4: Add the following scripts to the application Open event.

Place the scripts before the database connection is established. The scripts get the token from
the OAuth server and then start the user session (using the BeginSession function) to include
the token information in the session.

[/ Aut henticates the user and returns the token
If f_Authorization() <> 1 Then

Ret urn

End |f

//Starts the session
long Il _return
Try
I'l _return = Begi nsession()
If Il _return <> 0 Then
Messagebox (" Begi nsession Failed:" + String(ll_return),
CGet Ht t pResponsesSt at usText () )
End if
Catch ( Throwabl e ex)
MessageBox( " Throwabl e", ex. Get Message())
Ret urn
End Try

/I Refreshes the token for tining
If gl _Expiresin > 0 And (gl _Expiresin - gl _C ockSkew) > 0 Then
[/ Timer = Expiresin - O ockSkew

/13600 - 3
timng_1.Start(gl _Expiresin - gl _C ockSkew)
End |f
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[/ Connects to db

Figure6.10:

E salesdemo (salesdemo) (C\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!
IEISa'bt—ope"lFor returns (None) Qﬂ_
salesdema ~ || £ open ( string commandline ) returns {none) e || Eﬂ
[ Authorization ~
It f_Authorization() <= 1 Then
Return
End If

//Start session

long ll_return

Try

ll_return = Beginsession()

I ll_return <= 0 Then
Messagebox("Beginsession Failed:" + String(ll_return), GetResponseStatusText(])
End if

Catch { Throwable ex)

MessageBox( "Throwable", ex.GetMessage())
Return

End Try

//Refresh token for timing

It gl_Expiresin = 0 And (gl_Expiresin - gl_ClockSkew) = 0 Then
[{Timer = Expiresin - ClockSkew

/{3600 -3

timing_1.5tart(gl_Expiresin - gl_ClockSkew)

End If

/{Connect to db

£ >
open iEvent List i Function List yDedare Instance Variables

Step 5: Add the following scripts to the SystemError event.

The scripts will trigger the SystemError event when the session or license encounters an
error; and if the token isinvalid or expires, the scriptswill call thef_Authorization function
to get the token again.

Choose Case error. Number

Case 220 to 229 //Session Error

MessageBox ("Session Error", "Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 230 to 239 //License Error

MessageBox ("License Error", “"Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 240 to 249 //Token Error

MessageBox ("Token Error", "Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )

/[ Aut hori zati on

f _Aut hori zation()

Case El se

MessageBox ("SystemError", "Number:" + String(error.Nunber) + "~r~nText:" +
error. Text )
End Choose
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Figure6.11:

E salesdemo (salesdemo) (C:\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Examples\Example Sales App'Mative_PB\Appeon.!

L -
[+ Script - systemerror for_returns (Mone) =] B

salesdema A |L systemerror () returns {none) e || Eﬂ

Choose Case error.Number

Case 220 to 229 //Session Error

MessageBox ("Session Error’, "Number:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 230 to 239 //License Error

MessageBox ("License Error", "Number:" + String{error.Mumber) + "~r~nText:" + error.Text )
Case 240 to 249 //Token Error

MessageBox ("Token Error”, "Mumber:" + String(error.Number] + "~r~nText:" + error.Text )
[/Authorization

f_Authorization()

Case Else

MessageBox ("SystemError", "Mumber:" + String{error.Mumber) + "~r~nText:" + error. Text )
End Choosel

< >
systemerror AEvent List ,Function List yDedare Instance Variables

6.3.2.3 Add an INI file
Create an INI file in the same location as the PBT file and name it CloudSetting.ini.

Specify the URL for requesting the token from the OAuth server in the CloudSetting.ini file.
Notice that TokenURL points to the "/connect/token" API of the built-in OAuth server, and
the OAuth server root URL (for example, https://localhost:5000/) is the same as the URL of
PowerServer Web API. If you change the PowerServer Web APl URL, change the root URL
here accordingly.

[ Set up]
TokenURL=ht t ps: // | ocal host : 5000/ connect / t oken

To support "scenario 3" which supports Resource Owner Password (GrantType="password")
and gets the username and password from the INI file, you need to add the following section
to the CloudSetting.ini file and set the user name and password accordingly.

[users]
user Nane=al i ce
user Pass=al i ce

6.3.2.4 Start session manually by code

By default, the user session is automatically created when the application starts; and the
session includes no token. For the session to include the token, the session must be started
manually by code instead of automatically.

To start the session manually by code,
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Step 1: Enable "Begin session by code” in the PowerBuilder IDE. (Steps: Open the
application object painter, click Additional Propertiesin the application's Properties dialog;
in the Application dialog, select the Power Server tab and then select the Begin session by
code option and click Apply.)

After this option is enabled, when the BeginSession function in the application Open event
iscalled, it will create a session that includes the token information (See scriptsin step 4 in

"Add scripts").

Figure6.12:

Application X

Text Font Column Font Header Font Label Font Icon Variable Types RichTextEdit Themes PDF Export PowerServer

[8eg odel

This option enables you to incorporate token authentication in your application, or add additional information to the session.

[ buring compilation, report unsupported PowerScript features for PowerServer deployment
This option enables the PowerBuilder compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs,

Cancel Apply Help

6.3.2.5 Modify and re-deploy the PowerServer project

Step 1: Add the INI file CloudSetting.ini to the Files preloaded in uncompressed for mat
section under the Exter nal Files tab.

Step 2: Select OAuth 2.0 Support and Compression Support under the Runtime tab.
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Figure6.13:

General Libraries External Files  puntime  Signing Deploy General Libraries External Files  Runtime  Signing  Deployment

Specify the external files (Ul theme files, images/videos, DL PowerBuilder runtime version: | 21.0.0.1100
running the app.

=% Files preloaded as compressed packages Select the runtime modules that must be downloaded to the dient

----- 2 ribbonbar_show, xml

| E-¥§ theme Web Integration Feat
—|fz'_'| Files preloaded in uncompressed format V1Eb ntegration Features
..... [ apisetup.ini OAuth 2.0 Support
e bubhle.html [] RESTClient Support
..... E WebBrowser Support
""" RichTedEdit Support
----- 2 comman.phbl PP
..... [ DemoAPLdl [ T TextControl ActiveX 15.0
..... ) line.himl L] T TextControl ActiveX 28,0
""" () loader.js Additional Features

Compression Support

== Images/videcs dynamically loaded

31 image [ dothET Assembly Calls

[] M3 Excel12 Support
|:| MativePDF Support

[1reDoM

RibbonBar Support

Mhrenlata Faaturar

Step 3: Double check the URL of the PowerServer Web APIsin the Web APIstab. Make
sure the port number is not occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr portnumber™ to check if the port
number is occupied by any other program.

The built-in OAuth server will run at the same URL as the PowerServer Web APIs. If the
PowerServer Web APl URL is changed, change the OAuth server root URL accordingly in
the INI file.

Step 4: Double check that Use built-in OAuth server is selected from the Auth Template
list box inthe Web APIstab.

Step 5: Save the changes and deploy the PowerServer project (using the "Build & Deploy
PowerServer Project” option) so that the above settings can take effect in the installable cloud

app.
6.3.3 Appendix

6.3.3.1 Validate username and password against a database

When the username and password are passed from the application to the built-in OAuth
server, the OAuth server will by default authenticate them against the users predefined in
DefaultUserStore.cs. For security concern, you might want the OAuth server to authenticate
against the users stored in a database instead of DefaultUserStore.cs.

To do that, you will need to modify the UserValidator .csfile so that every time when
atoken isreguested, the OAuth server will connect to the database and authenticate the
user. (Another option is to populate and cache users from the database to the user list of the
DefaultUserStore.csfile. See this section for details.)
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Step 1: Add namespaces. Suppose a SQL Server database will be connected. The following
namespaces need to be added.

usi ng System

using Mcrosoft. Data. Sql dient;
usi ng SnapObj ect s. Dat a;

usi ng SnapObj ect s. Dat a. Sql Ser ver ;

To connect with a database type different from SQL Server, add the following namespace
accordingly.

usi ng SnapObj ects. Data. MySql ;
usi ng SnapQbj ect s. Dat a. O acl e;
usi ng SnapObj ect s. Dat a. Post greSql ;

usi ng SnapObj ect s. Dat a. Gdbc;

Step 2: Add the connection string to connect to the database and authenticate the username
and password against the users in the database.

Below isthe complete scripts of the User Validator .cs file (suppose the users are stored in the
"users' tablein a SQL Server database).

usi ng System Thr eadi ng. Tasks;
using ldentityServer4. Model s;
using ldentityServer4. Validation;
usi ng System

using Mcrosoft. Data. Sql O ient;
usi ng SnapObj ect s. Dat a;

usi ng SnapObj ect s. Dat a. Sql Ser ver ;

nanmespace Server APl s

{

public class UserValidator : |ResourceOmerPasswordVal i dat or
{
publ i c Task Val i dat eAsync(Resour ceOmer Passwor dVal i dat i onCont ext cont ext)
{
/1 To val i date usernane and password agai nst a SQ.Server database, set
t he connection string as bel ow
String Constr = @Data Source=172.16. 1. 10, 1433; I ni ti al
Cat al og=pb_cl oud; | nt egrat ed Security=Fal se; User
| D=sa; Passwor d=1234; Pool i ng=True; M n Pool Si ze=0; Max Pool
Si ze=100; Mul ti pl eActi veResul t Set s=Fal se; Encrypt =Fal se; Trust Server Certi fi cat e=Fal se; Applicationln
Sql Server Dat aCont ext _context = new Sql Ser ver Dat aCont ext ( new
Sql Connecti on(Constr));

string sql = "select usernane fromusers where isValid = 1 and usernane
='" + context.UserNanme + "' and password = '" + context.Password + "'";
var users = _context. Sql Execut or. Sel ect <Dynam cMddel >(sql);

if (users.Count >= 1)

//1f validation is successful, returns the user
context.Result = new Grant Val i dati onResul t (subj ect:
cont ext . User Nanme, aut henti cati onMet hod: "custom');

}

el se

//1f validation failed, returns the error

context.Result = new
Grant Val i dati onResul t (TokenRequest Errors. I nvali dG ant, "lncorrect usernanme or
password. ") ;
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}

return Task. Conpl et edTask;

6.3.3.2 Validate username and password against an LDAP server

When the username and password are passed from the application to the built-in OAuth
server, the OAuth server will by default authenticate them against the users predefined in
DefaultUserStore.cs. For security concern, you might want the OAuth server to authenticate
against the users stored in an LDAP server instead of DefaultUserStore.cs.

To do that,

Step 1: Install the Microsoft.Windows.Compatibility NuGet package first, as the following
sample scripts make references to this package.

Step 2: Modify the User Validator .csfile.

Hereis a sample script of the UserValidator.cs class that connects to an LDAP server to
authenticate the user credentials.

using ldentityServer4. Model s;
using ldentityServer4. Validation;
usi ng System
usi ng System Di rect oryServi ces;
usi ng System Thr eadi ng. Tasks;
nanmespace Server APl s
{
public class UserValidator: |ResourceOaerPasswordVali dator
{
publ i c Task Val i dat eAsync(Resour ceOmer Passwor dVal i dat i onCont ext cont ext)
{
string strError = string. Enpty;
bool |b_succes = fal se;
string |s_server = "|dap. appeon. coni';
string | s_user = context.User Naneg;
string | s_pass = context.Password;
using (DirectoryEntry adsEntry = new DirectoryEntry("LDAP://" +
| s_server, |s_user, |s_pass, AuthenticationTypes. Secure))
{
using (DirectorySearcher adsSearcher = new
Di rect orySear cher (adsEntry))

adsSearcher. Filter = "(SAMAccount Name=" + |s_user + ")";
adsSear cher . Properti esToLoad. Add("cn");
try
{
Sear chResul t adsSearchResult = adsSearcher. Fi ndOne();
i f (adsSearchResult == null)

{
}

I b_succes = fal se;

}

catch (Exception ex)

{

}
finally

{

strError = ex. Message;

adsEntry. d ose();
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}

if (strError.Length == 0)
{

}

I b_succes = true;

if (lIb_succes)
{
context.Result = new GrantValidationResult(subject:
cont ext . User Name, aut henti cati onMet hod: "custom');
}

el se

{

context.Result = new

G ant Val i dati onResul t (TokenRequest Errors. I nvali dG ant, "Incorrect
user nane, password or server.");
}

return Task. Conpl et edTask;

6.3.3.3 Test the OAuth server

Test the OAuth server by sending a request which includes the grant type, scope, client 1D,

client secret, and user credentials.

1. Right click in the code block of a method, and select Run Test(s) from the popup menu.
The Web API Tester is launched.

2. Inthe Web API Tester, click the plus (+) sign to create a new request:
URL: http://local host:5000/connect/token
HTTP method: POST

Content-Type: application/x-www-form-urlencoded

Request (when grant typeis client credentials):

grant _type=client_credential s&cope=scope. readaccess&cl i ent_i d=Yourd i ent | dThat CanOnl yRead&cl i «
Or request (when grant type is resource owner password):

grant _t ype=passwor d&scope=scope. r eadaccess&cl i ent _i d=Your Cl i ent | dThat CanOnl yRead&cl i ent _secret:

3. Click Send to send the request, and the OAuth server returns the token information if
validation is successful.
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Figure6.14:

Web AP| Tester

APls 1 Sample.Load localhost:5001 = X +

s POST ~ | httpsy/flocalhost:5001/connect/token
4 &7 History
2 Today

.. Params Headers (4) Authorization Body * Cookies (1)
4 &, Controllers

Sample(5) Content-Type: application/x-www-form-urlencoded v B Size: 0.00 KB
Load()
LoadOne(Int32 id)
Update(String value)
Add(Int32 id, String value)
Delete(Int32 id)

grant_type=dlient_credentialsBiscope=scope.readaccess8tclient_id=YourClientldThatCanOnlyRead&tclient_secret=yoursecret1

Body Headers (11) Cookies
{

oke: Uzl NilsImtp.

Preview

6.4 Using Amazon Cognito

6.4.1 Preparations

Before making changes to the PowerBuilder client app, let's follow the steps below to make
sure 1) the PowerBuilder application can run successfully, 2) the app has been deployed as an
installable cloud app successfully, and 3) the PowerServer C# solution (including the built-in
Amazon Cognito server) has been successfully generated.

In this tutorial, we will take Sales Demo as an example.

Step 1: Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator.

Step 2: When the SalesDemo workspace is loaded in the PowerBuilder IDE, click the Run
button in the PowerBuilder toolbar.

Step 3: When the application main window is opened, click the Addressicon in the
application ribbon bar and make sure data can be successfully retrieved.

Step 4: Create and configure a PowerServer project for the Sales Demo app (detailed
instructions are provided in the Quick Start guide).

IMPORTANT: Inthe Web APIstab, select Use built-in AWS Cognito server from the
Auth Template list box.

Step 5: Deploy the application as an installable cloud app. The PowerServer C# solution is
generated, but the installable cloud app cannot run yet because further settings and changes
are required, as explained in the subsequent sections.
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The PowerServer C# solution contains a built-in Amazon Cognito server and the
authentication class files as shown below.

» The built-in Amazon Cognito server authenticates the user credential with the Cognito
service and returns an identity token. The built-in server isincluded in the Server APIs
project; it will run automatically when the PowerServer Web APIs (the Server APIs
project) runs.

» The authentication class and configuration files will be used by the PowerServer Web APIs
to validate the token passed from the client; and if validation is successful, data will be
obtained from the database.

» Authentication.json contains the settings for enabling the authentication feature
("PowerServer:EnableAuthentication") and specifying the Amazon Cognito user pool
("AWS").

The "PowerServer:EnableAuthentication” setting is set to true by default. Setting it to
false will turn off the authentication feature. The "AWS" block is used to the specify the
Amazon Cognito user pool including region, user pool 1D, user pool client ID, and user
pool client secret.

Figure6.15:

Solution Explorer

Solution 'PowerServer_salesdemo8' (2 project)
B Solution tems
cx| AppModels
ServerAPls
Properties
Dependencies
I AppConfig
4 [m Authentication
4 [m Cognito
TokenRequest.cs
TokenResponse.cs
LIserValidator.es
L Authenticationjscn
Authentication.xml
AuthenticationExtensions.cs
AuthenticationMiddleware.cs
Il Controllers
Il HealthChecks
I Logging
I OpentPl

Program.cs

L Serverjson

Startup.cs
L ServerAPls Tests
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6.4.2 Creating the Amazon Cognito user pool

This tutorial uses the Amazon Cognito user pool as an SAML identity provider for the
installable cloud app.

The following outlines the key steps for creating the Amazon Cognito user pool. For
complete and detailed instructions, please refer to Getting Started with User Pools.

When the user pool is created successfully, gather the information such as region, user pool
ID, user pool client ID, and user pool client secret which are required by the built-in server
later (as shown below).
"AWE': {

"Regi on": "us-west-2",

"User Pool 1d": "us-west-2 5wyQzYnld",

"User Pool Clientld": "4linbauf6d58b552r6l c3gbpkc",

"User Pool ClientSecret": "1prl nD8gnBapt| okcbai 88eki egf f 9ngbc98nhebf art 5g4a3cr 2"
}

Step 1: Set up the AWS Single Sign-On (SSO).
Before you can set up AWS Single Sign-On (SSO), you must:
» Havefirst set up the AWS Organizations service and have All features set to enabled. For

more information about this setting, see Enabling All Featuresin Y our Organization in the
AWS Organizations User Guide.

» Sign in with the AWS Organizations management account credentials before you begin
setting up AWS SSO. These credentials are required to enable AWS SSO. For more
information, see Creating and Managing an AWS Organization in the AWS Organizations
User Guide. Y ou cannot set up AWS SSO while signed in with credentials from an
Organization’s member account.

For more details, refer to AWS SSO prerequisites.
Step 2: Get the SAML 2.0 metadata.
1) Add anew application.

E,'_""_v_,S Services ¥

control panel 4 AWS S50 > application

AWS account applicatiﬂn

| appiication
Configure single sign-on (350) access permiss

user leamn more /
group Add new application

Set up
Application name «
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2) Add a custom SAML 2.0 application.

Add new application

Choose an application from our catalog of pre-integrated cloud applications, or choose to add a custom SAML 2.0 application.
Each application comes with detailed instructions to help you establish trust between AWS SSO and the application's service provider.
learn more

AWS SSO application catalog

Add a custom SAML 2.0 application
You can add SSO integration to custom applications that support SAML 2.0

3) After filling in the configuration, save it, and then download the SAML metadata file or
save the metadata file URL.

For more details, refer to AWS Single Sign-On.

Step 3: Add an identity provider.
1) Click Add provider.

Identity and Access x 1AM dentity provider
Management (IAM)

0 Have you considered using AWS Single Sign-On ($50)? x
control panel AWS Single Sign-On (SSO)# It allows you to easily centrally manage the access permissions of

multiple AWS accounts, and allows users to single sign-on to their assigned accounts from one location.
W Access management With AWS SS0. you can create and manage user identities in AWS SS0, and you can easily connect to
existing SAML 2 0-compliant identity providers. learn more &'

group
user

Character Identity provider (1) i
Strategy /

Identity provider

account settings

W Access report

Access analyzer Provider

Arrhivinn riiles

2) Select SAML and then upload the SAML metadata file you just got.
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control panel

¥ Access management
group
user
Character
Strategy
Identity provider

account settings

¥ Access report
Access analyzer
Archiving rules
Analyzer
Set up
Voucher report
organize event

Service Control Policy (SCF)

Step 4: Create the user pool.

Add an identity provider

Configuration provider

Provider type

O SAML OpenlD Connect

Provider name

Metadata document

+ Select a document

® ps_ins-0fe74be92a87196.xml

a. Go to the Amazon Cognito console. Y ou might be prompted for your AWS credentials.

b. Choose Manage User Pools.

c. Inthetop-right corner of the page, choose Create a user pool.

d. Provide aname for your user pool, and choose Review defaults to save the name.

e. Inthe top-left corner of the page, choose Attributes, choose Email address or phone
number and Allow email addr esses, and then choose Next step to save.

f. Inthe left navigation menu, choose Review.

0. Review the user pool information and make any necessary changes. When the information
is correct, choose Create pool.
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What do you want to name the user pool?

Enter a descriptive name for your user pool for easy identification in the future.

Pool name

Test 1. Input your user pool name

How do you want to create a user pool?
2. Click "View the default value"

View the default value Step by step

introduction to settings
First check the default values, then

customize as needed Step through each setting to make a choice

Fill in the following configuration as required.

Create user pool

name
Aftributes

Strategy

MFA and verification
Message customization
label

equipment

Application client
trigger

Review

Tips: It isrecommended to modify the configuration (for example, "Attributes") that cannot
be modified after pool creation.

Step 5: Create the user pool application client.

a. On the navigation bar on the left-side of the page, choose App clients under Gener al
settings.

b. Choose Add an app client.
c. Giveyour app aname.

d. Check Generate client key.
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e. Check Enable authentication based on username and passwor d
(ALLOW_USER_PASSWORD_AUTH).

f. Choose Create an application client.

Apgplication client name

I Required Input your Application client name.

Refresh token expiration time

Must be between 60 minutes and 3650 days

minute

.

Access token expiration time

Must be between 5 minutes and 1 day Cannot be later than the refresh token expiration time

minute

ID token expiration time

Must be between 5 minutes and 1 day. Cannot be later than the refresh token expiration time

minute

Generate client key «~ Check it.

Authentication process configuration
] Enable username and password authorization for the management AP for authentication (ALLOW_ADMIN_USER_PASSWORD_AUTH) learn more.

Enable custom authentication based on lambda trigger (ALLOW_CUSTOM_AUTH)  leam ‘TC'?-/ Check it
ecK It

eam maore

Enable authentication based on username and password (ALLOW_USER_PASSWORD_AUTH)

Enable authentication based on SRP (Secure Remote Password) protocol (ALLOW_USER_SRP_AUTH) €arn more

[¥¥ Enable refresh token-based authentication (ALLOW_REFRESH_TOKEN_AUTH) €arm more

Security configuration
Prevent users from existing errors  Learn mare
() classic

(@ Enabled (recommended)

Set attribute read and write permissions

Create an application client

Step 6: Configure the SAML identity provider.

Open the identity provider configuration page of the user pool, choose SAML, select the
SAML metadata file downloaded in step 2 or the terminal node URL of the metadatafile.
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I General settings
Users and groups
Attributes
Strategy
MFA and verification
Advanced security
Message customization
label
equipment
Application client
trigger
analysis

I Application integration
Application client settings
domain name
Ul customization
Resource server

I Identity federation

Identity provider

Attribute mapping

Step 7: Configure the application integration settings.

Are users allowed to log in through an external federated identity

provider?

Select and configure the external identity provider to be enabled. You also need to select which identity provider to enable for
each application an the "Application Client Settings" tab under "Application Integration”. Learn more about identity federation

and Cognito user pools

o Facebook

Login with Amazon

o SAML

©

SAML

Users can use corporate identity
providers to log in through SAML

federation

Learn more about SAML

e Google

o Sign in with Apple

o OpenlD Connect

Metadatadccuny Or \

1

Select or | Provide metadata document endpoi |

Provider name

’ awsSaml

Identifier (optional)

[ | Enable IdP logout process

Create provider

SAML provider in use

awsSaml

Show signed certificate

Provider S x

a. Configure domain name. Y ou can configure the Amazon Cognito domain name or your

own domain name.

b. Configure the application client settings, select all options under the Enable identity
provider, enter the callback URL and the logout URL, select Authorization code grant
and implicit grant under the Allowed OAuth flow, select al options under the Allowed
OAuth scope, save the settings and click to publish Hosted UlI.

Page 139



Tutorial 6: Authenticating your apps

I ceneraisetngs Which identity provider and OAuth 2.0 settings should your
Users and groups application client use?
Aftributes

Each of your application clients can use different identity providers and OAuth 2.0 settings. You must enable at least one

Strategy identity provider for each application client. Learn more about identity providers.

IMFA and verification
Advanced security

Message customization

Application client salesdemo

label
) ID W S T iR
equipment
Application client Enable identity provider [ select all 1. Sel |
. Select a
trigger IZ [v] Cognito User Pool
analysis
I Application integration Login URL and logout URL
AHIECET BENESITTS Enter below the callback URL you will include in the login and logout request. Each field can contain multiple URLS,
domain name just enter a comma after each URL.
Ul customization Callback URL 2. Input Callback URL
eSCUlcE ey | hitp:/flocalhost 500%/cognito/caliback |
I |dentity federation
Identity provider Logout URL
Attribute mapping | |
OAuth2.0

Select the OAuth flow and scope that are enabled for this application. Learn maore about the process and scope.

Allowed OAuth flow

[l Authorization code grant [+ Implicit grant | [ Client credentials

Allowed OAuth scope

| [+ phone [« email [+l openid [+ aws cognito.signin.user.admin [+ profile

Allowed custom range

[ http:/flocalhost 5009/sample/customer.read

Hosted Ul

Hosted Ul provides an CAuth 2.0 authorization server with a built-in web page for users to register and log in using
the domain you created. Learn more about Hosted Ul

Hosted Ul released &

Step 8: Import or create users.

I General settings
user group
Users and groups

Attributes

IMFA and verification

Advanced security .
username activated Account Status
IMessage customization

label 063d8aa1-6780-4a33-bedc-69e98fc8948a  Enabled COMFIRMED
equipment

54179fe3-95fa-4bdb-a178-cfa101f67291 Enabled COMFIRMED
Application client

trigger ebdff41c-be61-4a3c-a06f-3271135c9dbd Enabled CONFIRMED

analysis

I Annlication intearation

Step 9: Create a group (optional).
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I General settings
user group

Users and groups
Afttributes
Strategy Create group "

MFA and verification

Advanced secunty o
group name description

IMessage customization

label admin

equipment

Application client

6.4.3 Modifying the PowerBuilder client app

6.4.3.1 Purpose

In this section, we will modify the PowerBuilder application source code and the
PowerServer project settings to achieve the following results:

» Getsthe user credential from the application login window, then authenticates it with the
Amazon Cognito User Pools and gets an identity token.

» Usesthe identity token to access data from the PowerServer Web API.

* Refreshesthe identity token when necessary.

6.4.3.2 Add scripts
Step 1: Declare the following global variables.

/| Token expiresin

Long gl _Expiresin

/I Refresh token cl ockskew
Long gl _Cl ockSkew = 3

Step 2: Define aglobal function and nameit f_Authorization().

Select from menu File > New; in the New dialog, select the PB Object tab and then select
Function and click OK to add a global function.

This global function uses the HTTP Post method to send the user credentialsto the
authorization server and then gets the identity token from the HTTP Authorization header.

Add scriptsto thef_Authorization() function to implement the following scenario: When the
application starts, the application uses the username and password from the login window to
get the token, and when the token expires, the login window displays for the user to input the
username and password again.

The following scripts hard code the username and password instead of getting them from the
login window. Y ou can change the scripts to use the login window after you implement the
login window and return the username and password to the f_Authorization() function.

[/l nteger f_Authorization() for password

/' User Nane & Password are passed fromthe | ogin w ndow
RestClient Irc_dient
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String Is_url, |Is_UserNanme, |s_UserPass, |s_PostData, |s_Response, |s_expires_in
String |s_TokenType, |s_AccessToken

String |s_type, Is_description, Is uri, |Is_state

Integer |Ii_Return, li_rtn

JsonParser |json_Parser

-1
profilestring("C oudSetting.ini","setup","TokenURL","")

li_rtn
I's_url

/11 ogin wi ndow can be inplenmented to return username & password according to actual
needs.

/1 Open(w_| ogi n)

// Return User Nane & Password

I's_UserNane = "adm n@ est . cont

| s_User Pass = "appeonl23"

If IsNull ( Is_UserNane ) O Len ( |s_UserNane ) = 0 Then
MessageBox( "Ti ps", "UserNanme is enpty!" )

Return li_rtn

End |f

If IsNull ( Is_UserPass ) O Len ( |s_UserPass ) = 0 Then
MessageBox( "Ti ps", "Password is enpty!" )

Return |li_rtn

End |f

|s_ PostData = '{"usernane":"' + |s_UserNane + '", "password":"' + |s_UserPass +
B

Irc_Cient = Create RestCient
Irc_dient. Set Request Header (" Cont ent - Type", "appl i cati on/json")
li_Return = lrc_dient.GtJIJWToken( Is_Ul, |Is PostData, |s_Response )
If Ii_Return = 1 and Pos ( |s_Response, "access_token" ) > 0 Then

| json_Parser = Create JsonParser

| j son_Parser. LoadString(l s_Response)

| s_TokenType = |json_Parser.Getltenttring("/token_type")

| s_AccessToken = | json_Parser. GetltenStri ng("/access_t oken")

[/ Application Set Authorization Header

CGet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType +

+l s_AccessToken, true)

/] Set G obal Variables

gl _Expiresin = Long (l]json_Parser. Getltemunber("/expires_in"))

li_rtn =1

El se

MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) )
End |f

If IsvValid ( |Ijson_Parser ) Then DesTroy ( |json_Parser )
If IsValid ( Irc_Client ) Then DesTroy ( lrc_Client )

Return li_rtn

Step 3: Insert atiming object (timing_1) to the application and add the following scripts to
the Timer event of timing_1.

1) Open the application object and then select from menu Insert > Object > Timing to add a
timing object to the application.

2) Add the following scripts to the Timer event of timing_1.

// Aut henti cates the user
f _Aut hori zation()

When displayed in the source editor, the Timer event looks like this:
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event tiner;//Authenticates the user
f _Aut hori zati on()

end event
Figure 6.16:
E salesdemo (salesderno) (C:\Users\Publicd\Documents\Appecn'\PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!
L -
[ Script - timer for_returns (Hone) Ol x|
timing_1 w |L timer () returns (none) w || EEI
V/Authorization

f_Authorization()

timer {Event List yFunction List kDedare Instance Variables

Step 4: Add the following scripts to the application Open event.

Place the scripts before the database connection is established. The scripts get the token from
the built-in Cognito server and then start the user session (using the BeginSession function)
to include the token information in the session.

[/ Aut henticates the user and returns the token
If f_Authorization() <> 1 Then

Ret urn

End |f

//Starts the session
long Il _return
Try
I'l _return = Begi nsession()
If Il _return <> 0 Then
Messagebox (" Begi nsession Failed:" + String(ll_return),
CGet Ht t pResponsesSt at usText () )
End if
Catch ( Throwabl e ex)
MessageBox( " Throwabl e", ex. Get Message())
Ret urn
End Try

/I Refreshes the token for tining
If gl _Expiresin > 0 And (gl _Expiresin - gl _C ockSkew) > 0 Then
[/ Timer = Expiresin - O ockSkew
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/17200 - 3
timng_ 1.Start(gl _Expiresin - gl _d ockSkew)

End If

[/ Connects to db

Figure6.17:

-

E salesdemo (salesdemo) (Ch\Users\Public\Documents\Appecn'\PowerBuilder 21.00Code Exam... E@

i
IESm'pt -open for returns (Mone)
salesdemo - |]i open { string commandline ) returns (nor V|

[{authorization

If f_Authorization() <> 1 Then
Return

End If

[{StartSession

long Il_return

Try

ll_return = Beginsession()

It lI_return <= 0 Then
Messagebox("Beginsession Failed:" + String(ll_return), GetHttpResponseStatusText())
End if

Catch { Throwable ex)

MessageBox( "Throwable", ex.GetMessage(])
Return

End Try

/[Refresh Token for timing
If gl_Expiresin = 0 And (gl_Expiresin - gl_ClockSkew) = 0 Then
[{Timer = Expiresin - ClockSkew

/{7200 -3
timing_1.Start(gl_Expiresin - gl_ClockSkew)
End If

/{ Connect to db

]
El

~

o

\open AEvent List yFunction List yDedare Instance Variables /

Step 5: Add the following scripts to the SystemError event.

The scripts will trigger the SystemError event when the session or license encounters an
error; and if thetoken isinvalid or expires, the scripts will call thef_Authorization function
to get the token again.

Choose Case error. Nunber

Case 220 to 229 //Session Error
MessageBox ("Session Error", "Nunber:
error. Text )

Case 230 to 239 //License Error
MessageBox ("License Error", "Nunber:
error. Text )

Case 240 to 249 //Token Error
MessageBox (" Token Error", "Nunber:"
error. Text )

/] Aut hori zati on

f _Aut hori zati on()

Case El se

MessageBox ("SystenError", "Nunber:"
error. Text )

+

+

+ String(error. Number) + "~r~nText:

+ String(error. Number) + "~r~nText:

String(error. Nunmber) + "~r~nText:"

String(error. Nunmber) + "~r~nText:"
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End Choose

Figure6.18:

E salesdemo (salesderno) (C:\Users\Publicd\Documents\Appecn'\PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!

L ]
[ Script - systemerror for_returns (None) Ol x|
salesdemo ~ |L systemerror () returns (none) ~ || EEI
Choose Case error.Number
Case 220 to 229 //Session Error
MessageBox ("Session Error', "Number:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 230 to 239 //License Error
MessageBox ("License Error", "Number:" + String{error.Mumber) + "~r~nText:" + error.Text )
Case 240 to 249 //Token Error
MessageBox ("Token Error”, "Mumber:" + String(error.Number) + "~r~nText:" + error. Text )
J/Authorization
f_Authorization()
Case Else
MessageBox ("SystemError”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
End Choosel

< >
systemerror AEvent List ,Function List yDedare Instance Variables

6.4.3.3 Add an INI file
Create an INI file in the same location as the PBT file and name it CloudSetting.ini.

The INI file specifiesthe URL for requesting the token from the Amazon Cognito server.
Notice that TokenURL points to the "/connect/token" API of the built-in Cognito server, and
the Cognito server root URL (for example, https://localhost:5000/) is the same as the URL of
PowerServer Web API. If you change the PowerServer Web APl URL, change the root URL
here accordingly.

[ Set up]
TokenURL=ht t ps: / /| ocal host : 5000/ connect /t oken

6.4.3.4 Start session manually by code

By default, the user session is automatically created when the application starts; and the
session includes no token. For the session to include the token, the session must be started
manually by code instead of automatically.

To start the session manually by code,

Step 1: Enable "Begin session by code” in the PowerBuilder IDE. (Steps: Open the
application object painter, click Additional Propertiesin the application's Properties dialog;
in the Application dialog, select the Power Server tab and then select the Begin session by
code option.)
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After this option is enabled, when the BeginSession function in the application Open event
iscaled, it will create a session that includes the token information (See scriptsin step 4 in

"Add scripts"’).

Figure6.19:

Application x

Text Font Column Font Header Font Label Font Icon Variable Types RichTextEdit Themes POF Export PowerServer

u to incorporate token authentication in your application, or add additional information to the session.

] buring compilation, report unsupported PowerSeript features for PowerServer deployment
This option enables the PowerBuilder compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs.

Cancel Apply Help

6.4.3.5 Modify and re-deploy the PowerServer project

Step 1: Add the INI file CloudSetting.ini to the Files preloaded in uncompr essed for mat
section under the Exter nal Files tab.

Step 2: Select REST Client Support and Compression Support under the Runtime tab.
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Figure 6.20:

General Libraries External Files puntime  Signing Deplor General Libraries External Files  Runtime  Signing  Deployment

Specify the external files (UI theme files, imagesfvideos, DL

running the app.

—|-- = Files preloaded as compressed packages
L E- theme
= -Ig] Files preloaded in uncompressed format
----- [2 apisetup.ini

bubble. html

----- [2 comman.phl

----- 2 DemoaPLdi

----- 2 line.html

----- 2 loader.js

----- [2 ribbonbar_show, xml

== Imagesfvideos dynamically loaded
e image

PowerBuilder runtime version: | 21.0.0.1100

Select the runtime modules that must be downloaded to the dient

Web Integration Features
[] cauth 2.0 Suppart
RESTClient Support
WebBrowser Support

RichTextEdit Support

[] ™ TextControl ActiveX 15.0
[] T TextControl ActiveX 28.0

Additional Features

Compression Support

[] dotMET Assembly Calls
[] ms Excel12 support
|:| MativePDF Support
[] re DOM

RibbonBar Support

Mhrenlata Faaturar

Step 3: Double check the URL of the PowerServer Web APIsin the Web APIstab. Make
sure the port number is not occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr portnumber™ to check if the port

number is occupied by any other program.

The built-in Cognito server will run at the same URL as the PowerServer Web API. If the
PowerServer Web APl URL is changed, change the root URL accordingly in the INI file.

Step 4: Double check that Use built-in AWS Cognito server is selected from the Auth

Template list box inthe Web API s tab.

Step 5: Save the changes and deploy the PowerServer project (using the "Build & Deploy

PowerServer Project” option) so that the above settings can take effect in the installable cloud

app.

6.4.4 Modifying the authentication template

The AWS Cognito user pool must be provided in the built-in Cognito server so that the

PowerServer Web APIs can use it to validate the identity token passed from the client. And if

validation is successful, it can get data from the database.

Note

The authentication template will be restored if the "Auth Template" optionis
changed and the PowerServer C# solution is re-built from the PowerBuilder IDE.
Therefore, do not change the "Auth Template" option if you have made changes to

the template in the solution.
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Open the Authentication.json file and specify the AWS Cognito user pool (including region,
user pool 1D, user pool client 1D, and user pool client secret) that will be used to validate the
identity token passed from the client.
"AWS': {

"Regi on": "us-west-2",

"User Pool 1d": "us-west-2 5wyQzYnld",

"User Pool Clientld": "4linbauf6d58b552r6l c3gbpkc",
"User Pool ClientSecret": "1prl nD8gnBapt| okcbai 88eki egf f 9ngbc98nhebf art 5g4a3cr 2"

Figure 6.21:

Authenticationjson + X

1
"PowerServer:EnableAuthentication™: true,
"AWS": {
"Region™: "us-
"UserPot
"UserpPoc
"UserPoolClientSecret™: "1pr gffomgbc98nhebfartsgd4a3dcr2”
1
d

}

1
g

6.4.5 (Optional) Testing the Cognito server
Test the built-in Amazon Cognito server by sending a request.

1. Right click in the code block of a method, and select Run Test(s) from the popup menu.
The Web API Tester is launched.

2. Inthe Web API Tester, click the plus (+) sign to create a new request:
URL.: http://|ocalhost:5000/Cognito/getToken
HTTP method: POST
Content-Type: application/json
Request:

{"usernane": "adnm n@est . conf, "password":"appeonl23",
"ClientSecret":"1prl nD8gnBapt | okcbai 88eki egf f 9ngbc98nhebf art 5g4a3cr 2"}

3. Click Send to send the request, and the API returns the token information if validation is
successful.
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Figure 6.22:

Web AP| Tester

APls. 1 Sampleload localhost:5001 & X +

POST ~  https:f/localhost5001/Cognito/getToken

4 & History

3 Today
4 I Controllers
Sample{3) Content-Tj application/json Size: 0.00 KB

Load() — - p n
LoadOne(Int32 id)
Update(String value)}
Add(Int32 id, String value)
Delete(Int32 id)

Params Headers (4) Authorization Body * Cookies (1)

Body Headers (10) Cookies
{

Preview

6.5 Using other authentication servers

PowerServer 2021 provides templates that can be easily extended to support the other identity
providers that work with the OAuth flows or JWT, such as Azure AD or Azure AD B2C.

6.5.1 Azure Active Directory (AD)

6.5.1.1 Preparations

Before making changes to the PowerBuilder client app, let's follow the steps below to make
sure 1) the PowerBuilder application can run successfully, 2) the app has been deployed as an
installable cloud app successfully, and 3) the PowerServer C# solution has been successfully
generated.

In thistutorial, we will take Sales Demo as an example.

Step 1: Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator.

Step 2: When the SalesDemo workspace is |oaded in the PowerBuilder IDE, click the Run
button in the PowerBuilder toolbar.

Step 3: When the application main window is opened, click the Addressicon in the
application ribbon bar and make sure data can be successfully retrieved.

Step 4: Create and configure a PowerServer project for the Sales Demo app (detailed
instructions are provided in the Quick Start guide).

IMPORTANT: Inthe Web APIstab, select Use exter nal auth service from the Auth
Template list box.

Step 5: Deploy the application as an installable cloud app. The PowerServer C# solution is
generated, but the installable cloud app cannot run yet because further settings and changes
are required, as explained in the subsequent sections.
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The PowerServer C# solution provides templates for configuring the address of the
authentication server like Azure AD or Azure AD B2C.

» Authentication.json contains the settings for enabling the authentication feature
("PowerServer:EnableAuthentication™) and specifying the address of the authentication
server ("Authentication:Authority™). The PowerServer Web APIswill validate the token
against the authentication server; and if validation is successful, datawill be obtained from
the database.

The "PowerServer:EnableAuthentication” setting is set to true by default. Setting it to
false will turn off the authentication feature.

The "Authentication: Authority" setting is set for WT by default; you can set the address
of Azure AD and Azure AD B2C.

Figure 6.23:

Solution Explorer
S =LY 2

Solution 'PowerServer_salesdemo7' (3 project)
I Solution ltems
c#| AppModels
ServerAPls
Properties
Dependencies
I AppConfig
4 [gg Authentication

[ Authentication.json

Authentication.xml

AuthenticationExtensions.cs

Il Controllers
I HealthChecks
I Logging
I OpenAPl

Program.cs
L Server.Developmentjson
L Serverjson

Startup.cs

L ServerAPls.Tests
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6.5.1.2 Creating an Azure AD tenant

The following outlines the key steps for setting up an Azure AD tenant and registering an
application with the Microsoft identity platform. For complete and detailed instructions,
please refer to Quickstart: Set up atenant and Quickstart: Register an application.

During the process of creating the tenant, gather the following information:

* Tenant ID: for example, Offb9ae0-c080-4913-aa94-ed08b5de4d40

Primary domain: for example, powerservertest.onmicrosoft.com

Application (client) ID: for example, 49cddad2-721d-4fbc-bd64-1cfa2b183e00

Client secret: for example, 2ig8hfliVu.ulkl_79RbyZuh~.X_b~e~3M

Application ID URI: for example, api://49cddad2-721d-4fbc-bd64-1cfa2b183e00
» Scope: for example, 49cddad2-721d-4fbc-bd64-1cfa2b183e00/.default

The above information will be used later.
6.5.1.3 Modifying the PowerBuilder client app

6.5.1.3.1 Purpose
In this section, we will modify the PowerBuilder application source code and the
PowerServer project settings to achieve the following results:

» Getsthe user credential from the application login window, then authenticates it with the
Azure AD tenant and gets atoken.

» Uses the token to access data from the PowerServer Web API.

» Refreshes the token when necessary.

6.5.1.3.2 Add scripts
Step 1: Declare the following global variables.

/| Token expiresin
Long gl _Expiresin

[/ Refresh token cl ockskew
Long gl _C ockSkew = 3

Step 2: Define aglobal function and nameit f_Authorization().

Select from menu File > New; in the New dialog, select the PB Object tab and then select
Function and click OK to add a global function.

This global function usesthe HTTP Post method to send the user credentialsto the
authorization server and then gets the identity token from the HTTP Authorization header.

Add scriptsto thef Authorization() function to implement the following scenario:

» Scenario 1: Supports Client Credentials (GrantType="client_credentials") and gets the
client ID and secret from the application.
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» Scenario 2: Supports Resource Owner Password (GrantType="password") and gets the
username and password from alogin window.

Scripts for scenario 1.

When the application starts, the application uses the client ID and secret stored in the
application to get the token from Azure AD, and when the token expires, it automatically
refreshes the token.

/'l nteger f_Authorization() for client_credentials
[/ User Name & Password from | ogi n wi ndow

QAut hd i ent |l oac_d i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |Is_UserName, |s_UserPass

String |s_TokenType, |s_AccessToken

String |s_type, Is_description, Is uri, |s_ state
Integer |Ii_Return, li_rtn

li_rtn = -1

Is url = profilestring("Cl oudSetting.ini","setup","TokenURL","")
/| TokenRequest

Itr_Request.tokenlocation = Is_url

Itr_Request. Method = "POST"

Itr_Request.clientid = "49cddad2- 721d- 4f bc- bd64- 1cf a2b183e00"
Itr_Request.clientsecret = "2ig8hfliVu.ulkl 79RbyZuh~~. X b~~e~~3M'
Itr_Request.granttype = "client_credential s"

Itr_Request. Scope = "49cddad2- 721d- 4f bc- bd64- 1cf a2b183e00/ . def aul t "

loac_Cient = Create QAut hd i ent

li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = | tr_Response. gettokentype( )
| s_AccessToken = Itr_Response. Get AccessToken()
[/ Application Set Authorization Header
Get appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType + " " +

| s_AccessToken, true)
/] Set G obal Vari abl es

gl _Expiresin = |ltr_Response. getexpiresin( )
li_rtn =1
El se
li_Return = lItr_Response. Get TokenError(ls_type, |Is_description, Is_ uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) + "~r~n" +
| s_description )
End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )

Return i _rtn

Scripts for scenario 2:

When the application starts, the client 1D and secret stored in the application as well asthe
username and password from the login window will be sent to Azure AD to get the token,
and when the token expires, the login window displays for the user to input the username and
password again.

The following scripts hard code the username and password instead of getting them from the
login window. Y ou can change the scripts to use the login window after you implement the
login window and return the username and password to the f_Authorization() function.
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/l1nteger f_Authorization() for password
[/ User Nane & Password from | ogi n wi ndow

QAut hd i ent | oac_d i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |Is_UserNanme, |s_UserPass

String |s_TokenType, |s_AccessToken

String |s_type, |s_description, Is_uri, |s_state
Integer |Ii_Return, li_rtn

li_rtn -1

I's_url profilestring("C oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr_Request.tokenlocation = Is_url

Itr_Request. Method = "POST"

Itr_Request.clientid = "49cddad2- 721d- 4f bc- bd64- 1cf a2b183e00"
Itr_Request.clientsecret = "2ig8hfliVu.ulkl_79RbyZuh~~. X_b~~e~~3M
Itr_Request.scope = "49cddad2- 721d- 4f bc- bd64- 1cf a2b183e00/ . def aul t "
Itr_Request.granttype = "password"

/11 ogin wi ndow can be inplenmented to return username & password accordi ng to actual
needs

/1 Open(w_| ogi n)

// Return User Nane & Password

I s_User Nane = "appeon2@ower servertest.onm crosoft.conf

| s_UserPass = "Test 2008aaBB"

If IsNull ( Is_UserNane ) O Len ( |Is_UserNane ) = 0 Then
MessageBox( "Tips", "UserNanme is enpty!" )
Return li_rtn

End |f

If IsNull ( Is_UserPass ) O Len ( |s_UserPass ) = 0 Then

MessageBox( "Ti ps", "Password is enpty!" )

Return li_rtn
End |f
I tr_Request. User Name = | s_User Nane
Itr_Request.Password = | s_User Pass

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = |tr_Response. gettokentype( )
| s_AccessToken = | tr_Response. Get AccessToken()
[/ Application Set Authorization Header
Cet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType + " "
+l s_AccessToken, true)
/] Set G obal Variables
gl _Expiresin = |tr_Response. getexpiresin( )

li_rtn =1

El se

li_Return = Itr_Response. Get TokenError(ls_type, |s_description, Is_uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |i_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )

Return i _rtn
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Step 3: Insert atiming object (timing_1) to the application and add the following scripts to
the Timer event of timing_1.

1) Open the application object and then select from menu Insert > Object > Timing to add a
timing object to the application.

2) Add the following scriptsto the Timer event of timing_1.

// Aut henti cates the user
f _Aut hori zati on()

When displayed in the source editor, the Timer event looks like this:

event tiner;//Authenticates the user
f _Aut hori zation()

end event
Figure 6.24:
E salesdemo (salesderno) (C:\Users\Publicd\Documents\Appecn'\PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!
L =
[ Seript - timer for_returns (None) 0| x|
timing_1 w |L timer () returns (none) w || EEI
¥/Authorization

f_Authorization()

timer £Event List 3Function List j0edare Instance Variables

Step 4: Add the following scripts to the application Open event.

Place the scripts before the database connection is established. The scripts get the token from
Azure AD and then start the user session (using the BeginSession function) to include the
token information in the session.

[/ Aut henticates the user and returns the token
If f_Authorization() <> 1 Then

Ret urn

End | f

[/l Starts the session
long Il _return
Try
I'l _return = Begi nsession()
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If Il _return <> 0 Then
Messagebox( " Begi nsession Failed:" + String(ll_return),
Cet Ht t pResponsesSt at usText () )
End i f
Catch ( Throwabl e ex)
MessageBox( " Throwabl e", ex. Get Message())
Ret urn
End Try

|/ Ref reshes the token for timng
If gl _Expiresin > 0 And (gl _Expiresin - gl _Cl ockSkew) > 0 Then
[l Tinmer = Expiresin - O ockSkew

/17200 - 3
timng_ 1.Start(gl _Expiresin - gl _d ockSkew)
End |f

[/ Connects to db
Figure 6.25:

E salesdemo (salesdemo) (CAUsers\Public\Documents\Appecont\PowerBuilder 21.00Code Exam... E@

i
[ Script - open for returns (None)

||
> ||

salesdemo ~ |]£ open { string commandline ) returns (nor V|
ffAuthorization
If f_Authorization() <= 1 Then
Return
End If

[{StartSession

long ll_return

Try

lI_return = Beginsession()

I ll_return <= 0 Then
Messagebox("Beginsession Failed:" + String(ll_return), GetHttpResponseStatusText())
End if

Catch { Throwable ex)

MessageBox( "Throwable", ex.GetMessage())
Return

End Try

//Refresh Token for timing

If gl_Expiresin = 0 And (gl_Expiresin - gl_ClockSkew) = 0 Then
[{Timer = Expiresin - ClockSkew

J{7200 -3

timing_1.5tart(gl_Expiresin - gl_ClockSkew)

End If

/[ Connect to db
< >

wopen AEvent List yFunction List yDedare Instance Variables /

Step 5: Add the following scripts to the SystemError event.

The scripts will trigger the SystemError event when the session or license encounters an
error; and if thetoken isinvalid or expires, the scripts will call thef_Authorization funct
to get the token again.
Choose Case error. Nunber

Case 220 to 229 //Session Error

MessageBox ("Session Error", "Nunmber:" + String(error.Nunber) + "~r~nText:" +
error. Text )

ion
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Case 230 to 239 //License Error

MessageBox ("License Error", "Nunber:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 240 to 249 //Token Error

MessageBox (" Token Error", "Nunber:" + String(error.Nunber) + "~r~nText:" +
error. Text )

/[ Aut hori zati on

f _Aut hori zation()

Case El se

MessageBox ("SystenError", "Nunber:" + String(error.Nunber) + "~r~nText:" +
error. Text )
End Choose

Figure 6.26:

E salesdemo (salesdemo) (C:\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Examples\Example Sales App'Mative_PB\Appeon.!

L -
[S Script - systemerror for_returns (None) =[S
l salesdema A |L systemerror () returns {none) e || Eﬂ
Choose Case error.Number
Case 220 to 229 [fSession Error

MessageBox ("Session Error’, "Number:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 230 to 239 //License Error

MessageBox ("License Error”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 240 to 249 //Token Error

MessageBox ("Token Error”, "Mumber:" + String(error.Number] + "~r~nText:" + error.Text )
f{Authorization

f_Authorization()

Case Else

MessageBox ("SystemError”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
End Choosel

< >
systemerror AEvent List AFunction List JDedare Instance Variables

6.5.1.3.3 Add an INI file

Create an INI filein the same location as the PBT file and name it CloudSetting.ini.
The INI file specifiesthe URL for requesting the token from Azure AD.

[ Set up]

TokenURL=htt ps://| ogi n. m crosof tonl i ne. conl Of f b9ae0- c080- 4913- aa94- ed08b5de4d40/
oaut h2/v2. 0/t oken

6.5.1.3.4 Start session manually by code

By default, the user session is automatically created when the application starts; and the
session includes no token. For the session to include the token, the session must be started
manually by code instead of automatically.

To start the session manually by code,
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Step 1: Enable "Begin session by code" in the PowerBuilder IDE. (Steps: Open the
application object painter, click Additional Propertiesin the application's Properties dialog;
in the Application dialog, select the Power Server tab and then select the Begin session by
code option, and click Apply.)

After this option is enabled, when the BeginSession function in the application Open event
iscalled, it will create a session that includes the token information (See scriptsin step 4 in

"Add scripts").

Figure 6.27:

Application X

Text Font Column Font Header Font Label Font Icon Variable Types RichTextEdit Themes PDF Export PowerServer

%

This option enables you to incorporate token authentication in your application, or add additional information to the session.

[ buring compilation, report unsupported PowerScript features for PowerServer deployment
This option enables the PowerBuilder compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs,

Cancel Apply Help

6.5.1.3.5 Modify and re-deploy the PowerServer project

Step 1: Add the INI file CloudSetting.ini to the Files preloaded in uncompressed for mat
section under the Exter nal Files tab.

Step 2: Select OAuth 2.0 Support, REST Client Support and Compression Support under
the Runtime tab.
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Figure 6.28:

General Libraries External Files  puntime  Signing Deploy General Libraries External Files  Runtime  Signing  Deployment

Specify the external files (UL theme files, imagesfvideos, DL

running the app.

=]+ Files preloaded as compressed packages
-0 theme

- lfz'_] Files preloaded in uncompressed format
----- D apisetup.ini
----- bubble.html

----- BB Cloudsetting.ini

----- 2 comman.phbl

----- 2 DemoaPLdi

----- 2 line.html

----- 2 loader.js

----- [ ribbonbar_show, xml

== Images fvideos dynamically loaded
e image

PowerBuilder runtime version: | 21.0.0.1100

Select the runtime modules that must be downloaded to the dient

Web Integration Features
Dauth 2.0 Support
RESTClient Support
WebBrowser Support

RichTextEdit Support
[] T TextContral ActiveX 15.0
L] T TextControl ActiveX 28,0

Additional Features

Compression Support

[] dotMET Aszembly Calls

[] M3 Excel12 Support
|:| MativePDF Support

[1reDoM

RibbonBar Support

Mhrenlata Faaturar

Step 3: Double check the URL of the PowerServer Web APIsin the Web APIstab. Make
sure the port number is not occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr portnumber" to check if the port
number is occupied by any other program.

Step 4: Double check that Use external auth serviceis selected from the Auth Template list
box in the Web APIstab.

Step 5: Save the changes and deploy the PowerServer project (using the "Build & Deploy
PowerServer Project” option) so that the above settings can take effect in the installable cloud
app.

6.5.1.4 Modifying the authentication template

The Azure AD server address must be provided so that the PowerServer Web APIs can use
it to validate the token passed from the client. And if validation is successful, it can get data
from the database.

Note

The authentication template will be restored if the "Auth Template" option is
changed and the PowerServer C# solution is re-built from the PowerBuilder IDE.
Therefore, do not change the "Auth Template" option if you have made changes to
the template in the solution.

Open the Authentication.json file, comment the server address for standard JWT,
uncomment the server address for Azure AD, and specify the Azure AD tenant ID that will
be used to validate the token passed from the client.
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/1 Azure AD authentication server address
"Aut hentication: Authority": "https://l|ogin. mcrosoftonline.con Of f b9ae0- c080- 4913-
aa94- ed08b5de4d40",

Figure 6.29:

Authenticationjson* + X
I
L
ff Sets whether to enable authentication for PowerServer APIs
“"Powerserver:EnableAuthentication™: true,

f{ Sets the address of the third-party authentication server (in the current template, the authenticat
f/ During authentication, the authentication server address in access_token will be validated against
ff Public key will be downloaded from the specified address to validate the signature in access_token

f/ Standard JWT Token authenication server address
f{ T Aauthentication: Authority™:

ff Azure AD authenication server address
"Authentication:Authority™: ™

ff Azure AD B2C authenication server address
ff"Aauthentication:Authority™: <your tenantId>/vZ.8"

6.5.2 Azure Active Directory (AD) B2C

6.5.2.1 Preparations

Before making changes to the PowerBuilder client app, let's follow the steps below to make
sure 1) the PowerBuilder application can run successfully, 2) the app has been deployed as an
installable cloud app successfully, and 3) the PowerServer C# solution has been successfully
generated.

In thistutorial, we will take Sales Demo as an example.

Step 1: Select Windows Start | Appeon Power Builder 2021, and then right-click Example
Sales App and select More | Run as administrator.

Step 2: When the SalesDemo workspace is loaded in the PowerBuilder IDE, click the Run
button in the PowerBuilder toolbar.

Step 3: When the application main window is opened, click the Addressicon in the
application ribbon bar and make sure data can be successfully retrieved.

Step 4: Create and configure a PowerServer project for the Sales Demo app (detailed
instructions are provided in the Quick Start guide).

IMPORTANT: Inthe Web APIstab, select Use exter nal auth service from the Auth
Template list box.

Step 5: Deploy the application as an installable cloud app and make sure the installable cloud
app can run successfully and the PowerServer C# solution is generated.

The PowerServer C# solution provides templates for configuring the address of the
authentication server like Azure AD or Azure AD B2C.

» Authentication.json contains the settings for enabling the authentication feature
("PowerServer:EnableAuthentication™) and specifying the address of the authentication
server ("Authentication:Authority™). The PowerServer Web APIswill validate the token
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against the authentication server; and if validation is successful, datawill be obtained from
the database.

The "PowerServer:EnableAuthentication” setting is set to true by default. Setting it to
false will turn off the authentication feature.

The "Authentication:Authority" setting is set for JWT by default; you can set the address
of Azure AD and Azure AD B2C.

Figure 6.30:

Solution Explorer
el

Solution 'PowerServer_salesdemao’' (3 project)
I Solution ltems
c#| AppModels
ServerAPls
Properties
Dependencies
I AppConfig
4 |[gg Authentication
EL Authentication.json
Authentication.xmil
AuthenticationExtensions.cs
I Controllers
I HealthChecks
Il Logging
Il OpenAPl
Program.cs
EH Server.Developmentjson
L Server.json
Startup.cs
L ServerAPls.Tests

6.5.2.2 Creating an Azure AD B2C tenant

The following outlines the key steps for setting up an Azure AD B2C tenant. For complete
and detailed instructions, please refer to Tutorial: Create an Azure Active Directory B2C
tenant.

During the process of creating the tenant, gather the following information:
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Tenant | D: for example, ed7837al-96e2-4243-8ac8-172bca67f42¢c

* Primary domain: for example, powerserverb2c.onmicrosoft.com

o Application (client) ID: for example, ddaf52bf-1039-4f 7a-ab85-51a219c1d4d7
» Client secret: for example, VgJo8X8qu4nCW.gf.FRxe.|hBZfEQF6.MA

» Application ID URI: for example, https.//powerserverb2c.onmicrosoft.com/
ddaf52bf-1039-4f 7a-ab85-51a219c1d4d7

» Scope: for example, https://powerserverb2c.onmicrosoft.com/ddaf 52bf-1039-4f 7a-
ab85-51a219¢1d4d7/.default

The above information will be used later.
6.5.2.3 Modifying the PowerBuilder client app

6.5.2.3.1 Purpose
In this section, we will modify the PowerBuilder application source code and the
PowerServer project settings to achieve the following results:

» Getsthe user credential from the application login window, then authenticates it with the
Azure AD B2C tenant and gets a token.

» Uses the token to access data from the PowerServer Web API.

» Refreshes the token when necessary.

6.5.2.3.2 Add scripts
Step 1: Declare the following global variables.

[/ Token expiresin

Long gl _Expiresin

/I Refresh token cl ockskew
Long gl _Cl ockSkew = 3

Step 2: Define aglobal function and name it f_Authorization().

Select from menu File > New; in the New dialog, select the PB Object tab and then select
Function and click OK to add a global function.

This global function uses the HTTP Post method to send the user credentialsto the
authorization server and then gets the identity token from the HTTP Authorization header.

Add scriptsto thef Authorization() function to implement the following scenario:

» Scenario 1: Supports Client Credentials (GrantType="client_credentials") and gets the
client ID and secret from the application.

» Scenario 2: Supports Resource Owner Password (GrantType="password") and gets the
username and password from alogin window.
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Scripts for scenario 1.

When the application starts, the application uses the client ID and secret stored in
the application to get the token from Azure AD B2C, and when the token expires, it
automatically refreshes the token.

I/l nteger f_Authorization() for client _credentials
[/ User Nane & Password from |l ogi n wi ndow

QAut hd i ent |l oac_d i ent

TokenRequest | tr _Request

TokenResponse |tr_Response

String Is_ url, |Is_UserName, |s_UserPass

String |s_TokenType, |s_AccessToken

String |s_type, |Is description, Is uri, |s state
Integer |Ii_Return, |i _rtn

li_rtn = -1

Is url = profilestring("Cl oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr _Request.tokenlocation = |Is_url

Itr_Request. Method = "POST"

Itr_Request.clientid = "ddaf 52bf - 1039- 4f 7a- ab85- 51a219c1d4d7"

Itr _Request.clientsecret = "VgJo8X8qu4nCW gf . FRxe. | hBZf EQF6. VA"
Itr_Request.granttype = "client_credential s"

Itr _Request. Scope = "https://powerserverb2c. onm crosoft.com ddaf 52bf - 1039- 4f 7a-
ab85-51a219c1d4d7/ . defaul t"

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If Ii_Return = 1 and |tr_Response. Get St at usCode () = 200 Then

| s_TokenType = | tr_Response. gettokentype( )

| s_AccessToken = | tr_Response. Get AccessToken()
/1 Application Set Authorization Header
Get appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType + " " +

| s_AccessToken, true)
/1 Set G obal Vari abl es

gl _Expiresin = |l tr_Response. getexpiresin( )

li rtn =1

El se

li_Return = ltr_Response. Get TokenError(ls_type, |s _description, Is uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )

Return i _rtn

Scripts for scenario 2:

When the application starts, the client ID and secret stored in the application as well as
the username and password from the login window will be sent to Azure AD B2C to get
the token, and when the token expires, the login window displays for the user to input the
username and password again.

The following scripts hard code the username and password instead of getting them from the
login window. Y ou can change the scripts to use the login window after you implement the
login window and return the username and password to the f_Authorization() function.

/l1nteger f_Authorization() for password
[/ User Nane & Password from | ogi n wi ndow
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QAut hd i ent | oac_dl i ent

TokenRequest I tr _Request

TokenResponse |tr_Response

String Is_url, |Is_UserNanme, |s_UserPass

String |s_TokenType, |s_AccessToken

String |s_type, |s_description, |Is_uri, |s_state

Integer |Ii_Return, li_rtn

li_rtn = -1

I's_url = profilestring("C oudSetting.ini","setup","TokenURL","")

/| TokenRequest

Itr_Request.tokenlocation = Is_url

Itr_Request. Method = "POST"

Itr_Request.clientid = "ddaf 52bf - 1039- 4f 7a- ab85- 51a219¢1d4d7"
Itr_Request.clientsecret = "VgJo8X8qudnCW gf. FRxe. | hBZf EQF6. VA"
Itr_Request.scope = "https://powerserverb2c. onni crosoft.conl ddaf 52bf - 1039- 4f 7a-
ab85-51a219c1d4d7/ . def aul t"

Itr_Request.granttype = "password"

/11 ogin wi ndow can be inplenmented to return username & password according to actual
needs

/1 Open(w_| ogi n)

// Return User Nane & Password

I s_User Nane = "appeontest"

I s_UserPass = "Test2008aa"

If IsNull ( Is_UserNane ) O Len ( |Is_UserName ) = 0 Then
MessageBox( "Tips", "UserNanme is enpty!" )
Return li_rtn

End |f

If IsNull ( Is_UserPass ) O Len ( |Is_UserPass ) = 0 Then

MessageBox( "Ti ps", "Password is enpty!" )

Return li_rtn
End |f
I tr_Request. User Name = | s_User Nanme
Itr _Request.Password = | s_User Pass

loac_Cient = Create QAut hd i ent
li_Return = |oac_Client.AccessToken( |tr_Request, |tr_Response )
If |i_Return = 1 and |tr_Response. Get St at usCode () = 200 Then
| s_TokenType = | tr_Response. gettokentype( )
| s_AccessToken = | tr_Response. Get AccessToken()
[/ Application Set Authorization Header
CGet appl i cation(). Set Ht t pRequesTheader (" Aut hori zati on", |s_TokenType +
+l s_AccessToken, true)
/] Set G obal Variables
gl _Expiresin = |tr_Response. getexpiresin( )

li_rtn =1

El se

li_Return = Itr_Response. Get TokenError(ls_type, |s_description, Is_uri, |Is_state)
MessageBox( "AccessToken Falied", "Return :" + String ( |li_Return ) + "~r~n" +

| s_description )

End |f

If IsValid ( loac_Client ) Then DesTroy ( loac_Client )

Return li_rtn

Step 3: Insert atiming object (timing_1) to the application and add the following scripts to
the Timer event of timing_1.
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1) Open the application object and then select from menu Insert > Object > Timing to add a
timing object to the application.

2) Add the following scriptsto the Timer event of timing_1.

[/ Aut henti cates the user
f _Aut hori zati on()

When displayed in the source editor, the Timer event looks like this:

event tiner;//Authenticates the user
f _Aut hori zati on()

end event
Figure 6.31:
E salesdemo (salesderno) (C:\Users\Publicd\Documents\Appecn'\PowerBuilder 21.00Code Examples\Example Sales App\Mative_PB\Appeon.!
L -
[ Script - timer for_returns (None) =] B3
timing_1 ~ |L timer () returns (none) At || EEI

V/Authorization
f_Authorization()

timer {Event List yFunction List kDedare Instance Variables

Step 4: Add the following scripts to the application Open event.

Place the scripts before the database connection is established. The scripts get the token from
Azure AD B2C and then start the user session (using the BeginSession function) to include
the token information in the session.

[/ Aut henticates the user and returns the token
If f_Authorization() <> 1 Then

Ret urn

End |f

//Starts the session

long Il _return

Try

I'l _return = Begi nsession()
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If Il _return <> 0 Then
Messagebox( " Begi nsession Failed:" + String(ll_return),
Cet Ht t pResponsesSt at usText () )
End i f
Catch ( Throwabl e ex)
MessageBox( " Throwabl e", ex. Get Message())
Ret urn
End Try

|/ Ref reshes the token for timng
If gl _Expiresin > 0 And (gl _Expiresin - gl _Cl ockSkew) > 0 Then
[l Tinmer = Expiresin - O ockSkew

/17200 - 3
timng_ 1.Start(gl _Expiresin - gl _d ockSkew)
End |f

[/ Connects to db

Figure 6.32:
E salesdemo (salesdemo) (CAUsers\Public\Documents\Appecont\PowerBuilder 21.00Code Exam... E@
L
[ Script - open for returns (None) I=] 4
salesdemo e |]£ open ( string commandline ) returns (nor V| EEI
ffauthorization P
If f_Authorization() <> 1 Then
Return
End If
[{StartSession
long Il_return
Try
lI_return = Beginsession()
I ll_return <= 0 Then
Messagebox("Beginsession Failed:" + String(ll_return), GetHttpResponseStatusText())
End if
Catch { Throwable ex)
MessageBox( "Throwable", ex.GetMessage())
Return
End Try
//Refresh Token for timing
If gl_Expiresin = 0 And (gl_Expiresin - gl_ClockSkew) = 0 Then
J{Timer = Expiresin - ClockSkew
f7200 - 3
timing_1.5tart(gl_Expiresin - gl_ClockSkew)
End If
[ Connect to db v
< >
wopen 4Event List yFunction List yDedare Instance Variables /

Step 5: Add the following scripts to the SystemError event.

The scripts will trigger the SystemError event when the session or license encounters an
error; and if thetoken isinvalid or expires, the scripts will call thef_Authorization function
to get the token again.

Choose Case error. Nunber
Case 220 to 229 //Session Error
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MessageBox ("Session Error", "Nunber:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 230 to 239 //License Error

MessageBox ("License Error", "Nunber:" + String(error.Nunber) + "~r~nText:" +
error. Text )

Case 240 to 249 //Token Error
MessageBox (" Token Error", "Nunber:"
error. Text )

/[ Aut hori zati on

f _Aut hori zati on()
Case El se

MessageBox ("SystenError”, "Nunber:"
error. Text )

+

String(error. Nunmber) + "~r~nText:" +

+

String(error. Nunmber) + "~r~nText:" +

End Choose
Figure 6.33:
E salesdemo (salesdemo) (C:\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Examples\Example Sales App'Mative_PB\Appeon.!
L -
[ Script - systemerror for_returns (Mone) 0| x|
salesdema A |L systemerror () returns {none) e || EEI

Choose Case error.Number

Case 220 to 229 //Session Error

MessageBox ("Session Error”, "Number:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 230 to 239 //License Error

MessageBox ("License Error”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
Case 240 to 249 //Token Error

MessageBox ("Token Error”, "Mumber:" + String(error.Number] + "~r~nText:" + error.Text )
f{Authorization
f_Authorization()
Case Else
MessageBox ("SystemError”, "Mumber:" + String(error.Mumber) + "~r~nText:" + error. Text )
End Choosel

<
systemerror AEvent List AFunction List JDedare Instance Variables

6.5.2.3.3 Add an INI file
Create an INI file in the same location as the PBT file and name it CloudSetting.ini.
The INI file specifies the URL for requesting the token from Azure AD B2C.

[ Set up]

TokenURL=htt ps://| ogi n. m crosof tonl i ne. com power serverb2c. onmi crosoft.con oaut h2/
v2. 0/t oken

6.5.2.3.4 Start session manually by code

By default, the user session is automatically created when the application starts; and the
session includes no token. For the session to include the token, the session must be started
manually by code instead of automatically.
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To start the session manually by code,

Step 1: Enable "Begin session by code" in the PowerBuilder IDE. (Steps. Open the
application object painter, click Additional Propertiesin the application's Properties diaog;
in the Application dialog, select the Power Server tab and then select the Begin session by
code option, and click Apply.)

After this option is enabled, when the BeginSession function in the application Open event
iscaled, it will create a session that includes the token information (See scriptsin step 4 in

"Add scripts").

Figure 6.34:

Application X

Text Font Column Font Header Font Label Font Icon Variable Types RichTextEdit Themes PDF Export PowerServer

el
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This option enables you to incorporate token authentication in your application, or add additional information to the session.

[] buring compilation, report unsupported PowerSaript features for PowerServer deployment
This option enables the PowerBuilder compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs.

Cancel Apply Help

6.5.2.3.5 Modify and re-deploy the PowerServer project

Step 1: Add the INI file CloudSetting.ini to the Files preloaded in uncompressed for mat
section under the Exter nal Files tab.

Step 2: Select OAuth 2.0 Support, REST Client Support and Compression Support under
the Runtime tab.
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Figure 6.35:

General Libraries External Files  puntime  Signing Deploy General Libraries External Files  Runtime  Signing  Deployment

Specfy the external files (UI theme files, imagesvideos, DL

running the app.

=]+ % Files preloaded as compressed padckages
L - theme

= |fs'_'| Files preloaded in uncompressed format
----- D apisetup.ini
----- bubble, html

----- BB Cloudsetting.ini

----- 2 comman.pbl

----- 2 DemospLdi

----- 2 line.html

----- 2 loader.js

----- 2 ribbonbar_show., xml

== Images/videcs dynamically loaded

PowerBuilder runtime version; | 21.0.0.1100

Select the runtime modules that must be downloaded to the dient

Web Integration Features
QAuth 2.0 Support
RESTClient Support
WebBrowser Support

RichTextEdit Support
[ ] T TextControl ActiveX 15.0
[ T TextControl ActiveX 23.0

Additional Features

Compression Support

[] dotMET Assembly Calls

+-70 image
[] M3 Excel12 Support

[] mativerDF Suppart
[] e DOM
RibbonBar Suppart

Mhrenlata Faaturar

Step 3: Double check the URL of the PowerServer Web APIsin the Web APIstab. Make
sure the port number is not occupied by any other program.

Tip: You can execute the command "netstat -ano | findstr portnumber™ to check if the port
number is occupied by any other program.

Step 4: Double check that Use external auth serviceis selected from the Auth Template list
box in the Web APIstab.

Step 5: Save the changes and deploy the PowerServer project (using the "Build & Deploy
PowerServer Project” option) so that the above settings can take effect in the installable cloud
app.

6.5.2.4 Modifying the authentication template

The Azure AD B2C server address must be provided so that the PowerServer Web APIs can
use it to validate the token passed from the client. And if validation is successful, it can get
data from the database.

Note

The authentication template will be restored if the "Auth Template" optionis
changed and the PowerServer C# solution is re-built from the PowerBuilder IDE.
Therefore, do not change the "Auth Template" option if you have made changes to
the template in the solution.

Open the Authentication.json file, comment the server address for standard JIWT,
uncomment the server address for Azure AD B2C, and specify the Azure AD B2C tenant ID
that will be used to validate the token passed from the client.

[/ Azure AD B2C aut hentication server address
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"Aut hentication: Authority": "https://I|ogin. mcrosoftonline.com
ed7837al- 96e2- 4243- 8ac8- 172bc467f 42¢c/ v2. 0",

Figure 6.36:

Authenticationjson* = X

I
L

1

Sets whether to enable authentication for PowerServer APIs

"Powerse r:Enablefuthentication”: true,

1
1
1

I

]

1

/17"

r

Sets the address of the third-party authentication server (in the current template, the authentication
During authentication, the authentication server address in access_token will be validated against the
Public key will be downloaded from the specified address to wvalidate the signature in access_token (if :

Standard JWT Token authenication server address
Authentication:Authority™: "

Azure AD authenication server address
Authentication:Authority™: "

Azure AD B2C authenication server address

"Authentication:Authority™: "

1
¥
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7 Tutorial 7: Building your PowerServer project
with commands

Besides building and deploying your PowerServer project in the PowerBuilder IDE, you can
also build and deploy your PowerServer project with commands (PBAutoBuild210.exe).

7.1 Task 1: Preparing the environment

Step 1: Install the following software on the same machine:

* Windows 10 (64-bit)

PowerBuilder IDE 2021

PowerBuilder Runtime 2021

PowerBuilder Compiler 2021

PowerServer Toolkit 2021

Step 2: Prepare the database driver if the MySQL, Oracle, or Infor mix database connection
isrequired.

If the MySQL, Oracle, or Informix database connection is used and if the corresponding
database driver has not been downloaded yet, you will need to manually download the
database driver from the NuGet website.

* For MySQL, download MySqgl.Data 8.0.25 and the license file, and unzip the filesto
%USERPROFI L E%\.sd\19.0\dbDrives\MySql.Data\8.0.25.

» For Oracle, download Oracle.ManagedDataA ccess.Core 2.19.110 and the license file, and
unzip the files to %USERPROFILE%\.sd\19.0\dbDrives\Oracle.M anagedDataA ccess.Core
\2.19.110.

* For Informix, download IBM.Data.DB2.Core 2.2.0.100 and the license file, and unzip the
files to %USERPROFIL E%\.sd\19.0\dbDrives\IBM.Data. DB2.Core\2.2.0.100.

They will be automatically loaded by PBAutoBuild210.exe when creating the database
connection.

7.2 Task 2: Exporting the build file
Thistutorial will assume that you have aready followed the Quick Start guide to

1. create a PowerServer project for the Example Sales Demo;

2. build and deploy the PowerServer project (using the Build & Deploy Power Server
Proj ect option in the PowerBuilder IDE) successfully; and

3. run theinstallable cloud app successfully.
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Now let's export the PowerServer project settings of the Example Sales Demo to a JSON
file:

Step 1: Open the workspace for the Example Sales App in the PowerBuilder IDE, and then
double-click the PowerServer project object to open the PowerServer project painter.

Step 2: When the PowerServer project painter is opened, click the Export Power Server
Build File button (" *) in the toolbar.

Step 3: In the Export Build File dialog box, write down the path and filename to be
exported, and then click Export.

Figure7.1:

Export Build File >

Export project settings to create a build file. You can then run the compiler PBAUtoBuild. exe with the build file.

Appeon. SalesDemo'\pssales.

*File path and name: S0l ||

Options
Project types: Application (dient/server application project)
PowerServer PowerClient
If file already exists:
[Jclear the SourceControl settings
BuildJob and project settings:

(") Clear existing list and create new

(®) add to the existing list, and overwrite if the project already exists in the list

Cancel

7.3 Task 3 (Optional): Configuring the build file

The exported build file contains all the settings required for building and deploying the PBL
files of the Example Sales App. It aso contains some advanced settings that allow you to:
» Get and merge source code from SVN, Git, or VSS,

» Execute additional commands during the build process.

7.3.1 Getting source code from SVN, Git, or VSS

Y ou can configure the exported build file to download source code from SVN, Git, or VSS
before the build process starts.

Step 1: Make a copy of the exported build file and place it to alocation near your
PowerBuilder application target, so that you could manage the file path (especialy the
relative file path) easily.

Note: the relative path will be relative to the build file.

Step 2: Open the build file in atext editor, locate the "BuildPlan™ block and then configure
the corresponding part, for example, "Git" as shown below.
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If the computer connects to Internet through a proxy server, make sure to configure the proxy
server settingsin the "Proxy" part.

"Bui | dPl an": {
"SourceControl ": {

"PreConmand": ""
"SUN': [
{"SrcPath": "", 6 "User": "",6 "Password": "",6 "DestPath": "",6 "Proxy":
{"lp": "","Port": 0,"Usernane": "","Password": ""}}
Il
"Gt |

{"SrcPath": "https://github. conl Appeon/ Power Bui | der - Aut oBui | d-
Sal es- Sour ceCode", "User": "tester @ppeon.con', "Password": "YGRrYjc60zU=",
"DestPath": " \\Build", "Proxy": {"lp": "","Port": 0,"Username": "","Password":

"1}
1,

Note: The password must be an encrypted value which is generated from the original
password by executing "PBAutoBuild210.exe /p", as shown below.

Figure7.2:

BAutoBulld210 /p abcdlZ23é

Step 3: If the source code downloaded from SVN, Git, or VSSis not the PBL file but objects
in ws_objects, then you will need to merge the objects to the PBL file. Locate the "Merging"
block in the build file and then configure as below:

Setting "RefreshPbl"” to true if you want to refresh the PBL files by deleting and then
generating the PBL files again.
"Merging": |
{"Target": ".\\Build\\sal esdeno. pbt", "Local ProjectPath": ".\

\Bui |l d", "RefreshPbl": fal se}
IE

At the same time, make sure to double check the target location is set correctly in the
"Projects’ block, for example,

"Bui | dJob": {
"PreConmand": ""
"Projects": |
{"Target": ".\\Build\\sal esdenp. pbt", "Nane": "ps_sal esdenn"}
]

"Post Command": ""

}

When the PBAutoBuild210.exe command is executed later, it will first download the source
code from the Git server and then merge the source code, as shown below.
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Figure7.3:

o] CAWindows\system32\cmd.exe

AutoBuild210. exe /f “D: WPB20214\SalesDemo\ps_salesdemo. json ’

7.3.2 Executing additional commands

The entire build & deploy process is made up of severa steps, and additional commands
can be executed before and/or after some particular steps such as the " SourceControl" and
"BuildJob" steps.

Example 1: to add commandsto remove the " build" folder before downloading the
sour ce code.

Step 1: Create a bat file which contains the following command, and save the bat file as
Command_DeleteFolder .bat.

RWIR /s /q "D:\PB2021\ Sal esDeno\ Bui | d"

Figure 7.4
(D) » PB2021 » SalesDemo v | 0
~ Mame - Date modified Type Size

(=] AutoBuild_PowerClient.Bat 51172021 2:02 PM Windows Batch File I KB
(=] AuteBuild_PowerServer.Bat 31172021 213 PM Windows Batch File | KB
= Command_DeleteFolder.bat 5/11/2021 3:10 PM Windows Batch File 1KB
= Commang=tartLocalWebAPL bat 4/23/2021 4:58 PM Windows Batch File | KB
=| Log PEBuild.log 7302021 404 PM Text Document 117 KB

File Edit Format View Help
RMDIR /s /q "D-\PB2021\SalesDemo'\Build"

Step 2: In the build file, locate the "BuildPlan” block and then the "PreCommand" setting;
and add the file path and name of Command_DeleteFolder .bat.

"Bui | dPl an": {
"SourceControl ": {
"PreConmmand": " Conmand_Del et eFol der . bat ",
"SUN': [
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1

When the PBAutoBuild210.exe command is executed later, it will execute the commands in
Command_DeleteFolder .bat before it downloads the source code.

Besides the "PreCommand" setting, there is also a "PostCommand” setting for the
"SourceControl" and "BuildJob" steps, which allows you to execute commands after that
particular step.

Example 2: to add commandsto start the Power Server Web APIs after building the
Power Server project in the Power Builder I1DE.

Step 1: Create a bat file which contains the following command, and save the bat file as
startwebapi.bat.

dotnet.exe run --no -build --project C\Users\appeon\source\repos
\ Power Ser ver _sal esdeno\ Ser ver API s\ Server APl s. cspr 0j

Step 2: In the build file, locate the "BuildJob" block and then the "PostCommand" setting;
and add the file path and name of star twebapi.bat.

"Bui | dJob": {
"PreConmand": ""
"Projects": |

]

ost Conmand": "startwebapi.bat /show / sync"

}

When the PBAutoBuild210.exe command is executed later, it will execute the commandsin
startwebapi.bat after it finishes building the PowerServer project.

Example 3: to publish the Power Server Web API after building the Power Server
project in the Power Builder IDE.

Step 1: Create a bat file which contains the following command, and save the bat file as
publish.bat.

dot net. exe publish C: \Users\appeon\source\repos\ Power Server _sal esdenp\ Ser ver APl s
\ Server APl s. csproj -c release -o C \Publish

Step 2: In the exported build file, locate the "BuildJob" block and then the "PostCommand*
setting; and add the file path and name of publish.bat.

"Bui | dJob": {
"PreConmand": ""
"Projects": [

]

"Post Command": "publish. bat /show / sync"

}

When the PBAutoBuild210.exe command is executed later, it will execute the commandsin
publish.bat after it finishes building the PowerServer project.

Note

The dotnet commands can a so be integrated with Jenkins. See Task 5 for more
details.
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7.4 Task 4: Running the PBAutoBuild210.exe command

Step 1: In the command line window, execute the PBAutoBuild210.exe file and the build
file. For example,

PBAut oBui | d210. exe /f "D:\ PB2021\ Sal esDeno\ ps_sal esdeno. j son" /| Log_PSBuild.log /
le Log_PSError.log /lu Log_PSUnsupport.| og

The PBAutoBuild210.exe file can be running with several parameters. For a complete list,
refer to Build & deploy using commands.

Step 2: Carefully check the information in the command line window to make sure the build
and deploy process is successful.

Figure 7.5:

%] CAWindows\system32\cmd.exe

The build file and commands used in this tutorial can be downloaded from https://
github.com/A ppeon/PowerBuilder-AutoBuild-Sales-Example. After you download these files
to D:\PB2021\SalesDemo)\, you can follow instructions in the readme file.

7.5 Task 5: Integrating with Jenkins

The PBAutoBuild210 command can integrate with Jenkins to automate the build and
deployment process for PowerServer projects. Refer to the Jenkins user documentations for
how to use Jenkins.

Following gives afew examples on how to integrate the PBAutoBuild210 and dotnet
commands with Jenkins.

Example 1. to execute the PBAutoBuild210 command and the build file.

Figure 7.6:
Build

Execute Windows batch command

Command | ppaytobuild21@ /f "C:\Users\Public\Documents\Appeon\PowerBuilder 21.@\Code Examples\Example Sales App\Native PB\Appeon.SalesDemo\salesdemo_cloud.jsen”
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Example 2: to download source code from SVN, Git, or VSS, and then execute the
PBAutoBuild210 command and the build file.

Double check that the PBT location is the same one in all required areas.

Figure 7.7

Source Code Management
O None
O Git

® Subversion

Modules
Repaository URL
Credentials
Local module directory
Repository depth
Ignore externals
Cancel process on externals fail
Figure7.8:
Build

Execute Windows batch command

http://172.16.100.95:9000/test/pbexamples

hesonghuif*===* w =Add ¥

Apbexamples

infinity v

©

Command | phautobuild21@ /f "C:\Users\Public\Documents\Appeon\PowerBuilder 21.@\Code Examples\Example App\pbexamples cloud.jsonl"

See the list of available environment variables

Example 3: to publish or run the Power Server Web APIs

Y ou can integrate dotnet commands with Jenkins. After you install the .NET SDK Support
plugin for Jenkins, the dotnet commands (for example, dotnet publish, dotnet run etc.) are
available as shown below. Refer to https.//www.jenkins.io/doc/pipeline/steps/dotnet-sdk/ for

more details.
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Figure 7.9:

Add build step ~

MMET: Build project (build)

MMET: Clean project output (clean)

MET: Clear/List NuGet cache locations (nuget locals)
MET: Create NuGet package (pack)

MET: Delete/Unlist NuGet package (nuget delete)
MET: Publish NuGet package (nuget push)

MET: Publish project [publishk\\

MET: Restore local tools (tool restore)

JMET: Restore project dependencies (restore)
MET: Run unit tests {test‘}‘—

MET: Show dependencies (list package)

Execute Windows batch command
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8 Tutorial 8: Creating a standalone installable
package

Each PowerBuilder installable cloud application is composed of two parts:
* the application client-side which resides on the Web server
* the PowerServer Web APIswhich resides on the .NET server

Therefore, to create a standalone installable package for the PowerBuilder installable cloud
application, you need to create two packages.

* Anexecutableinstaller or zipped file of the application client-side
* A distributable package of the PowerServer Web APIs

After that, you will need to set the Web API URL correctly to the application client-side, so
that the application knows where to access the PowerServer Web APIs at runtime.

8.1 Packaging the client app

When deploying the PowerServer project as an installable cloud app, you can choose to
package the client-side as an executable installer or a zipped file, and then install the client to
the Web servers.

To package the client app:

1. Gotothe Client Deployment tab of the PowerServer project painter, and then click
Package the compiled app and manually deploy later.

2. Specify to generate the package as an executable installer or a compressed zip file, and
select whether to package the cloud app launcher and the PowerBuilder Runtime files.

If you select Zipped file, an appname_Installer.zip file is generated in the specified
path. Y ou can copy the zip file to the server and then decompress it to the Web root.

If you select Executable installer, an appname_Installer.exe file is generated in the
specified path. Y ou can copy the executable file to the server and then run it to install
the application to the Web root.

3. Specify the location where the package will be generated.
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Figure8.1:

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

() Directly deploy to the server: || oo Frresy

i

Chedk the availability of Cloud App Launcher on the server during the deployment process

(®) Package the compiled app and manually deploy later
Package the app as: () Executable installer (®) Zipped file
Package Cloud App Launcher; Default_Both_WithServiceSingle w
[“Package the runtime files: 32-bit 4-hit
Qutput path: |C: \Users\appeon\AppData'Local\Temp'pbappscache\export Restore Default

4. Savethe project settings and then click the Build & Deploy Power Server Project

button (- £3) or Deploy Power Server Project (- &) button in the toolbar to generate the
package.

Note

Do not manually change the name of the installed or de-compressed application folder
on the server, otherwise the application uninstall program will fail to run.

8.2 Packaging the PowerServer Web APIs
For easier distributions, the PowerServer Web APIs can be published to alocal folder.

Step 1: On the development machine, open the PowerServer C# solution in SnapDevel op.
Log in to SnapDevelop if required.

Click the Open C# Solution in SnapDevelop button () in the toolbar to launch the
PowerServer C# solution in SnapDevelop. Or go to the location where the PowerServer C#
solution is generated; and double click Power Server [appname].sin to launch the solution
in SnapDevelop.

At startup, the solution will install/update the dependencies. Wait until the Dependencies
folder completes the install/update. (M ake sure the machine can connect to the NuGet site:
https.//www.nuget.org in order to successfully install PowerServer NuGet packages).

Step 2: In the Solution Explorer, right click on the Server API s project node, and select
Publish.

Step 3: In the window that appears, select File System, and click Start.

Step 4: Specify aname for the profile and specify the destination folder where the files will
be published, and click Next.
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Figure8.2:

ServerAPls* + X

Web Deploy

FolderProfile”

*

File System

Docker
Target Location bin\Release\netcoreappd. T\publish

Cancel

Step 5: Specify the publish settings or use the default settings and then click Finish.

If published as a Framewor k-Dependent package, the package will only include the project
itself and its dependencies. Users haveto install the .NET Core runtime in order to run the
project.

If published as a Self-Contained package, the package will not only include the project itself
and its dependencies, but also include the .NET Core runtime and libraries. Users can run it
on amachine that has no .NET Core runtime installed.

Figure 8.3

ServerAPls* B X
Web Deploy

+*

File System

FolderProfile”

Docker
Puklish Settings:

Configuration: Release
Target Framework:  netcoreapp3.l
Deployment Mode:  Framework-Dependent

Target Runtime: Portable

File Publish Options:

[] Delete all existing files prior to publish

Databases

No databases found

Previous Cancel

Publishing begins automatically. If any error or failure is reported in the Output window,
click the link provided at the end to view more details and possible solutions.

Step 6: Make sure publishing was successful.
Click the PublishURL to open the folder that contains the published files.
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Figure 8.4:

ServerAPls & X

Web Ceploy
FolderProfile
File System
Docker
Filesystem Settings
PublishUr

DeleteExistingFilas

Publish Settings
LastUsedBuildConfiguration
LastUsedPlatform
ProjectGuid
PublishProvider
TargetFramework

SelfContained

Release

AnyCPU

9545¢5ff-d7e5-4099-b960- 100999640
FileSystem

netcoreapp3.|

False

WahDublichhdathod BilaSirctars

Output *Ox

Show output from: Publish
UL 1 I V3 AR LA | AL W R 1 R T LR L R 3 VA AV U LA Gt § LR 38 Y PR TR 1 K 33 s
Adding file(C\Users\appeo reelrepos\PowerServer_salesdemo8\ServerAPls\bin\Release\netcoreapp3. \publish\System.Security. Principal. Wind
Adding file{C\Users\appeon\source\repos\PowerServer_salesdemoB8\ServerAPls\bin\Release\netcoreapp3. 1ypublish\System. Text. Encoding.CodePac
Adding file{C:\Users\appeon\source\repos\PowerServer_salesdemoB8\ServerAPls\bin\Release\netcoreapp3. Typublish\System. Text. Encodings.Web.dll
Adding file{C\Users\appeon\source\repos\PowerServer_salesdemo8\ServerAPls\bin\Release\netcoreapp3. 1hpublishiSystem. Text. Json.dll)

Adding file{C\Users\appeon\source\repos\PowerServer_salesdemoB\ServerAPls\bin\Release\netcoreapp3. Thpublish\System. Windows. Extensions.d|
Adding file(C:\Users\appeon\source\repos\PowerServer_salesdemo8\ServerAPlsibin\Release\netcoreapp3. 1\publishi\Ubiety.Dns.Core.dil)

Adding file{C\Users\appeon\source\repos\PowerServer_salesdemoBiServerAPls\bin\Release\netcoreapp3. Thpublish\Utf&)son.dl)

Adding file{C\Users\appeonisource\repos\PowerServer_salesdemoB\ServerAPls\bin\Release\netcoreapp3. Typublishiweb.config)

Adding file{Al lsers\appeon\source\repos\PowerServer_salesdemo8iServerAPls\bin\Release\netcoreapp3. Tpublish\/standard. Net.dll)

Publish succeeded.

8.3 Telling client app where PowerServer Web APIs is

The client app needs to know where to access the PowerServer Web APIswhen it starts to
run. You can tell aclient app where to access the PowerServer Web APIs before and/or after
the PowerServer project deployment in the PowerBuilder IDE.

Before the PowerServer project deployment in the PowerBuilder IDE, you can specify the
Web API URL field on the Web APIstab in the PowerServer project painter. Then, the
specified Web API URL will be included in the application client-side when it is deployed or
installed to the Web server. It is highly recommended that you specify an HTTPS URL for
the production environment.
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Figure 8.5:

General Libraries External Files Runtime  Signing  Client Deployment Run Options  Web APIs
D S
Web APT URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

*\t/eb API URL: https://172. 15,100, 71: 5009

scheme: {fhost[:port] [fpath]

License settings

After the application is deployed or installed to the Web server, you can change the Web AP
URL that isincluded in the application without needing to re-deploying or re-installing the
application. To do that, you can run the following commandsin the "1.01" sub-folder of the
application folder on the Web server.

To get the current URL :

dot net Custom zeDepl oy.dl | -url

To change the URL:

dot net Custom zeDepl oy.dl | -url=<URL>

For example

Figure 8.6:

stomlzeleploy. dll -url

otnet Customizeleploy. dll —url=htty w. appeon. com: BAGG

tomizeleploy. dll —url

For more about how to change the Web API URL using commands, see How-to Guides >
Customize the deployed app using commands.
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9 Tutorial 9: Load testing installable cloud
apps

9.1 Load testing installable cloud apps with LoadRunner

LoadRunner is an automated performance and testing product from Micro Focus. It can
simulate hundreds or thousands of concurrent users, to put the application through the real-
life user loads, and examine the behavior and performance.

When you load test installable cloud apps with LoadRunner, after recording a script,

you are required to correlate afew dynamic values and also parameterize static values

in the script. Otherwise, the script will fail to replay. In thistutorial, we will explain the
relevant techniques in detail and with examples that are specifically required for load testing
installable cloud apps with LoadRunner. For the common LoadRunner functions, please refer
to the relevant LoadRunner documentation.

9.1.1 Dynamic Values in the Recorded Script

The main dynamic valuesin the recorded script for installable cloud apps are “ sessionid” and
“transactionid’. Both values are dynamic and can only stay valid for a short time, therefore,
it is necessary to capture them using the function “web _reg _save param” and then save them
into parametersin the script.

Specially, about “sessionid”: Because all the requests and responses between the client
application and PowerServer are tracked by “sessionid”, “sessionid” is encrypted in every
request/response for security reasons in production environment. It is necessary to set
“sessionid” to plain text with the technigue explained at Running the Application in Test
M ode before Recording the Script.

9.1.2 Enclosing Parameters in Angle Brackets “<>"

LoadRunner scripts typically enclose parametersin curly braces“{}”. However, because
the scripts recorded for installable cloud apps contain many JSON strings, which contain a
lot of formatting curly braces“{}”, it is recommended that you enclose parametersin angle
brackets when you edit the script recorded for installable cloud apps.

9.1.3 Running the Application in Test Mode before Recording the Script

As explained above in Dynamic Values in the Recorded Script, “sessionid” is encrypted
in production environment. It causes difficulty to correlate the value in the script. To work
around the problem, the PowerServer Web APIs has two modes:

e “0"- norma mode
e “1"- test mode

Under the test mode, the “sessionid” included in the requests and responsesisin plain text.
The security is compromised but it shall be sufficient for the test environment.
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9.1.3.1 How to switch to the test mode

1. Open thefile AppConfig | applications.json in the ServerAPIs project of the PowerServer
solution.

2. Change the “RunMode” attribute value from“0” to “1”.

Applicationsjson = X Serverjson ~ Solution Explorer

Solution 'PowerServer_salesdemo3' (3 project)
4 [mF Solution ltems
D Readmetxt
4 [z AppModels
Dependencies
I salesdemo_doud
ServerAPls
Properties

1

Dependencies
4 [mF AppConfig
B AppConfig.json
AppConfigaml
AppConfigExtensions.cs
L Applicationsjson

odbcName": P
"0db 73 : I Authentication

Il Controllers
M DataProviders

With the “RunMode” set to 1, when the installable cloud app is started, the app will
prompt the following warning, and all window titlesin the installable cloud app will show
“Test Mode”.

Warning >

| This application is running in test mode,

EoK

El Sales CRM Demo (For Development Use Only} (Test Mode)
Sales CRM Demo [ghigls

wwen 4y & 5 B

Lists % (lose Address Customer Product Order Statistics

WAfim A rasee Drzede

Note: Instructions in the document assume that the installable cloud app is running in the
test mode.
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9.1.4 Recording

9.1.4.1 Specifying the app .exe file as the Application

For recording, please fill up the Start Recording dialog similar to the screenshot A provided
below. Specificaly, for the Application to run the URL, please specify the .exe file of the
client app, which you can get by right clicking the desktop shortcut of the app and then
copying from the properties > Target field.

Screenshot A: The Application field value is the .exe file of the client app

Start Recording - [PSAPI_TestMode] 7 X

Recording: Web Browser = C\Users\appeon\AppData\Roaming\PBApps More Options
\Applications\192 168.178.125_psapidloadrunnerpsapidloadrunner.exe

Record into action; = | Action7

Application: + | alhost_salesdemo_postgresglhsalesdemo_postgresgl.exe .
URL address: hitp:/192.168.178. 125 88/psapidloadrunner
Recording Options Web - HTTP/HTML Recording Tips

@ Start Recording Cancel

Screenshot B: The Application field value read from the Target field of the app properties
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EJ salesdemo_postgresgl Properties

Tanget location: localhost_salesdemo_postgresql

Security Details Previous Versions
General Shortcut Compatibility
F: salesdemo_postgresqgl
Tanget type: Application

Tanget: ostgresqlisalesdemo
Start in:
Shortcut key:  |None
Bun: MNomal window W
Comment:
Open File Location Change lcon... Advanced...
oK Cancel Apphy

9.1.4.2 Disabling the async scan
The “Async Scan” option under Code Generation shall be disabled. If the option ison,

LoadRunner will automatically generate asynchronous callback scripts. It is hard to
parameterize the transaction I Ds properly in the asynchronous callback scripts.
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Recording Options b4

General Code Generation
- General

m

Fecording
Scipt Code generation process includes:
Protocals
7] Comslatons Scan
&~ Conelations
- Configuration [] Async Scan
Flules
& HTTP Properties Async Options

Advanced
Metwioek.
Mappana and Filtering
8- ata Format Extension
Chain Configuration
Code Generation

m

9.1.5 Correlating the Session ID

Session ID (“sessionid”) is different every time you run an installable cloud app. Obviousdly,
since the execution of the recorded script depends upon the session ID returned by the server,
it is necessary to catch the proper “sessionid” from the CreateSession server response and
then attach it to the subsequent requests. That is, correlating the session ID in the script for
successful replay.

9.1.5.1 How to correlate the session ID in the recorded script

1. Add scriptsin the CreateSession for capturing the session ID and assign it to a parameter.
A CreateSession request looks like the following:

web_cust om r equest (" Cr eat eSessi on",
"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api / Cr eat eSessi on",
" Met hod=POST",
" Resour ce=0",
"RecCont ent Type=appl i cati on/j son",
"Ref erer=",
" Snapshot =t 60. i nf ",
"Mode=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":\"52C33A54- 6687- 40ef -
ACA8- 4FC34BB066CE\ ", \ "appnane\ ":
\ " psapi 4l oadr unner\ ", \ " nanespace\ ": \ " Psapi 4|l oadr unner\ ", \ "sessi on
\":null,\"type\":31,\
"transaction\":null,\"content\": {\"createsession\":{\"securestring
Vo

"eyJ0aWll c3RhbXAIi G E2M QYN k4M Ysl nBheWwkvYWQ G JuQSt OK1ZKb1pgRkxFRzBs TOQz MhAzZnt sVI c2Qk

xydGZu@FgcUJvc TNTYOFCORDd Ye DZmT DFnMVFGUFhNdk QEVGoWIj gy VERL OTd SMHhHVEhSMTXXZZz 091 i wi c2I nbm
FOdXJI 1 j oi OUpi cHc2OUFWMFYxcEg4UTEr aDRodHh4SH Gvnpt S2I hWidNZmJ QS1pP

UmdBWBJ cHdoTzNTY2Kr bnl t V2NTZ21 i dzUyZHhsYj | uQ pj QXgyUntl4S2c9PSION"}}1 ",
LAST) ;

Y ou need to add the following code above the CreateSession request:

* Addaweb set_max_html_param_len function to be the first linein the script file. It
would set the maximum length of the HTML string which LoadRunner can retrieve:

web_set _max_html _param | en("262144");
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* Add aweb reg_save param function above CreateRequest to capture the session ID
and assign it to the parameter “gs_SessionlD”.

web_reg_save_param("gs_Sessionl D', "LB=\"sessionid\":\"","RB=\"},
\"graceperiod", " Sear ch=Body", LAST) ;

2. Replace the session ID with the parameter every time it occurs.

* ldentify the session ID that need to be correlated. Y ou may do a global search in the
script for “session” which is followed by the session ID.

* Replace every occurrence of the session ID with the parameter <gs SessionlD>.

Taking the ConnectAndCreateTransaction request as an example. The following isthe
original request. Y ou see the session ID is the string following the “session”.

web_cust om r equest (" Connect AndCr eat eTr ansact i on",

"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api /
Connect AndCr eat eTr ansacti on",

" Met hod=PCOST" ,

" Resour ce=0",

"RecCont ent Type=appl i cati on/j son",

"Ref erer=",

" Snapshot =t 65. i nf ",

"Mode=HTTP",

"EncType=appl i cati on/j son; char set =UTF- 8",

"Body={\"version\":\"1.0\",\"requestid\":\"D024C3D8- FE54- 490e-
BAB6- 23F8CAB3D8BF3\ “, \ "appnane\ ": \ " psapi 41 oadr unner\",

\ "nanespace\ ":\ " Psapi 4|l oadr unner\ ", \ "sessi on\":

\"""eyJOaWl c3RhbXAi G E2M QYN k4M gs| nBheWwkvYWQ G J3bnFMVOFuz2

14S2RnQ hgbFVgQ RNNmsWRVUXN2gwaFhpb3pEbndSakky OUt k Yk9kW MW\GgxeW PdTI YRFI 5QTFI TXZKTVcvRI bEp
r ZI AOY3YvOEV] MAF5OVNX Tzl SUFPEY] JPYTI r ekt QUTRPSXV2L 25y VXYwd DhGNimpz RUYO Tz VqUTROMMIC 1pi YOC5NKpJ

CTNi Z1BxWIZt L2dodl hBYWB4U3AI LCIzaWiuYXR1lcnli G JQTEo3WDJaRnBVV1Fy OXcvKldwaGir WiRWK3BPc 0t aRUhwdl
WRUUWE2Qvh5VI gvUUpDTI ZFZUVFROt we G | QUs0c3FQTDB3SVZqQr0o9l no=\",\ "t ype
\":7,\"transaction\":null,\"content\":
{\"connect""\": {\"cachegroup\":\"\" \"cachename\":\"\",
\"transacti onnane\":\"sqglca\",\"parans\":\"""eyJOaWl c

3RhbXAI O E2M QYN k4M gs| nBheWwkvYWQ O JQK1kv M5y WiVTUWYOAE! | enpGW 9vdl kOVFhWONWN Fr d2UxVGIk SE|
dt NDN2W B6dFFCLzkOU k4dVFOYKNI SnZgbl | t QBRoTUZCRFJaS21YZnt DWEX PRkdj bW 2WKFk SXBEC DRANONL UDBVK1g:
3aW2SOFk ZEpNOFU3Qk XbEl 5MGx4ZEp5OVWTNUOONz ZhaGxZM RSYI F1NTI W ks xdEROVNgx bERKRUBOC GFv RVWK M X!
MDFPNDZ3UnNvWp6M B1TXkr UGLVNVI vIWIFOeUhxRj N3ZExy Rl ZLI i wi ¢2I nbnFOdXJI | j oi VGIoR2dEeEt LWFg2V3V6h

TNvU gxSTkzeDJi S1I ncj dOMFEXcmkaUkpOTTh6dEZpVUCARLY3VTgr dk" " xZL2pQK291 ZGx TAVWYWAEOPSIO\ "} 33",
LAST) ;

After replacing the occurrence of the session ID with the parameter <gs SessionlD>, the
script will ook like the following:

web_cust om r equest (" Connect AndCr eat eTr ansact i on",
"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api /
Connect AndCr eat eTr ansact i on",
" Met hod=PCOST" ,
"Resour ce=0",
"RecCont ent Type=appl i cati on/j son",
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"Referer=",
" Snapshot =t 65. i nf ",
"Mode=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":\"D024C3D8- FE54- 490e-
BAB6- 23F8CAB3D8F3\ ",
\ "appnane\ ":\ " psapi 4] oadrunner\",\ " namespace\":\ " Psapi 4| oadr unner\",
\"session\":\"""<gs_SessionlD>\",\"type\": 7,\"transaction\":null,
\"content\"
:{\"connect""\":{\"cachegroup\":\"\" \"cachenane\":\"\",
\"transacti onnane\":\"sqgl ca\",\"parans\":\

""" eyJ0aWll c3RhbXAIi  E2M Q/N k4M gsl nBheWkvYWQ O JQK1kv M5y WriVTUWYOdEI | enpGW9vdl kOVFhWYONWNI
xVGIk SENHTFNnc2R0al | GzUdt NDN2W B6dFFCLzkOU k4dVFOYKNI SnZgbl | t @BRoTUZCRFJaS21YZnt DW
ExPRkdj bW 2WKFk SXBEc DRhNONL UDBVK1 gx OGhQQVhi Nj JoSXA3aWh2SO0FkZEpNOFU3Qk XbEI 5Max4ZEp5OVVTNUOONz.
ZM RSYI FINTI W ksxdEROVngxbERKRU80c GFvRVWWKMIcx k5RbUt r cVBqaTdaMDFPNDZ3Uni\vVWp6M B1T
Xkr UGLVNVI vWiF0eUhxRj NBZExyRI ZLI i wi c2l nbnF0dXJ!l | j oi VGIoR2dEeEt LWFg2V3V6bTI wei 94WKdKb2 FFWINv Ul

zeDJi S1I ncj dOMYFXcmkalkpOTTh6dEZpVUC4RLY3VTgr dk" * xZL2pQK29! ZGx TdWDyWAE9PSIO\ "3},
LAST) ;

9.1.6 Correlating the Transaction ID

Installable cloud operations perform all database operations in transactions. Each transaction
is assigned with a unique transaction ID. An existing transaction ID will become invalid if
any of the following cases occur:

* When the relevant session |D becomesinvalid;
» At the execution of Connect, Disconnect, Commit, or Rollback.

When the Connect, Disconnect, Commit or Rollback is executed, the response body will
contain the new transaction ID. When the Commit or Rollback is executed but has failed, the
response body will still contain the old transaction 1D, which means that the old transaction is
still valid.

It is necessary to catch the proper “transactionid” from the server response on Connect/
Disconnect/Commit/Rollback, and then attach it to the subsequent requests. That is,
correlating the transaction 1D in the script for successful replay.

9.1.6.1 How to correlate the transaction ID in case of single transaction

The following steps take the Connect request as an example, and the session ID has already
been correlated.

1. Add scriptsin the Connect for capturing the transaction ID and assign it to a parameter.
A ConnectAndCreateTransaction request looks like the following:

web_cust om r equest (" Connect AndCr eat eTr ansact i on",
"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api /
Connect AndCr eat eTr ansact i on",
" Met hod=PCOST" ,
"Resour ce=0",
"RecCont ent Type=appl i cati on/j son",
"Ref erer=",
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"Snapshot =t 275. i nf ",
" Mode=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":\"667FF1FE- 77F8- 40b6- 869E-
EA90D466B504\ ",
\ "appnane\ ":\ " psapi 4l oadrunner\",\ " namespace\":\ " Psapi 4| oadrunner\",
\"session\":\""
"<gs_SessionlD>\",\"type\":7,\"transaction\": null,\"content\":
{\"connect"
"\":{\"cachegroup\":\"\" \"cachenane\":\"\" \"transacti onnanme\":
\"sqglca\",\"parans\":\""

" eyJOaWLl c3RhbXAi O E2M UyMDMDOTMs | nBheWkvYWQ Gi Jj Nj JLb3BST1pMA/BUZVe4NXk5bUgzb1RvOXI 1NSs
r RO5UTCI0S2wy R2I ubEx| eELCACt VaGt t RWIt d2N2Unbv VT Bej BChDV3M h0aWbz Yi 80SU9j QiBuc2hgNXdSbUt

0ZGx0Ul JkeVl | SCt EULITc1ZNVj d5Snt t TnBTdHpoZnZHK3ZORNhJIWELI ¢z ZHRzh5QVJ sd2ULW J3VEFUVIM xeFF
r Znl 3MXdQc 1ZUe FNGVDNs b2UwM ZXVULJ OUUSMz huTHhoaXRx VEl mI'TZj aVhST211 a2x MaEh6ZKREC Lt ¢ 3RWYVU

40WhUY2ZZNUSoaXdt MHFn Yk owY2Fsdmp6OENCEj hmVHpZR1BMQOUx ZWLYZ3I kNGBVUTO09I i wi ¢2l nbrFOdXJ! | j o
i dFkwVDI URUX YYOt OTEhBdnZz QUNOQOt uRW | RUt KNEFMBnBsaml 1aFRt Yk92dU'
" FhSnBr NXI LMIBhMEt i MeQLdkc4VnBt RTJZaGOKbOFnbU CaHF1cWE9PSIO\ "}}1 ",
LAST) ;

Y ou need to add the following code above the ConnectAndCreateT ransaction request:

* Addaweb reg save param function above the request to capture the transaction ID
and assign it to the parameter “gs_TransactionlD”.

web_reg_save_param("gs_Transactionl D', "LB=\"transactionid\":\"","RB=\"},
\"content", " Sear ch=Body", LAST) ;

2. Replace the transaction 1D with the parameter every time it occurs.

* |dentify the transaction ID that need to be correlated. Y ou may do aglobal search in the
script for “transactionid” which isfollowed by the transaction ID. Ensure that thereis
no confusion between the current transaction ID and the other ones.

» Replace every occurrence of the transaction 1D with the parameter <gs Transactionl D>.

web_cust om request ("Retri eveWt hPar n',
"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api / Retri eveW't hPar ni',
" Met hod=POST",
"Resour ce=0",
"RecCont ent Type=appl i cati on/json",
"Referer=",
"Snapshot =t 279. i nf ",
"Mode=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":
\"014DD22B- 11AB- 4238- 88D1- 7892060396AD\ ", \ "appnane\ ":
\ " psapi 4l oadrunner\ ", \ " nanespace\ ":\ " Psapi 4|l oadrunner\",\"sessi on\":
\"""<gs_Sessionl D>\ ",
\"type\":1,\"transaction\":{\"transactionid\":\"""<gs_Transacti onl D>
\",\"transacti onnamne\
":\"sqglca\"},\"content\":{\"retrieves\":[{\"retrieveid\":
\"014DD22B- 11AB- 4238- 88D1- 789206
0396AD\ ", \"parent\":\"\" \"dat aobj ect\":\"d_custonmers\",
\"parentcol um\":\"\" \"isreport\":
false,\"isdynam c\":fal se,\"dwsyntax\":\"\" \"sql\":\"\",
\"processing\":1,\"arguments\":[]}]1}}",
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LAST) ;

9.1.6.2 How to correlate the transaction ID in case of multiple transactions

If your application has multiple transactions, each transaction has its unique transaction ID.
The transactions can be differentiated by their transaction names, and their transaction IDs
shall be assigned with different parameters, so that each parameter will correlate with its own
transaction.

1. Add scriptsin the Connect for capturing the transaction ID and assign it to a parameter.

A ConnectAndCreateTransaction request in a transaction named as “itr_dynamiccon”
looks like the following:

web_cust om r equest (" Connect AndCr eat eTr ansact i on_2",

"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api /
Connect AndCr eat eTr ansacti on",

" Met hod=POST",

"Resour ce=0",

"RecCont ent Type=appl i cati on/json",

"Referer=",

"Snapshot =t 337.i nf",

"Mode=HTTP",

"EncType=appl i cati on/j son; char set =UTF- 8",

"Body={\"version\":\"1.0\",\"requestid\":\"5D86818C- CAF5- 49f e-
B78A- 4AC7AC550F88\ ", \ "appnane\ "

:\"psapi 4l oadrunner\ ", \ " nanmespace\ ":\ " Psapi 4] oadrunner\",\"sessi on

\":\"""<gs_Sessionl D>\"
,A\"type\":7,\"transaction\":null,\"content\":{\"connect""\":
{\"cachegroup\":\"\" \"cachenane\
":\"PostgreSQ.\",\"transacti onname\":\"itr_dynamnmi ccon\",\"parans\":
\"""eyJO0aWl c3RhbXAI § E2M
UyMDg5MTEs| nBheWwv YWD O Jna21qUz VZYO1RM294ZnJ LVFENQQLNy RFJuUENG Tk PTHZEe ENGUI JOMhgr N VW3d2\WEJ
NK3BCal Ri MEFKYO5EZmbi MFUSWQOckhj dnRRQOt ubkV1QR9adl hoOEx| RXZvaFhs SGJI MrQlcFdRZz ¢ 2VnhLOGYWZHZI
SDBGWRBRTB6 YU9zaEhuM2l KMEZEQkJSak1sc Xl 1MThy UnMDOFI OY3dl MGY2ZGoHo WA UG miVU40Rz MOMTcwMCt zbUnh3U
ng5ZU | cnUR2pRSOhk YnFFRWIYM AxR2t MZVg4UELWI Vt ZTh5ekt JW RZZUVKSFBt d3cr ekpLN JFe EQQVFFKWWAI VW
4waj FKemhOMURYcWO5V] | KM JyambCNVk3ULdBYy91UnRl QkxmUTOi LCIzaWduYXRlemi O | yT2t 2SGRI aW 0WGZzeXQ
VSHNhSUK4R3Vz G " " MbOXImbERLYzd TWEpKNj g1bDl xUj JJbkpz RGWbTexdVI 6WHhOUGZFe TFGTFUz c DRj RWAK2p1 YW
FOUTO09I nO=\"}}}",
LAST) ;

Y ou need to add the following code above the ConnectAndCreateT ransaction request:

* Add aweb reg_save param function above the request to capture the transaction 1D
and assign it to the parameter “gs_TransactionID_Dycache”. Here the parameter name
has a suffix “_Dycache” to identify the transaction “itr_dynamiccon”.

web_reg_save_paranm("gs_Transacti onl D Dycache","LB=\"transactionid\":\"", "RB=
\"},\"content", " Sear ch=Body", LAST) ;

2. Replace the transaction ID with the parameter every time it occurs.

* |dentify the transaction ID that need to be correlated. Y ou may do a global search in the
script for the transaction name “itr_dynamiccon” which follows the transaction ID.
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* Replace every occurrence of the transaction 1D with the parameter
<gs_TransactionID_Dycache>.

web_cust om request ("Retri eveW t hPar n',
"URL=http://192. 168. 178. 125: 5001/ api / Server Api / Retri eveW t hPar ni',
" Met hod=POST" ,
" Resour ce=0",
"RecCont ent Type=appl i cati on/j son",
"Ref erer=",
" Snapshot =t 338. i nf ",
"Mode=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":\"81EDBIE2- CCA7- 4b68-
B70A- 09B46DD88261\ ", \ "appnane\ ": \
"psapi 41 oadrunner\",\ " nanespace\ ":\ " Psapi 4|l oadr unner\ ", \"sessi on\"
\"""<gs_Sessionl D>\",\
"type\":1,\"transaction\":{\"transactionid\":
\"""<gs_Transacti onl D_Dycache>\",6\"transacti onname\ "
\"itr_dynam ccon\"},\"content\":{\"retrieves\":[{\"retrieveid\":
\ " 81EDB9E2- CCA7- 4b68- B70A- 09B46
DD88261\ ", \ "parent\":\"\ " \"dat aobj ect\":\"d_custoners\",
\"parentcol um\":\"\" \"isreport\":fal se,
\"isdynami c\":fal se,\"dwsyntax\":\"\" \"sqgl\":\"\" \"processing\":1,
\"arguments\":[]}]}}",
LAST) ;

9.1.7 Parameterizing Static Values in SQLs

When recording an installable cloud app to create the script, you would use static values for
SQL statements (Retrieve, Select, etc.). It isnot realistic to use the same value for all replays.
Therefore, it is necessary to parameterize the static values.

9.1.7.1 How to parameterize static values in Retrieve

1. Find the static value in the Retrieve request body. Y ou shall get it in the “arguments”
node.

2. Select the value, right click and select “Replace with Parameter” -> “Create new
parameter”.

3. Enter the parameter name.

In the example script below, the “customer_id” static value has been parameterized with
the parameter <customer|D>:

web_cust om request ("Retri eveW t hPar ni',

"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api / Retri eveW t hPar nf',

" Met hod=PCOST" ,

"Resour ce=0",

"RecCont ent Type=appl i cati on/json",

"Ref erer=",

"Snapshot =t 144. i nf",

"Mode=HTTP",

"EncType=appl i cati on/j son; char set =UTF- 8",

"Body={\"version\":\"1.0\",\"requestid\":\"50CA839C- EBDF- 4303-
Al46- 33EBB30BEB45\ ", \ "appnane\ ": \

" psapi 41 oadrunner\ ", \ "nanespace\ ":\ " Psapi 4|l oadrunner\ ", \ "sessi on\":

\"""<gs_Sessionl D>\",\
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"type\":1,\"transaction\":{\"transactionid\":\"""<gs_Transacti onl D>
\"},\"content\":{\"retrieves\":

[{\"retrieveid\":\"50CA839C- ESDF- 4303- A146- 33EBB30BEB45\ ", \ " par ent
\":\"\", \"dat aobj ect\":

\"d_custoner_pro\",\"""parentcol um\":\"\" \"isreport\":fal se,
\"isdynami c\":fal se,\"dwsyntax\":\"\",

\"sqgl\":\"\" \"processing\":1,\"argunents\": [{\"category\": 1,\"nane
\":\"custoner_id\",\"""type\":

\"nunber\",\"val ue\": <custoner! D>}]1}1}}",

LAST) ;

9.1.7.2 How to parameterize static values in Select

1
2.

Find the static value in the Select request body. Y ou shall get it in the “ parameters’ node.

Select avaluein thelist of parameters, right click and select “ Replace with Parameter” ->
“Create new parameter”.

Enter the parameter name.

Repeat step 2 to 3 until all values are parameterized

In the example script below, the Select request has been parameterized with the
parameters <customer| D> and <NotName>:

web_cust om r equest (" Sel ect Wt hPar ni',
"URL=http://192. 168. 178. 125: 5001/ api / Ser ver Api / Sel ect W t hPar ni',
" Met hod=PCST" ,
"Resour ce=0",
"RecCont ent Type=appl i cati on/json",
"Referer=",
" Snapshot =t 358. i nf",
"Mbde=HTTP",
"EncType=appl i cati on/j son; char set =UTF- 8",
"Body={\"version\":\"1.0\",\"requestid\":\"7C362898- 230B- 4858-
AB15- 2241DC3FDO82\ ", \ "appnane\ ":
\ " psapi 4l oadrunner\ ", \ " nanespace\ ":\ " Psapi 4|l oadrunner\",\"sessi on\":
\"""<gs_Sessionl D>\ ",
\"type\":11,\"transaction\":{\"transactionid\":
\"""<gs_TransactionlD>\",\"transacti onnane\":
\"sqglca\"},\"content\": {\"esql sel ect\": {\"nodul enane\":\"\" ,\"sqglid
\":\"sqgl Handl e_01_2763E2FE\ ",
\"paranmeters\""":[{\"category\":1,\"nanme\":\"nane\",\"type\":\"int
\",\"val ue\": <cust oner | D>},
{\"category\":1,\"name\":\"nanme\",\"type\":\"string\",\"val ue\":
\"<Not Name>\"}]13}}1}1",
LAST) ;

9.1.8 Replaying

If you replay the script on a different machine from the one you recorded the script, to make
sure that the Application field value from Recording is still valid during replay, you must
manually run the application before the replay.

9.2 Load testing installable cloud apps with JMeter

9.2.1 Overview

This tutorial assumes a basic understanding of the following concepts:
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* JMeter basis. To familiarize yourself with IMeter basics, go through https://
jmeter.apache.org/usermanual/index.html .

» PowerServer and installable cloud app basis. To quickly get started with PowerServer and
deploy the Sales Demo application, go through Quick Start.

9.2.2 Preparing the installable cloud application

9.2.2.1 Configuring and deploying the application

Thistutorial will take the deployed Sales Demo application as an example to walk through
the test script recording and parameterizing.

You can follow Quick Start to deploy the Sales Demo application.

Note that you must use the actual |P address (instead of "localhost™) for the Web APl URL.
(Reason isin the Section 9.2.3.1, “Recording scripts automatically (using Recorder)” and
Section 9.2.3.2, “Recording scripts manually (using Fiddler + IMeter)” sections, you will use
the IMeter proxy server or Fiddler (or any other web debugging proxy tool) both of which
will bypass "localhost”.)

Web APILRL

The app will connect to the PowerServer at the following Web APIIURL. The URL is the same for all the projects in the
same solution,

*\Web APT URL: |htu::f,11 72.16.100.3%5005]

scheme:/fhost[:port] [fpath]

9.2.2.2 Switching the application to test mode

9.2.2.2.1 Why test mode is required

The main dynamic values in the recorded script for installable cloud apps are “ sessionid” and
“transactionid”. Both values are dynamic and can only stay valid for a short time, therefore, it
IS necessary to capture them and save them into variables in the script.

Specially, about “sessionid”: Because all the requests and responses between the client
application and PowerServer are tracked by “sessionid”, “sessionid” is encrypted in every
request/response for security reasons in production environment, which makesit difficult to
correlate the value in the script. To work around the problem, the PowerServer Web APIs has
two modes:

e “0"- norma mode
e “1"- test mode

Under the test mode, the “sessionid” included in the requests and responsesisin plain text.
The security is compromised but it shall be sufficient for the test environment.

9.2.2.2.2 How to switch to the test mode

Step 1: Open the file AppConfig | applications.json in the ServerAPIs project of the
PowerServer solution.
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Step 2: Change the “RunMode” attribute value from “0” to “1”.

Applicationsjson = X Serverjson ~ Solution Explorer

Solution 'PowerServer_salesdemo3' (3 project)
4 [mF Solution ltems
. D Readmetxt
": 3608 4 [c#| AppModels
Dependencies

a,
xception”: true

I salesdemo_doud
ServerAPls
Properties
Dependencies
4 [mF AppConfig
B AppConfig.json
AppConfigaml
AppConfigExtensions.cs
L Applicationsjson
I Authentication
Il Controllers
M DataProviders

19
nnect
bcName™ :

Step 3: Run PowerServer Web APIs.
Step 4: Run the installable cloud app.

With the “RunMode” set to 1 (test mode), the app will prompt the following warning, and all
window titlesin theinstallable cloud app will show “Test Mode”.

Warning pd

| This application is running in test mode,

P oK

El Sales CEM Demo (For Development Use Only} (Test Mode)
Sales CRM Demo [Ghigls

coen (& B B

Lists % (Close Address Customer Product Order Statistics

Afimdraeem Drzrde

9.2.2.3 Running PowerServer Web APIs and then JMeter recorder or Fiddler

Keep Power Server Web APIsrunning, and close the installable cloud app after you verify
that the installable cloud app runs successfully; and then proceed to the next step to record the
test scripts.
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Note

Y ou must run PowerServer Web APIs before you start IMeter recorder (HTTP(S)

Test Script Recorder) or Fiddler (or any other Web debugging proxy tool). Otherwise,

the PowerServer Web APIswill fail to start.

Reason is IMeter recorder and Fiddler (aswell as any other Web debugging proxy
tool) work by adding itself as a proxy instead of using your current proxy settings;

therefore if the PowerServer Web APIs connects with the NuGet site and Appeon site

through a proxy server, it may fail to start.

9.2.3 Recording JMeter scripts

You will need to create atest plan to record the IMeter scripts. Y ou can create atest plan

either by

» Using the IMeter HTTP(S) Test Script Recorder to automatically record the HTTP

requests, or

» Using Fiddler (or any other web debugging proxy tool) to get the HTTP requests and then

manually adding the HT TP requests to JM eter

9.2.3.1 Recording scripts automatically (using Recorder)

One easy way to create atest plan isto use the IMeter HTTP(S) Test Script Recorder.

With Recorder, you can just browse on the application and do the actions and everything
(including HTTP requests) will get recorded automatically.

This section provides step-by-step instructions for recording scripts on the Sales Demo

application. You can also follow the IMeter documentation: https.//jmeter.apache.org/

usermanual/imeter proxy step by step.html.

9.2.3.1.1 Creating a test plan from templates

Step 1: Select Templates from the File menu.

£ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

=l |

Mew Ctrl+L

Open Ctrl+Q

Open Recent *
Merge

Save Ctrl+5

Save Test Plan as Ctrl+Shift+5

Save Selection As...
Save as Test Fragment

Revert

Restart
Exit Ctrl+Q

Test Plan

Mame: Test Plan

Comments:
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Step 2: Select Recording and then click Create.

|| Templates

iﬂemrding

b Reload templates

Template showing how to record

JMeter Configuration
@ JMeter Server Proxy port is set to 8888, you may want to change this
Browser Configuration

Configure vour browser so that it uses the JMeter proxy, set:

w the host of the machine that runs JMeter
@ the port you setup in TMeter Server Proxy

Useful links

Create Cancel

Step 3: Use the default values or modify them according to your needs, and then click
Create.

| £ Termnplates

Fill your parameters:

hostToRecord : v, example, com
recordingOutputFile : [recording. xml

schemeToRecord :  |https

Create Cancel Previous

A complete Test Plan is generated successfully.
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£ Apache IMeter (5.4.1) — [m] b e
File Edit Search Run Options Tools Help
DHUH‘& Dﬂ“% = “" [ .0\# ‘ﬂ‘“%}-‘if%: uu:uu:uuAuu/u@
- TestPlan .
B —— User Defined Variables
Y §s<r Defincd Varicbles
. HTTP Request Defaults Neme:  |User Defined Variables
- # HTTP Cookie Manager
G} Thread Group Comments:
lck View Results Tree User Defined Variables
Bl TR (S) Test Script Recorder
Name: Value Description
host i example.com
scheme hittps
Detail Add Add from Clipboard Delete up Down

9.2.3.1.2 Enabling recorder

In Test Plan, the HTTP(S) Test Script Recorder isdisabled by default.
Right click on it and then select Enable to enable it.
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¥ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

Y L IER IR

i8ad 00+ =~

. TestPlan

- g User Defined Variables
- g HTTP Request Defaults
- g HTTP Cookie Manager
[+ Thread Group

| View Results Tree

Add

Cut
Copy
Paste
Duplicate

Remove

Open...
Merge
Save Selection As...

Save as Test Fragment

Save Node As Image

Save Screen As Image

Enable
Dizable

Teggle

Help

9.2.3.1.3 Configuring recorder

Inthe HTTP(S) Test Script Recorder window, specify the following settings:

HTTP(S) Test Script Recorder
Mame: HTTP(S) Test Script Recorder
Comments:
State
>
Ctel+X e
Ctrl+ C Res
Chrl+V
CtrleShift+C I Creation  Requests Filtering
an content
Delete
r Controller:
ng:
apture HTTP Headers
ampler settings
Ctrl+G g ¢

Ctrl+Shift+G  fcion name

g scheme |Transaction name -
=r start value

Ctrl+T : new transaction after request (ms):
ding's default encoding

| | ] Retrieve All Embedded Resources

1. Usethe default port number 8888 or input a new one. Make sure the port is not occupied

by any other program. Make sure the browser proxy is set to the same port later.

2. Modify Target Controller to Test Plan > Thread Group.

3. Modify Naming schemeto Prefix.
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HTTP(S) Test Script Recorder

Name: HTTP(S) Test Seript Recorder

Comments:

State

P start [ B Restart
Global Setting:
Port: 8838

HTTPS Domains:

TestPlan Creation Requests Filtering
Test plan content

Target Controller: Test Plan > Thread Group

Grouping: Put each group in a new transaction controller
Caplure HTTP Headers [ Add Assertions Regex matching
HTTP Sampler settings
Transaction nam
Naming scheme #{counter,number,000} - #{path} (#{name})
Counter start value Set counter
Create new transaction after request (ms):
Recording’s default encoding UTF-8

[[] Retrieve Al Embedded Resources [ Redirect Automatically Follow Redirects

Use Keepalive

Type:

GraphQL HTTP Sampler settings

Detect GraphQL Request

9.2.3.1.4 Configuring your browser to use the JMeter Proxy
Step 1: Open the Web browser. Take Internet Explorer as an example.

Step 2: Select menu Tools > Inter net options. Select the Connections tab and then click the
L AN settings button.

Step 3: Enter 127.0.0.1 and port 8888 (and make sure the Web APl URL isnot in the
exception list).
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Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Local Area Metwork (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
|:| Use automatic configuration script

Proxy server

Uze a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: |127.0.0.1 Port: |8383 Advanced

Bypass proxy server for local addresses

Cancel
LAM Settings do not apply to dial-up connections. E LAM settings i

Choose Settings above for dial-up settings.

oK Cancel Apply

9.2.3.1.5 Recording the scripts
Step 1: Returnto HTTP(S) Test Script Recorder, and click Start.

HTTP(S) Test Script Recorder

Name: HTTP(S) Test Script Recorder

Comments:

State

0 @

Thiswill start the IMeter proxy server which is used to intercept the browser requests.

Global Settinas

Step 2: Click OK when prompted to install the certificate as shown below.
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Root CA certificate ApachelMeterTemporaryRootCA created in IMeter bin directory *

@%. Root CA certificate ApacheIMeterTemporaryRootCA created in IMeter bin directory
'-0—' You can install it following instructions in Companent Reference documentation

See Insiafing the Meter CA cerfificate for HTTFS recording paraagraph.

Certificate has a duration validity of 7 days,

if the created one (see below) is newer than the last one you installed,
ensure you remove the old one and install the new one.

Please check the details below when installing the certificate in the browser

@ CN=_ JMeter Root CA for recording (INSTALL OMLY IF IT S YOURS), OU=Username: appeon, C=US
@ Fingerprint{SHA1):; 94328363 d9 19 1la 2fb6 c1a5f2 fd 5b 40 74 Zb ee 3 38
@ Created: Thu Oct 28 10:39:45 CST 2021

Step 3: Keep the “Recorder: Transactions Control” window open during recording.

Recorder; Transactions Control ot

HTTP Sampler settings

Transaction name

Maming scheme |Prefix e
Qs

Counter start value Set counter

Create new transaction after request {ms):

Step 4: Now run the Sales Demo installable cloud app in the Web browser. (Make sure
PowerServer Web APIs started before IMeter started. See Running PowerServer Web APIs
and then JMeter recorder and Fiddler for why.)

Step 5: Click afew buttons such as Address, Customer etc. in the window and then exit from
the application. These HTTP requests will be automatically captured by the script recorder.

Step 6: Close the Web browser and return to the IMeter window.

Step 7: Click the Stop button in the “Recorder: Transactions Control” window to stop the
recording.

9.2.3.1.6 Viewing the recorded scripts

The recorded HTTP requests will be listed in the tree on the left panel. Y ou can manually
remove any HT TP requests that are not needed.

Page 202



Tutorial 9: Load testing installable cloud apps

£ Apache IMeter (5.4.1)

File Edit Search Run Options Tools Help

=] - TestPlan

D@l L0l +=%>r @0 4wt E

i
o]

a x

- 4 User Defined Variables

. 3 HTTP Request Defaults

- & HTTP Caokie Manager
=} Thread Group

2 Recording Controller
(=)
s

# JapifserverapiNerificationFiles-2
-4 [api/Serverapijverificationresuit-3

#* lapifserverapijverify 4

#* lapifserverapi/ConnectAndCreateTransaction
-4 [apijServerapiRetrieveWithParm-6
- [apifServerapiRetrieveWithParm-7
# lapifserverapi/RetrieveWithParm-8
- JapifserverApiRetrieveWithParm-3
-4 [apiServerApiRetrieveWithParm-10
# lapifserverapi/RetrieveWithParm-11
A [apifServerapi/RetrieveWithParm-12
-4 [apiServerapiRetrieveWithParm-13
#* [apifserverapi/CommitAndCreateTransaction-
#* lapifserverapi/DestroySession-15
. View Results Tree
= HTTR(S) Test Script Recorder

HTTP Request
Mame: /api/Server Api/CreateSession-1

Comments:

Basic  Advanced

0:00:00 A\ 0 0/ @

Web Server
Pratocal [nttg]: |http
HTTP Reguest
POST

Server Name or IP: |172.16.100.35

| Path: |fapi/ServerApi/CreateSession

[ Rediract Automaticaly Follow Redirects Uss Keepalive [ ] Use mubipsrform-data || Browser-compatible hesders
Parameters Body Data  Files Upload

Port Num|

ecurestring”:

ULxQT@9Iiwic2lnbmFRdXI1IjoiT1IRQdWVQUXFIQUIzVURKZVRHTTRELD

" 7E@CEAER-CEAB-4894-9951-2688D695C217", "appname™ : "salesdemo_cloud”, "namespace

@dvewhuM21zZDBZd1dKM@o@cWREEpmdTdHUDM2CHRYNGVY
QLMUIadDBNTELEOTg2QmhVZWpPNDhZRktGYnpRZGI tdWpiRkpL!

":"salesdemo_cloud",)

RONyMUh4z

RONVBQCOF|

9.2.3.1.7 Parameterizing the scripts

To use the dynamic values of the access token, session ID, transaction ID etc., you need to
parameterize them in the scripts. See Section 9.2.4, “ Parameterization and correlation” for

detailed instructions.

9.2.3.2 Recording scripts manually (using Fiddler + JMeter)

First, you need to use Fiddler (or any other web debugging proxy tool) to get the HTTP
requests. For how to use Fiddler, see Debugging with Fiddler.

Then you need to manually add the HTTP requests to JMeter.

9.2.3.2.1 Obtaining HTTP requests

Y ou can view the HTTP requests using Fiddler (or any other web debugging proxy tool).
Fiddler can capture every detail of the HTTP request and the header.

Page 203



Tutorial 9: Load testing installable cloud apps

4 Telerik Fiddler Web Debugger - O *
File Rules Tools View Help GET/book GeoEdge
28 WinConfig () 43 Replay X - b Go | ¥ Stream [ Decode | Keep: All sessions ~ &5 Any Process 3% Find [l Save | B8] (3) @& Browse ~ -
# Result  Protocol Host LURL A3 FiddlerSeript | EI log [ Fiters = Timeline | &7 APITest
=% 200  HTTR 192.168.1.106:5000  fapi/ServerApi/CreateSession @ Statistics -“«éi Inspectors # AutoResponder & Composer
=% 200 HTTP 192,168.1.106:5000  /api/ServerApi/VerificationFiles Headers ’m SyntaxWiew WebForms HexView

=% 200 HTTP 192.168.1.106:5000  /api/ServerApifverificationresult Auth Cookies Raw 150N XML

=% 200 HTTP 192,168.1.106:5000  fapi/ServerApifverify

Bs 00 HTTP 162.168.1.106:5000 /api/ServerApi/ConnectAndCreateTransaction “version”:"1.0" "requestid”:"DF3173FF-4373-42%-3973-0CD430D386CE" "
EX 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrieveWithParm ppname”:"salesdemo_cloud”,"namespace™:" Salesdemo_cloud”,"session™:"",
B7 200 HTTP 192,168.1.106:5000 fapi/ServerApi/RetrieveWithParm "type":31, "transaction":null,"content"{"createsession”:{"securesting": ey 0a
EX: 200 HITP 192.168.1.106:5000 fapi/ServerApiRetrieveithParm W1lc3RhbXAIC] EZMzMyNDMﬂhzﬂslnBhevaYWQiOiJURnNCSmﬂ'SﬂBmUT
[Ba 00 HITP 192.168.1.106:5000 /api/ServerApi/RetrieveWithParm RvTVNuRkFHbIBpLORPZm'Y 1NHJmOFdUMDBIRiRDUXZwVTRINOE1SW v
B1w 200 HTTP 162.168.1.106:5000  /api/ServerApi/RetrieveWithParm LzQ4NzBETW4TKIVibFY0OW InaVWack R3ZmplYnRIK3Jadz09liwic AnbmFD
B11 00 HITP 192.168.1.106:5000 /api/ServerApi/RetrieveWithParm dXlljoiWWxNZ05dFJSe UNDaklWEphWUJIb0FraVe 1dSs30mRSWFYU Yzd
B12 00 HITP 192.168.1.106:5000 Japi/ServerApi/RetrieveWithParm 1bEphTFhNYWXeGIXUVNkZnRPZINR Y M ScF)iZUhwVzBDS 3nV2pm SW
B13 W0 HTTP 192,168, 1. 106:5000 Japi/ServerApi/RetrieveWithParm CdVIFbGe 3P SJ5" 1}

=14 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrievelWithParm

=15 200 HTTP 192.168.1.106:5000  /api/ServerApi/RetrieveWithParm " —

=18 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrievelWithParm S | 2R EI
=17 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrievelWithParm Transformer Headers |Text\-'iew SyntaxView ImageView
=20 200 HTTP 192.168.1.106:5000  /api/ServeraApi/RetrievelWwithParm HesVicw WebView | Auth Caching Cookies Raw

=21 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrievelWithParm = o

=22 200 HTTP 192.168.1.106:5000  /api/ServerApiRetrieveWithParm

=23 200 HTTP 192.168.1.106:5000  /api/ServerApi/RetrieveWithParm "version":"1.0","requesti F3179FF-4379-422-8973-0CD4800386CE" "a
224 200 HTTP 192,168.1.106:5000  /api/ServerApi/SelectWithParm ppname":"salesdemo_cloud"”,"session":{"emcode":0, "emmsg"null, "sessionid"":
[Ep25 200  HTTP 192.168.1.106:5000  fapi/ServerApi/RetrieveWithParm null},"type":31,"transaction" {"salcode":0,"sqldbcode -0, "sglentext " null,"sgin
=% 200 HTTP 192.168.1.106:5000  /api/ServerApi/RetrieveWithParm rows":0,"sglretumndata " null,"transactionid " null},"content":{ "sessionstate " null
227 200  HTTP 192.168.1.106:5000  (api/ServerApi/SelectiithParm "sessioninfo":{"sessionid":"E143F59F-00DA-4BC5-9185-

=28 200 HTTP 192,168.1.106:5000  fapi/ServerApi/RetrieveWithParm E3C73BES1ER4"},"graceperiod":{"remind" false,"remainingdays":0}."psversio
=29 200 HTTP 192.168.1.106:5000  /api/ServerApi/DataStoreUpdate n":"1.0.0","watermark ":"For Development Use

=30 200 HTTP 192,168.1,106:5000  fapi/ServerApi/CommitAndCreateTransaction Only","licensemode™:" Subscription™”, "securestring”: "eyJQ' Y Xlsb 2Fkljoi TOVOb
=31 200 HTTP 192.168.1.106:5000  fapi/ServerApi/CommitAndCreateTransaction HWd1IMR3VieElINIZzLOIBATOSliwiVGEZXNOYW TwljioxNjMzMjQzNDewLCJ
234 200  HTTP 192.168.1.106:5000  (api/ServerApi/CommitAndCreateTransaction TaWdu YR 1emUiOiib3BKGZ)cEhpVHEMHey TlimaWNJRnh BOHZVV 04w
=35 200  HTTP 192.168.1.106:5000  fapi/ServerApi/Disconnect dnpGeHR Db TNsalUVHLzdGb 1VO REcOSOVN UK ZuTDFZZC5uQ 250R2NnS2
=% 200 HTTP 192.168.1.106:5000  fapi/ServerApi/DestroySession bl ByWGhGSUMxbzlgZz08In0

=" "requesttimeout”;3600},"n ""Salesdemo_cloud"}

9.2.3.2.2 Creating a test plan and adding HTTP requests

Creating a Test Plan

To create anew test plan, select File > New. Input a name for the test plan.

When the test plan is created, it is added to the tree on the | eft panel. All subsequent elements

will be added to thistree in ahierarchical structure.
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£ Apache IMeter (5.4.1)

File Edit Search Run Options Tools Help

Mew Ctrl+L
Templates...

Open Ctrl+O
Open Recent

Merge

Save Ctrl+5

Save Test Plan as Ctrl+5hift+5
Save Selection As...

Save as Test Fragment

Revert

Restart
Exit Ctrl+ Q)

Adding a Thread Group

+
"I-

Test Plan

Comments:

Mame: Test Plan

MName:

A Test Plan must have at least one thread group. The Thread Group tells IMeter the number
of users (threads) you want to simulate, how often users should send requests and how many

requests they should send.

To add a Thread Group to the test plan, right click on the test plan that you added just now,
and then select Add > Threads (Users) > Thread Group.

¥ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

XIgB|+=%rpr@0|dudes cH
T

e ad

toT  Add

Open...
Merge

Save Selection 4s...

Enable
Dizable

Help

Paste Ctrl+V

Save Mode As Image  Ctrl+G
Save Screen As Image  Ctrl+Shift+G

Toggle Ctrl+T

Threads (Users)

Config Element

Listener

Timer )
Pre Processors )
Post Processors )
Assertions >
Test Fragment >

Mon-Test Elements  *

Thread Group
setUp Thread Group
tearDown Thread Group

MName:
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Y ou will need to configure the following properties:

* Number of threads (users): how many concurrent users will be accessing the

PowerServer Web APIs.

* Ramp-up period (seconds): how long to take to start all users. For example, if set to zero,
all userswill start immediately. If set the number of usersto 100, and ramp-up periods to

50, that means in every second, 2 users will be started.

* Loop count: how many times the test should repeat.

Thread Group

Mame: Thread Group

Comments:

Action to be taken after a Sampler errar

Thread Properties
Mumber of Threads (users): |1
Ramp-up period (seconds): |1
Loop Count: [ Infinite |1
Same user on each iteration
[ ] Delay Thread creation until needed
[] specify Thread lifetime
Duration (seconds);:

Startup delay (seconds):

Adding HTTP requests

(@) Continue () Start Next Thread Loop () Stop Thread

() Stop Test

() Stop Test Now

After you created the test plan and a thread group, you can determine which type of requests
to make (such asWeb (HTTP/HTTPS), FTP, JDBC, Javaetc.)

In this test, you need to make the HTTP request to the PowerServer Web APIs.
To add an HTTP request, right click on the thread group that you added just now, and then

select Add > Sampler > HTTP Request.
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& Apache JMeter (5.4.1)

File Edit Search Run Options Tools Help

DS ad X0+ =%>»r @0 |dderEH
= - TjStplan || Thread Group
Add : Sampler Flow Centrol Action

Add Think Times to children
Start
Start no pauses

Validate

Cut

Copy
Paste
Duplicate

Remove

Cpen..,
Merge

Save Selection As...

Save Node As Image

Save Screen As Image

Enable
Disable
Toggle

Help

Logic Controller 3

Pre Processors

Post Processors

Assertions
Crl+X
Tirner
Ctrl+C
Ctrl+V Test Fragment
Ctrl+Shift-C Config Element
e Listener
telay Thread creation until
ipecify Thread lifetime
Ctrl+G fion {seconds):
Ctrl+Shift+G PP delay (seconds):
Ctrl+T

HTTP Request
Debug Sampler

J5R223 Sampler
") Stop Test

AJPS1.3 Sampler
Access Log Sampler
BeanShell Sampler
Bolt Request

FTP Request

GraphQL HTTP Request
JDBC Request

IMS Point-to-Point
IMS Publisher

JMS Subscriber

JUnit Request

Java Request

LDAP Extended Request
LDAP Request

Mail Reader Sampler
0S5 Process Sampler
SMTP Sampler

TCP Sampler

When you specify an HTTP Reguest, you can make use of the information obtained by
Fiddler, such as the protocol, server IP, port, HTTP method, path, body data etc.

For example, you can add an HTTP POST request that access the RetrieveWithParm Web
API, and input the JSON request body to the Body Data tab.

In the same way, you can add requests like GET, POST, PUT, and DELETE.
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HTTP Request

Mame: RetrieveWithParm

Comments:

Basic  Advanced

Web Server

Protocol [hitp]: |http Server Mame or IP: |172.16.100.35 Port Mumber: (9005

HTTP Reguest

POST -~ | Path: |fapi/ServerApifRetrieveWithParm Content encoc

[ Redirect Automatically Follow Redirects Use Keepalive [ Use mulipanfform-dstz [ ] Browsar-compatible headers

Parameters Body Data  Files Upload

{"version”:"1.8", "requestid"”:"63F2DDAD-3A98-4430-9C84-(966848473C9", "appname” : "salesdemo_cloud”, "namespace”:"Salesdemo_cloud”,"session™:

"eyl@aWllc3RhbXAIOJEZMZUBMDIAMIUS InBhekboYWQi01 JUSZBLckRwcWd ZN3BoNityeVFTHXMIRx3ULFyd] IHT zR1akYxWXh@d FMIRNRtZnZNakpi0VNSS3FISEdvikVIMiRas
2dkK2FTRIdhZVVISHp bkt Ia3 IXRWIxWVNFd@h4UVIwa ld6dWt35HEvCEpBMDY LNFFDeEp3ZVgwhiV VDY LEVNVImYWI CVn LSWWOBRmFQemVOMk c FNTVW e 2MOTiwic 2 InbmFad X1 LT o
FME4zcld@Qit4R2ImTFM2e jhwbUc3RkdwaESueEpNL21nd3BNdFYVITXVIVIVANELIKUMFqTXIvMGpEd JdCZFF LYV T TWxFemc 9P519", "type™ 11, "transaction”: { "transactic
"6D77D293-7FAS-443A-B557-2622050F@6A9-3" , "transactionname” : "sqlca”}, "content": {"retrieves”:[{"retrieveid" : "68F2DDB0-3A98-4430-9C84- (966848
"3FGABACE-T7AC-4ba2-8377-0652F9190262", "datachject” : "d_dddw_stateprovince”,"parentcolumn™:"","isreport”:false,"isdynamic”:false, "dwsyntax"

"processing”:1,"arguments”:[]}] }E]

Adding an HTTP header manager

In case you have any specific headers that should be part of the HTTP request, you can add
an HTTP header manager. The HT TP header manager lets you add or override HTTP request
headers.

To add an HTTP header manager, right click on the HTTP request that you added just now,
and then select Add > Config Element > HTTP Header Manager .
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_{ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

D8 ad Xxoa|+ -

Y IR S=)

E|---_‘-L Test Plan
EIL) Thread Group HTTP Request

______ o
& Add

Insert Parent

Aszertions >

Tirmer ¥

Cut Ctrl+X
Pre Processors  *
Copy Ctrl+C
Post Processors »
Paste Ctrl+V irusar Mama ar 100 177 16 0 70
Duplicate Ctrl+Shift+C Config Element * C5V Data Set Config
Rermnove Delete Listener 3 HTTP Header Manager
Open.. [ Use | HTTP Cockie Manager
HTTP Cache Manager
Merge =
- Elnrt HTTP Request Defaults
Save Selection As... ,"requestid™:"467]
Save as Test Fragment 10JE2MjcBMzg2MTES] Bolt Connection Configuration
NPET1VxelhsRkaGev] C
: ounter
Save Mode As Image  Ctrl+G 4ekE@dkZ@N1IoLzEn! DNS Cache M
_ "Se64desf-00co-4a ache Manager
Save Screen As Image  Ctrl+Shift+G 15k -ADBA- B0 EFISE FTP Request Defaults

sing™:@,"arguments:

Enable HTTP Authorization Manager
Disable JDBC Connection Configuration
Toggle Ctrl+T Java Request Defaults

Help Keystore Configuration

LDAP Extended Request Defaults
LDAP Request Defaults

Login Config Element

Random Variable

Simple Config Element

TCP Sampler Config

User Defined Vaniables

When you specify the HTTP header, you can make use of the information obtained by
Fiddler.

For example, you can add the Content-Type and Accept-Encoding to the HTTP header
manager.

= m nl

[ZE

HTTP Header Manager

Name: HTTP Header Manager

Comments:

Headers Stored in the Header Manager

Mame: Value
Content-Type application fjson;charset=UTF-8
Accept-Encoding azip

If all requests will use the same header information, you can use one HTTP Header Manager
for al requests (or even for all thread groups), instead of each request having itsown HTTP
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Header Manager. Y ou can adjust the hierarchical level of the HTTP Header Manager (by
drag & drop) in Thread Group.

Adding listeners
The above is basically everything you need as a minimum setup of an HTTP request suite.

However, in order for you to view the results and statistics of the test, you need to add
Listeners. There are several types of listeners such as view results tree, summary report,
graph results etc.

* Summary Report: you can easily get the performance matrices of each request, such as
the number of samples processed, the average response time, throughput, error rate etc.

* View Results Tree: you can see al the details related to the request aswell asHTTP
headers, body size, response code etc. In case any request failed, you can get useful
information from this listener for troubleshooting a specific error.

» Graph Results: you can see a graphical representation of the throughput vs. the deviation
of the tests.

» There are a couple more listeners which you can take some time to explore.

Y ou can add one or more listeners according to your needs.

To add alistener, right click on the thread group, select Add > Listener, and then choose the
listener.
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£ Apache IMeter (3.4.1)

File Edit Search Run Options Tools Help

D8ad Lo+ = % »

X XIEE I R

= H

= TestPlan

-

Running tests and viewing results

Add Think Times to children

Start
Start no pauses
Validate

Cut

Copy
Paste
Duplicate

Remove

Open...
Merge

Save Selection As...

Save Mode As Image

Save Screen As Image

Enable
Dizable
Taggle

Help

|| Thread Groun

Ctrl+X
Ctrl+C
Ctrl+V
Ctrl+Shift+C
Delete

Ctrl+i5
Ctrl+Shift+G

Ctrl+T

Sampler
Logic Controller

Pre Processors
Post Processors

Aszertions
Timer
Test Fragment

Config Element

Listener

il needed

>

>

*
¥ nread

¥

¥

¥

¥

() Stop Test () Stop Test Now

View Results Tree
Summary Report
Aggregate Report

Backend Listener

Aggregate Graph
Assertion Results
Comparison Assertion Visualizer
Generate Summary Results
Graph Results

J5R223 Listener

Mailer Visualizer

Response Time Graph

Save Responses to a file
Simple Data Writer

View Results in Table

BeanShell Listener

It is recommended that you save the Test Plan to afile before running it.

To savethe Test Plan, select Save or Save Test Plan As... from the File menu. The test
scriptswill be saved inaJMX file. You can then add this file to your project repository, and
other members of your team can load it on their own JMeter tools as well.

Now you can start the test by clicking the Start button on the toolbar. Thiswill start the
thread group and the results will be captured by the listener.

To run the test again, clean up the previous result by clicking the Clear All button on the

toolbar.
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& ApachelMeter (54.1) - o s
File Edit Search Run Options Tools Help

D@ ad o+ =~

AX LIEF 1L

oo:00:01 A\ 0 o1 @

B g TestPlan .
g Thresd Group View Results Tree
-/ RetrieveWithparm || Name: View Results Tree

L. 5% HTTP Header M
| ¢ ‘Summary Report || Comments:

. IEEE | virite resuls to file /Read from file

Filename Browse.. | Log/Display Only: [JErrors [ Successes | Configure

Search: [] Case senstive  [_] Reguizr e, Search Reset

Text ~
- Jretrieveliithparm

Sampler resuit Request Response data

Response Body  Response headers

Find [] Case sensitive [_] Regular exp.
{"version":"1.0", Tequestid"; DACA2289-730D-4a89-BDB4-FBIADCSAO0BE", "appname " “test_jmeter”, session”: {"errcode ™0, "errmsg"inull,"sessionid™: "dc63f3b3-8d38-426c-ac 18-8k
"}, "type™: 1, "transaction”: {"sqlcode™:0, "sqldbcode "0, "sqlerrtext"snull, sqinrows™:0, "sqlreturndata®null, “ransactionid s null}, "content™ {"event": "dberror :nully, resultsets’
{“retrieveid"; DACA2289-730D-4a89-BDB4-FBIADCSAD0BE", Yisreport™: false, "sqldbcode™0, "sclerrtext™
*Predsion”:0}, ["Index": 1, Mame™: Fname”, DataType":"string”, ength™:0, Precision":0}, {"Indesx": 2, Name
*+"Inkid", "DataType:long”, Length™:0, Precision™0}, { Index":4, Name " Blob_1", DataType": blob”, Length™0, Precision”:0}, { Index":5, Name " Blob_2", DataType™: blob”, Leng
0, Precision”:0}, {'Index":6, Name ™ Tnkpic_1", DataType": blob", Length™:0, Precision”:0], "data™: [{ Employeeid": 1000, Fname ™ Mrli121115611", Salary":3289.3300, Tnkid": 1,"B
_1"AVIARAP/Y [+AAEEDGSUTAAQEBAGAATAAA/ +EASEV4aY AAE INACOAAAATAATEMQACAAAAEQAAAFYDAQAFAAAAAQAAAGIDAN ABAAAAAQAAAABREAABAAAAAQEAAAERE
AEAAAAAQAADSRREGAEAAAAAQAADSQAAAAAQWRYYMUGSVY 1hZ2VSZVFkeQAAAAGGOAAASY // 20BDAAIEAQIEAQICAGICATICAWUD AWMDAWYEB AMFEW THEWCGBWCICQS ICAGKC
HCgOKCgsMDAWMEWKODWOMDgSMDAZ{ 2WBDAQICAGMD AW YDAWYMCACIDAWMDANMDANMDAWMDANMDAWMD AwMDAWMDAWMD AwMDAWMDAWMD AwMDAWMDAWMDAWMDAZ frit
RCAGQASWDASIAAREBAXEB/8QAHWAAAQUBAQEBAQK ECAWQFBgCICQoL /3Q) DAWIEAWUFBAQAAAFIAQIDAAQRERTAMUEGE 1FHBy JxFDKBKaEIIOKxXWRVSL

9.2.3.3 Parameterizing the Retrieve test

Y ou can keep running the same test without parameterizing the session ID, because the
session timeout value is 3600 seconds by default, and if you keep repeating the test within
3600 seconds, the session will stay valid until PowerServer Web APIs s restarted or the
application is closed.

Of course, you can also parameterize the session ID and transaction ID so that they are
aways correlated with the dynamic values instead of static ones.

In this section, you will learn how to parameterize the session ID and transaction ID for
the Retrieve test. Y ou will learn more about parameterization and correlation for the access

token, retrieval arguments, and ESQL parametersin Section 9.2.4, * Parameterization and
correlation”.

This section will reuse the test plan and thread group that was just recorded in
Section 9.2.3.1, “Recording scripts automatically (using Recorder)”.

Clean up the recorded test plan by removing any duplicated and unnecessary requests.
Suppose the test plan looks like this after cleanup:

£ Apache IMeter (5.4.1)

- a X
File Edit Search Run Options Tools Help
N8@adL0B+-*Pr@O dwet w0 Ao o &
B g TestPlan
-
¥ User Defined Variables TP G st
#£ HTTP Request Defaults Name: |/apifServerapi/CreateSession-1
){' HTTP Cookie Manager
@) Thread Group o=
s Recording Contraller
Y- Basic Advanced
B [ e — e —
& [apifServerApi/ConnectandCreateTransaction| | protocol [http]: |http Server Name or IP: |172.16.100.35 Port Num
" Japifserverapi/RetrieveWithParm-6
¥ [api/ServerApi/CommitAndCreatsTransaction- EES
50 fapfServerAgiDesiroySesson-15 PoST | Path: |fapi/Server Api/CreateSession
4 View Results Tree [] Redvect Avtomaticaly [7] Follow Redvects [7] Use Keepalive [ ] Use mukipartform data [ ] Browser-compatible hesders
2 HTTR(S) Test Script Recorder
Parameters Body Data  Files Upload
[version":"1.8", "requestid: JE@CG0EG-CEGE-4894 0951 2BBGDGA5C217", "appnane” : salesdemo_cloud", namespace” :"Salesdemo_cloud",
"transactior "securestring:
"ey8ak11c3RhbXALOFE2MzUAMTkyNzM ILYVFtOXEVZOAVeUhuM2] 2ZDBZd1dKMBOBCHREAE pmdTdNUDM2CHRYNGVYNZVQeGBUM254RaNyUN4 2
UUXQTB9T iwi c21nbmF8dXI 11504 T1ROAHVAUXF IQUIZVURKZVRHTTREDDQLMUI adDBNTEEQTg20mhVZWpPNDhZRK £GYnpRZGItdpi RkpLVEIVYHEYS zRONVBQCEF
< >« >
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Now you will add two other thread groups:

» setUp Thread Group: contains the pre-test actions such as creating the session,
connecting to the database, starting the transaction etc.

» tearDown Thread Group: contains the post-test actions such as committing a transaction,
disconnecting from the database, destroying the session etc.

9.2.3.3.1 Adding a setUp Thread Group

The setUp Thread Group is used when you need to run initial actions to prepare the testing
environment, prior to starting your main test. These actions should be configured within the
setUp Thread Group and not within the regular Thread Group that you will use for running
your load test.

In this tutorial, you will run the following pre-test actions via setUp Thread Group:
» Create the user session

» Connect to the database

 Start the transaction

Adding a setUp Thread Group

To add asetUp Thread Group to the test plan, right click on the test plan that you added just
now, and then select Add > Threads (Users) > setUp Thread Group.

& Apache IMeter (3.4.1)
File Edit Search Run Options Teols Help

: ‘ 7 = i 1| i 'g} H= !
TSad L0/ +=%»>»r00 |4 W er -H
Jl S Us Add : Threads (Users) : Thread Group
R HT] setlp Thread Grou
)f Paste Ctrl+V Config Element B &
- P 1] . tearDown Thread Group
=}-4635 Thi Listener
; Open...
C Merge Tirner >
.
i, Save Selection As... :
ol ViE Pre Processors > Mame
i Save Mode As Image  Ctrl+G Post Processors ]
Save Screen As Image  Ctrl+Shift+G Assertions >
Enable Test Fragment b
Dizable Mon-Test Elements  »
Toggle Ctrl+T
Help Deta Adt
| | [7] Run Thread Groups consecutively {j.e. one at a time)

Make sure this setUp Thread Group is listed as the first thread group under the test plan, so
it starts before the other thread groups. Y ou can drag the item in the tree to adjust their level
and order.

Y ou can use the default settings for the setUp Thread Group.
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£ Apache IMeter (5.4.1) - m} x
File Edit Search Run Options Tools Help

o P PR
N8@ad&K B[+ =>rP b OO |dd et
[ g TestPlan
»‘ )é( User Defined Variables Eelipphieadlertin
- )g: HTTP Request Defaults Name: setlp Thread Group
# HTTP Cookie Manager
1 Comments:
Thread Group Action to be taken after a Sampler error
Recording Controller

oo:00:00 A\ 10 0/ @

(®) Continue () StartNext Thread Loop () Stop Thread () Stop Test () Stop Test Now
View Results Tree
= HTTP(S) Test Script Recorder Thread Properties

Mumber of Threads (users): |1
Ramp-up period {seconds): |1
Loop Count: [ ]Infinite |1
Same user on each iteration
[ Spedify Thread lifetime
Duration {seconds):

Startup delay {seconds):

Adding HTTP requests

Now you can move (by drag & drop) the following HT TP requests from Thread Group to the
setUp Thread Group.

£ Apache IMeter (5.4.1) — [m] X
File Edit Search Run Options Tools Help

C8@ad X oo+ -+

=] - TestPlan

P OO Wt

0:00:00 A\ 0 0fo @

- 3% User Defined Variables HTTP Request

-+ 4 HTTP Request Defauits Name: /api/Server Api/ConnectAndCreateTransaction-5
A HTTP Cookie Manager

(40 setUp Thread Group Comments:

Basic  Advanced

[ Thread Group Web Server
iz Recording Controller Protocal hitp]: http Server Name or IP: |172.16.100.35 Port Num
B
 lapifServerApifRetrieveWithParm-6 Request
*# lapiServerapifCommitandCresteTransacton] | POST | Path: | fapi/serverapi/ConnectandCreateTransaction

G fapifServerApifDestroySession-15
o View Results Tree
= HTTP(S) Test Script Recorder Eexome o) Eody 0o [k Fhioad
= 1

[ Rediract Automaticaly Follow Redirects Uss Keepalive [ ] Use mubipsrform-data || Browser-compatible hesders

5

{"version":"1.8", "requestid": " 7BF6DAEE-9286-4d6T-9CBE-BIDSEEF29D94", "appname " : "salesdemo_cloud”, "namespace” : "Salesdemo_cloud”,)
"eyI0ak1Lc3RhbXAIOFE2MZUAMTRyNZUS TnBhekboyYHQi 01 Trdet IbTIVV2ZiMINFOVF PTHYMUMR K@) saF FRURKIK@VraDkz0E9YZ1d6UzVKY@ ImbHUxeCIDKz ItY
BZNdUBXaXRFVXCIdWFrS LYWTESpTXhRUXANZVPGCT cxK3d3HnpKRKLTSmS0MXpOK 1d TdUZ5 Sm5XU2tDUkpZa2pNaXI TRTFERVYNT 2£KemIx 1Zy N3y dkQzwXVoZme|
1cmUi0ICNDZtbnZqU1pQR1dFaERkbUsyTTNpTG10M] 1oWDEGNZh1R1IZaXNUUTk3aUpadGpCazUyME INdi9Q528wWDhRM3AMNHLX0G5CQmS 3e1hsvkd0SEILdzea]]
,cantent”:{"connect”: {"cachegroup”:"", "cachename”:"", "transactionname”: "sqlca”, "params”:
"eyI0ak1Lc3RhbXAIOFE2MzUAMTRyNZUSTnBhekboy YHQ1 01 TzamdRN3Vsa295TFkzUEhHU FulmSqanSvel pHiinpK cEF@Z 2RXd114QmdkMDUBZHe rY fgrvl Lavkkzy)
=z MybEIVeV1NbyIEaBRWT @4 25mRGbWI TL2ZXZNF JRVW1SS IFKZR1aVFPN1ZkblgvalR2VUg3RKMrNL IwT TERVMNh L@44dnBy QT kyL 3NmOFYZ L 2VCYWLC TmF|

HMF? eF 1WW3Vhc1ZSdStobHNkc1BwSUk2d1USUmlsLzczeU9ISDFIRVIING*4YZzJ1K1IBIiwic21nbmF@dXI1IjoianRkeWhsN1MLa2E3MzQvbDZ tc2dhTUSwh|
nFVAERURIIsUBSEVHRSYZELVN1mY ZNGQ1RTQ1kx0GpxQ2FUWXcIPSI9" }}

Parameterizing the session ID

To parameterize the session ID, you can first add a Regular Expression Extractor to save
the session ID to alocal variable; and then add a BeanShell PostProcessor to set the local
variable as a global property, so that it can be shared in all thread groups.
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To add aRegular Expression Extractor, right click on the CreateSession request and then
select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor likethis.

* Nameof created variable: “session” or any name you prefer
* Regular Expression: "sessionid":"(.+?)"

« Template: $1$

* Match No.: 1

The session ID will be saved to the “sessi on” variable.

£ Apache IMeter (5.4.1) - [m]
File Edit Search Run Options Tools Help

D8ad DA+ - P r@0|qd dlet|E

B . Test Plan

- 74 User Defined Variables

- o HTTP Reguest Defaults Mame: Regular Expression Extractor
% HTTP Cookie Manager

& setUp Thread Group

- 4 HTTP Header Manager Apply to:

o fapifserveripi/Createsesson 1 () Main sample and sub-samples (@) Main sample only () Sub-samples only () Meter Variable Name to use
& I dF=aular Expression Extractor Field to check

g |apifServerApi/ConnectAndCreateTransaction-5
143> Thread Group

-]

o00:00:00 /i 0

Regular Expression Extractor

Comments:

@ Body () Body (unescaped) () Body as a Document () Response Headers () RequestHeaders (JURL () Response Code () Response Message

- View Results Tree
b1z HTTP(S) Test Script Recorder

Mame of created variable:

session

Reqgular Expression: "sessionid" (. +7)"

Template (&i$ where | is capturing group number, starts at Tf g5

Match No. (0 for Random): 1

Default Value: []Use empty default value

To add a BeanShell PostProcessor, right click on the CreateSession request, and then select
Add > Post Processor s > BeanShell PostProcessor.

Input the following script: ${ __set Propert y(sessi on, ${sessi on}, )}

The“sessi on” variable becomes a IMeter global property.

§ tracytestjmx (C:\Users\appeon!\Desktoptracytestjmy) - Apache IMeter (5.4.1)

m]
File Edit Search Run Options Tools Help

8adx0ii+->rr@0|ddeyE

-]

o0:0:15 A 0

- g TestPlan
" 3% User Defined Variables BeanShell PostProcessor
24 HTTP Reguest Defaults Mame: BeanShell PostProcessar

4 HTTP Cookie Manager

- setlp Thread Group i
i g HTTP Header Manager Reset bsh.Interpreter before each call
=iy fapifServerApi/CreateSession-1 Reset Interpreter: |False
- FRea 2 Parameters to be passed to BeanShell (=> String Parameters and String [Jbsh.args)
Parameters:
-3 Thread Group Script file (overrides script)
0> tearDown Thread Group File Name: T

. View Results Tree

Script (variables: ctx vars props prev data log)
= HTTP(S) Test Script Recorder

Script:

‘ ,| ${_ setProperty(session,${session},)} |

Use the Sear ch menu to search for all occurrences of “session” in all thread
groups, and then replace the static value of session ID with the global property
${__property(session,,)}.

Parameterizing the transaction 1D

Similar to the session ID, you can first add a Regular Expression Extractor to save the
transaction ID into alocal variable; and then add a BeanShell PostProcessor to set the local
variable as a global property, so that it can be shared in all thread groups.
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To add aRegular Expression Extractor, right click on the ConnectAndCreateT ransaction
request and then select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor likethis:

» Nameof created variable: “transaction” or any other name you prefer
* Regular Expression: "transactionid":"(.+?)"

« Template: $1$

* Match No.: 1

Thetransaction ID will be saved tothe“t r ansact i on” variable.

£ Apache IMeter (5.4.1) - [m]
File Edit Search Run Options Tools Help

i . = _ 1 - { ld % = B 00:

Du_'llz”u Lﬂ|+ |bb.aw|7w i&tf|ﬁ(;-‘::;:E o0:00:00 A\ 0
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3% User Defined Variables

- % HTTR Request Defaults Mame: Regular Expression Extractor
% HTTP Cookie Manager

£ setlp Thread Group
1~ 7% HTTP Header Manager Apply to:

9% JapifServerApi/CreateSession-1 (O Main sample and sub-samples (8 Main sample only () Sub-samples only () IMeter Variable Name to use

—--,/:’ /api/ServerApi/ConnectAndCreateTransaction-5 Field to check
i B4 =oular Expression Extractor
15 Thread Group @ Body () Body (unescaped) () Body as a Document () Response Headers () RequestHeaders (D) URL () Response Code () Response Message

- View Results Tree
b1z HTTP(S) Test Script Recorder

Regular Expression Extractor

Comments:

Mame of created variable: transaction

Regular Expression: “transactionid™:"(. +7)"
Template (§i$ where i is capturing group number, starts at 1)f (g1
Match No. (0 for Random): 1

Default Value: []Use empty default value

To add a BeanShell PostProcessor, right click on the ConnectAndCr eateT ransaction
request and then select Add > Post Processor s > BeanShell PostProcessor .

Input the following script: ${ __set Property(transacti on,
${transaction},)}

The“t ransact i on” variable becomes a JMeter global property.

Use the Sear ch menu to search for all occurrences of “transactionid” in all thread
groups, and then replace the static value of transaction ID with the global property
${ property(transaction,,)}.

9.2.3.3.2 Adding a tearDown Thread Group

The tearDown Thread Group is used to perform post-test actions. These actions should be
configured within the tearDown Thread Group and not within the regular Thread Group that
you will use for running your load test.

In thistutorial, you will run the following post-test actions viatearDown Thread Group:
» Commit the transaction

* Destroy the user session

Adding a tearDown Thread Group

To add atearDown Thread Group to the test plan, right click on the test plan that you added
just now, and then select Add > Threads (Users) > tear Down Thread Group.
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¥ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

ead x|+ = -

AY LIER I 23E1

Thread Group
setUp Thread Group

tearDown Thread Group

MName:

)t: Add ; Threads (Users) :
ﬁg Paste Ctrl+V Config Element 3
T Listener E
b5 Open...
- Merge Tirner >
— Save Selection As...
Gl Pre Processors »
Save Mode As Image  Ctrl+G Post Processors ¥
Save Screen As lmage  Ctrl+Shift+G Assertions >
Enable Test Fragment b
Disable Mon-Test Elements >
Toggle Ctrl+T ‘
Help

Detail

[] Run Thread Groups consecutively {i.e. one at a time)

Make sure this tearDown Thread Group is listed after Thread Group, so it starts when Thread

Group has finished.

Y ou can use the default settings for the tearDown Thread Group. Normally the tearDown

Thread Group runs only once.

£ Apache IMeter (5.4.1)
File Edit Search Run Options Tools Help

C8@dL0d+==>r@0|dwet|:
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[

- a x

o0:00:00 A\ 0 00 @

B g TestPlan
3% User Defined Varitles 2T N 7220 GIE
; x\? HTTP Request Defaults Name: tearDown Thread Group
.y HTTP Cookie Manager
[ setUp Thread Group
I )e: HTTP Header Manager Action to be taken after a Sampler error
" Japi/serverhpifCreateSession-1
/" lapi/Serverapi/ConnectAndCreateTransaction-5
& Thread Group
@7~ 3 t==rDown Thread Group
ol View Results Tree Number of Threads {users): |1
= HTTP(S) Test Saript Recorder

Comments:

@ Continue () StartNext Thread Loop () StopThread () Stop Test () Stop TestNaw

Thread Praperties

Ramp-up period (seconds): |1
Loop Count:  []Infinite |1
Same user on each iteration
[] Specify Thread lifetime
Duration (seconds):

Startup delay (seconds):

Adding HTTP requests

Now you can move (by drag & drop) the following HT TP requests from Thread Group to the

setUp Thread Group.
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£ Apache IMeter (5.4.1) — [m] X
File Edit Search Run Options Tools Help

Dii.’il:”h DE“%‘ = k“" [ @0‘ - | rﬁf‘“%\)‘ii:—: oo:oo:00 AN 0 00 (§3)
E]

u TestPlan

e

# User Defined Varisbles R (e Tt

)e:' HTTP Request Defaults Name: /fapi/Server Api/DestroySession-15
# HTTP Cockie Manager

O setlp Thread Group B

& Thread Group Basic Advanced

-z Recordng Controler

]

2 Web Server
# lapifServerApifRetrieveWithParm-6

Protocol [http]: |http Server Name or IP: | 172.16.100.35 Port Num
i) tearDown Thread Group
Wl - /=<rverapi CommitandCreateTransaction-14 EES
POST | Path: |fapi/Server Api/DestroySession

-~ View Results Tree
= HTTP(S) Test Script Recorder

[ Rediract Automaticaly Follow Redirects Uss Keepalive [ ] Use mubipsrform-data || Browser-compatible hesders

Parameters Body Data  Files Upload

1 |{"wersion":"1.8","requestid":"BA2DAEC3-B363-41aa-A7CA-EAB7B6226F98" , "appname” :"salesdemo_cloud", namespace” : "Salesdemo_cloud",
,"transaction”:null, "content” :nullf}

Parameterizing the transaction ID

You can first add aRegular Expression Extractor to save the transaction ID into alocal
variable; and then add a BeanShell PostProcessor to set the local variable as a global
property, so that it can be shared in all thread groups.

To add aRegular Expression Extractor, right click on the CommitAndCreateTransaction
request and then select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor likethis:

* Nameof created variable: “transaction” or any other name you prefer
* Regular Expression: "transactionid":"(.+7?)"

e Template: $1$

* Match No.: 1

Thetransaction ID will be saved tothe“t r ansact i on” variable.

f Apache IMeter (3.4.1) - )
File Edit Search Run Optiens Jools Help

FN@adLEma+ =% >»r0®0|dwWes =R ovionio0 A\ 0
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& TestPlan i
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- # HTTP Cookie Manager
- setUp Thread Group Ee =
-5 Thread Group Apply to:
- tearDown Thread Group (0) Main sample and sub-samples (@) Main sample only () Sub-samples only  (0) JMeter Variable Name to use

- % HTTP Header Manager Field to chedk

1| /api/Serverapi/CommitAndCreateTransaction-14|
iy (@ Body () Body (unescaped) (C) Body as a Document  (O) Response Headers () RequestHeaders (JURL () Response Code () Respanse Message
- /¥ TapifServerpifDestoySession-15

Mame of created variable:
- MewnesitaTres ot e —
= HTTP(S) Test Script Recorder i
Template ($i$ where i is capturing group number, starts at 1)} ¢15
Match No. (0 for Random):
Default Value:

1

[ Use empty defaut value
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To add a BeanShell PostProcessor, right click on the CommitAndCreateT ransaction
request and then select Add > Post Processor s > BeanShell PostProcessor .

Input the following script: ${ __set Property(transacti on,
${transaction},)}

The“t ransact i on” variable becomes a JMeter global property.

Use the Sear ch menu to search for all occurrences of “transactionid” in all thread
groups, and then replace the static value of transaction ID with the global property
${__property(transaction,,)}.

9.2.3.3.3 Configuring Thread Group

After moving requests to the setUp Thread Group and the tearDown Thread Group, now the
regular Thread Group contains only one RetrieveWithPar m request.

Go to the Body Data of the RetrieveWithPar m request, and make sure the session ID and
the transaction ID are replaced with the global property:

${_ property(session,,)}
${__property(transaction,,)}

# tracytestjmx (C:\Users\appeon!Desktop\tracytestjms) - Apache JMeter (5.4.1) - o x

File Edit Search Run Options Teols Help

Dﬁ JH‘O\ DD‘E\}; = -““ b b CU‘ | J#‘“%,‘E:E DD:DI‘lEADD[l@
E g TestPlan
- 3% User Defined Variables
- % HTTP Request Defaults MName: fapi/Server ApifRetrieveWithParm-6
- 4 HTTP Cookie Manager
#( setUp Thread Group
=4 Thread Group
«  Recording Contraller

HTTP Request

Comments:

Basic  Advanced

Web Server

Pl /=pi/Server Api RetrieveWithParm-5 Protocal http]: | http Server Name or IP: |172.16.100.35 Port Number: 9005
- 43) tearDown Thread Group
| View Results Tree Eemesy
. | Retrievel -
G = HTTR(S) Test Script Recorder POST | Path: | fapi/ServerApi RetrieveWithParm Content encoding: |UTF-8

[ Redirect Automaticalty Folow Redirects Use KeepAlive [ Use mukipariform-data || Browsar-compatible headers

Parameters Body Data  Files Upload

", "namespace”:

Configure the Thread Group according to your needs.

For example, set the number of usersto 100, ramp-up period to 50 seconds, which means
2 requests are made in every second (set ramp-up to O will start all 100 users at one time).
Set loop count to infinite and duration to 86400 seconds, which means the test will be run
repeatedly in 24 hours.
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£ Apache IMeter (5.4.1) _

a *
File Edit Search Run Options Tools Help

Dead X odl+=-“»r@0 |4 et H oo:o0:00 A\ 0 ofo (3
B TestPlan
- 5 User Defined Variables
. 3 HTTP Request Defaults Mame: Thread Group
. HTTP Cockie Manager
- setUp Thread Group

ERTe Action to be taken after a Sampler error
"2 Recording Controller

Thread Group
Comments:

(® Continue () Start Next Thread Loop () Stop Thread () Stop Test () Stop Test Now
i fapifServerapiRetrieveWithParm-5
44 tearDown Thread Group

e View Results Tree Number of Threads (users): | 100
HTTP(S) Test Script Recorder

Thread Properties

Ramp-up period (seconds): |50

Loop Count: Infinite

Same user on each iteration

[] Delay Thread creation unti nesded
Specify Thread lifetime

Duration (seconds): 86400

Startup delay (seconds): ]

9.2.4 Parameterization and correlation

9.2.4.1 Why parameterization and correlation are required

Parameterization and correlation are required for unique/dynamic values that are generated
by the server. In the case of PowerServer, the access token, session 1D, and transaction ID

are all unique/dynamic values generated by PowerServer at runtime. If you re-play the scripts
without first changing the value recorded, the scripts will fail, because the dynamic value
generated by PowerServer does not match with the value recorded.

Therefore, after the scripts are recorded, you need to find out all occurrences of the access
token, session 1D, and transaction ID in the script and replace them with variables.

In some cases, dynamic values also refer to the retrieval arguments, ESQL parameters etc.

9.2.4.2 Parameterizing the access token

To parameterize the access token, you can use the following
* aRegular Expression Extractor that saves the access token into alocal variable

» aBeanShell Sampler that calsthe “setProperty” function to set the local variable asa
global property, so that it can be shared in al thread groups

In the case of PowerServer, the Get T oken request gets the access token, therefore, you add

aRegular Expression Extractor to the GetToken request to get and save the token into a
local variable.

A GetToken request will look like this:
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HTTP Request

Name: Get Token

Comments:

Basic Advanced

Web Server
Port Number: | 443

Protocol [http]: |https Server Name or IP: |dwunit.appeon.com
HTTP Request
POST « | Path: |fpsserviceoauthconnect token Content encoding:
[[] Redirect Automaticaly [ ] Folow Redirecss Use Kespalive [ ] Use multipartfform-data [ Browser-compatible headers
Parameters Body Data Files Upload
Send Parameters With the Request:

Name: value URL Encode? Content-Type Indude Equals?
grant_type password ] [text/plain =]
aaaaaaaa OUYANGZHAGCHUN | [text/plain =
password tisrb | [text/plain ]
scope serverapi L] \text/plain [~

Detal Add Add from Clipboard Delete Up Dawn

To add aRegular Expression Extractor, right click on the Get T oken request and then
select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor likethis.

» Nameof created variable: “token” or any name you prefer
* Regular Expression: "access token":"(.+?)"

« Template: $1$

* Match No.: 1

The access token will be saved to the “t oken” variable. Y ou can invoke the local variable
by typing ${ t oken} in the requests (bodies and headers).

Regular Expression Extractor
Name: Reguler Expression Extractor
Comments:

Apply to:
(O Main sample and sub-samples (@) Main sample only () Sub-samples only  (O) IMeter Variable Mame to use

Field to check

@ Body () Body (unescaped)  (O) Body as a Document () Response Headers (0 RequestHeaders (QJURL  (J) Response Code (0 Response Message

token

“access_token™"(.4+7)"

capturing group number, starts at 1): 15

1

19dNLtrg-VMy7FSUM 1WLVxtI3xQ | [] Use empty default value

If you want to make the “t oken” variable a global property that can be accessed by all
threads and thread groups, you can add a BeanShell Sampler or BeanShell PostPr ocessor
to call the IMeter “setProperty” function. The “ setProperty” function can set the“t oken”
variable as a global property. Section 9.2.3.3, “Parameterizing the Retrieve test” has
instructions for how to add a BeanShell PostProcessor. This section will show how to add a
BeanShell Sampler.
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To add aBeanShell Sampler, right click on setUp Thread Group, and then select Add >
Sampler > BeanShell Sampler.

» Usethe default name or input any name you prefer.

* Input the following script:
${ setProperty(token, ${token},)}

The“t oken” variable becomes a IMeter global property.

BeanShel Sampler

Name: Beanshel Sampler_Token

Comment ts:

[[] Reset bsh.Interpreter before each call

Parameters (- String Parameters and String [Jbsh.args)

Script file Browse..,

Script (see below for variables that are defined)
1 ${_setProperty(Token,${token}, )}

Use the Sear ch menu to search for all occurrences of “access token” in all
thread groups, and replace the static value of token with the global property
${_ property(token,,)}.

9.2.4.3 Parameterizing the session ID

To parameterize the session ID, you can use the following
» aRegular Expression Extractor that savesthe session ID into alocal variable

» aBeanShell Sampler that calsthe “setProperty” function to set the local variable asa
global property, so that it can be shared in all thread groups

In the case of PowerServer, the CreateSession request creates the session ID, therefore,

you add a Regular Expression Extractor to the CreateSession request to get and save the
session ID into alocal variable.

To add aRegular Expression Extractor, right click on the CreateSession request and then
select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor like this.

» Nameof created variable: “session” or any name you prefer
* Regular Expression: "sessionid":"(.+?)"

« Template: $1$

* Match No.: 1

The session ID will be saved to the “sessi on” variable. Y ou can invoke the local variable
by typing ${ sessi on} in the requests (bodies and headers).
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Regular Expression Extractor
Name: Requiar Expression Extractor
Comments:
Apply to:
(0) Main sample and sub-samples (@) Main sample only  (0) Sub-samples only  (7) IMeter Variable Name to use

Field to check.
@Body (O Body (unescaped) () Body as a Document () Response Headers  (C)RequestHeaders () URL () Response Code () Responise Message
Nameof oeatedvarisble: ~ [session
Regular E (47"
Template {$5 1 apturing group number, starts at 1§15
Match No. (0 for Random): 1
Defauit Value: ‘eTBtUVdtbUcrekhzQOIFd2caPs19 | [ Use empty default value

If you want to make the “sessi on” variable a global property that can be accessed by all
threads and thread groups, you can add a BeanShell Sampler or BeanShell PostPr ocessor
to call the IMeter “setProperty” function. The “ setProperty” function will set the“sessi on”
variable asagloba property. Section 9.2.3.3, “ Parameterizing the Retrieve test” has
instructions for how to add a BeanShell PostPr ocessor. This section will show how to add a
BeanShell Sampler.

To add aBeanShell Sampler, right click on setUp Thread Group, and then select Add >
Sampler > BeanShell Sampler.

* Use the default name or input any name you prefer.

* Input the following script:
${__setProperty(session, ${session},)}

The“sessi on” variable becomes a IMeter global property.

BeanShel Sampler

Name: Beanshel Sampler

Comments:

[ Reset bsh.Interpreter before each call

Parameters (-> String Parameters and String [Jbsh.args)

Seript file Browse...

Script (see below for variables that are defined)
1 8{__setProperty(session,${session}, )] ~

Use the Sear ch menu to search for all occurrences of “session” in all thread
groups, and replace the static value of session ID with the global property
${ _property(session,,)}.

For example,

HTTP Request

Mame: ConnectandCreateTransaction
Comments:
B: Advance: d

Web Server

Frotocol [htip): hitp Server Name or IF: |172.16.9.73 Port Number: 5000
HTTP Request
POST | Path: |fapi/Serverapi/ConnectAndCreateTransaction Content encoding:

[ Redivect Automaticalty Follow Redirects. Use KespAlive [ ] Use muliparform-datz [ ] Browser-compatible headers

Parameters BodyData  Fies Upload

»"transactionna
551B1bT1RdUSXb1d1

9.2.4.4 Parameterizing the transaction ID

Similar to the session ID, you can use the following to parameterize the transaction ID:
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» aRegular Expression Extractor that saves the transaction ID to alocal variable

» aBeanShell Sampler that callsthe “setProperty” function to set the local variable asa
global property, so that it can be shared in all thread groups

In the case of PowerServer, the following requests will update/change the transaction ID and
contain the new 1D in the response body:

1. Connect
2. DisConnect
3. Commit
4. Rollback

When Commit or Rollback failed, the response body will still contain the old transaction ID,
which means the old transaction ID is still valid.

9.2.4.4.1 In single transaction

In the case of PowerServer, the Connect, DisConnect, Commit, and Rollback request
will update/change the transaction ID, therefore, you need to add a Regular Expression
Extractor to each of these requests to get and save the transaction ID into avariable.

Let’s take the ConnectAndCreateTransaction request as an example.

To add aRegular Expression Extractor, right click on the ConnectAndCreateT ransaction
request and then select Add > Post Processors > Regular Expression Extractor.

Specify the Regular Expression Extractor likethis:

» Nameof created variable: “transaction” or any other name you prefer
* Regular Expression: "transactionid":"(.+?)"

« Template: $1$

* Match No.: 1

The transaction ID will be saved tothe“t r ansact i on” variable. Y ou can invoke the local
variable by typing ${ t ransact i on} in the requests (bodies and headers).

Regular Expression Extractor
MName: Regular Expression Extractor
Comments:
Apply to:
() Main sample and sub-samples () Main sample only () Sub-samples only  (0) JMeter Variable Mame to use

Field to chedk

(@ Body () Body (unescaped) () Body as a Document () Response Headers  (0) Request Headers (JJURL  (J) Response Code () Response Message

Name of created variable: transaction

“transactionid™: (. +7)"
iis capturing group number, starts at 1): 5
Match No. (0 for Random): 1

Default Value: IFoM3RE YkhmcUFYbZlYOVESPSIS | [7] Use empty default value
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If you want to makethe“t r ansact i on” variable aglobal property that can be accessed

by all threads and thread groups, you can add a BeanShell Sampler or BeanShell
PostProcessor to call the IMeter “ setProperty” function. The “setProperty” function will set
the “transaction” variable as a global property. Section 9.2.3.3, “Parameterizing the Retrieve
test” hasinstructions for how to add a BeanShell PostProcessor. This section will show how
to add a BeanShell Sampler.

To add aBeanShell Sampler, right click on setUp Thread Group, and then select Add >
Sampler > BeanShell Sampler.

* Use the default name or input any name you prefer.

* Input the following script:

${__setProperty(transaction, ${transaction},)}

The“t ransact i on” variable becomes a IMeter global property.

BeanShel Sampler

Name: BeanShel Sampler
Comments:

] Reset bsh.Interpreter before each call

Parameters (- String Parameters and String (Jbsh.args)
Script file Browsa...

Scrpt (see below for variables that are defined)
1 ${_setProperty(transaction,${transaction},)}

Use the Sear ch menu to search for all occurrences of “transactionid” in al thread groups, and
replace the static value of transaction ID with ${ __property(transaction,,)}.

9.2.4.4.2 In multiple transactions

If your application uses multiple transactions, then each transaction will have its unique
transaction ID. The transactions can be differentiated by their transaction names, and their
transaction 1Ds shall be assigned with different variables, so that each variable will correlate
with its own transaction.

Suppose your application has two transactions. SQLCA, and Istr_transl. Y ou will need to
define two variables to store the ID of each transaction.

For transaction name “ SQLCA”

* Add aRegular Expression Extractor to store the ID of the “SQLCA” transactionto a
variable. Suppose the variable nameis“t ransacti on”.

* Add aBeanShell Sampler to call the IMeter “setProperty” function to set the variable asa
global property: ${ set Property(transaction, ${transaction},)}

For transaction name “Istr_transl”

» Add aRegular Expression Extractor to storethe ID of the “Istr_transl” transaction to a
variable. Suppose the variable nameis“t r ans”.

* Add aBeanShell Sampler to call the IMeter “setProperty” function to set the variable asa
global property: ${ __set Property(trans, ${trans},)}
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Make sure to replace the transaction 1D with the appropriate variable according to the
transaction name. (Y ou can use the Sear ch menu to search for the transaction name and then
replace its ID with the corresponding variable.)

After execution, you can view the View Results Tree to double check the transaction ID.

For example, in the Connect and Disconnect request pair, the transaction 1D should be the
same.

file EGit Search Run Optons Tools Help
Sad XD+ =%“>Pr00|ddaet/ER ovonor A3 o (
i

Eg;
- View Resuls Tree

mmmmm

Fiename Bowss.. | Log/ispley Only: [JEmors [JSuccesses | Configure

t_test T, sesion’sCerrcode”™0, ermeg"inu, sessiond" AEBCES73-17A6-4160-AFB 1. 626CSAGBBAES ), ypes, ransacton’s (scode s, saldbeode’0, scerrtext i salrons 0, sqretundata”inl, ransactond  FE

9.2.4.5 Parameterizing the retrieval argument

There are many ways for IMeter to parameterize the script. In this section, you will learn how
to parameterize the retrieval argument using aCSV file.

In this section, you will first need to prepare a CSV file that contains test data for the retrieval
argument. Suppose there is only one retrieval argument (so there will be only one columnin
the CSV file).

Then, you will need to add a CSV Data Set Config element to read the data value from the
CsV file:

To add aCSV Data Set Config element, right click on Thread Group, and then select Add >
Config Element > CSV Data Set Config.

Specify the CSV Data Set Config like this:

» Filename: File name and path of the CSV file (if thefileisin the bin folder, then enter the
filename, or use the full path of thefile).

* Variable name: “value” or input any name you prefer (if there are multiple columnsin the
CSV file, define multiple variables and separate them with commas“,”)
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File Edit Search Run Options Tools Help

J | W v B & & | a=
s aE| s DL:”'# = S| P bﬁ@hﬂhﬁ? ﬁﬁ‘“(; ici @
= o TestPlan

" )

&3 setUp Thread Group C5V Data Set Config

E} O Retrieve Name: CSV Data Set Config

P CsV Data Set Config

i E-,* RefrievewithParm T

% HTTP Header Manager Configure the CSV Data Source

H -

-- & tearDown Thread Group Filename: |, fparm.csv
il View Results Tree File encoding:

bl o Summary Report Variable Mames {comma-delimited): valus

Ignore first line (only used if Variable Names is not empty): | False
Delimiter {use "\t for tab): |,
Allow quoted data?: | False
Recyde on EOF ?: | True
Stop thread on EQF ?: | False
Sharing mode: | All threads

Now, you can replace the initial value by typing ${ val ue} intherequest.

File Edit Search Run Options Tools Help

8@ XDa+=-%“>Pr@0|4ddler/ER

HTTP Request
Name: RetrieveWithParm

Web Server

erver Name or IP: |172.16.9.79 Fort Number: (5006

HTTP Request.
PoST | Path; | [api/serverapifRe arm Content encoding:

9.2.4.6 Parameterizing the ESQL parameter

Another common way to parameterize the script is to use the user defined variables and user
parameters.

Unlike CSV Data Set Config which can access an external file, user defined variables and
user parameters are used when you have less number of test data, because you need to
manually insert the test data.

In user defined variables, only one value can be defined for avariable; in user parameters
multiple values can be defined for avariable.

In this section, you will learn how to define the user defined variables and user parameters.

Y ou can define variables in the User Define Variables for Test Plan (then the scope is global)
or Thread Group or Sampler (then the scopeislocal).

For example, select Test Plan, and then input the name and value of the variable.

Page 227



Tutorial 9: Load testing installable cloud apps

File Edit Search Run Options Tools Help

Dsad

KPR+ =-%“rr@0|dd e/ ZH

o000 A\ 3 0f1

& E

O setUp Thread Group

50 Select

i b User Parameters

it E-p~ SelectwithParm

| "~y HTTP Header Manager
‘- tearDown Thread Group

View Results Tree

Summary Report

Test Plan
Name: Test Plan
Comments:
User Defined Varizbles
Name: [ Value
apprame salesdemo_daud
namespace

|Salesdemo_doud

[[] Run Thread Groups consecutively (.e. one at a time)
Run tearDown Thread Groups after shutdown of main threads

[ Functional Test Mode (i.e. save Response Data and Sampler Data)
Selecting Functional Test Mode may adversely affect performance.

Add drectory or jar to dasspath | Browse... Delete Clear

Detal Add Add from Clisboard Delete Up

Down

Library

To add the User Parameters, right click on the Thread Group, and then select Add > Pre
Processors > User Parameters.

Suppose you have set the number of usersto 3. You can define different test datafor the 3

users like this.

File Edit Search Run Options Teols Help

g+ ==

[eakH

P OO A e

B g Test Plan
<43 setllp Thread Group
=i Select
é--jﬁ’ SelectwithParm
)c: HTTP Header Manager
[ tearDown Thread Group
g View Results Tree
el o Summary Report

User Parameters
Mame: User Parameters
Comments:

[[] Update Once Per Iteration

Parameters

Mame: User_1 User_2 User_3
=qlid sqHandle_01_SFES3336 =qiHandle_01_6C24B253 =qiHandle_01_SFE58336
valug 771 771 776

Now you can replace the initial value with the user defined variables and user parametersin

the request.

Take the Select request as an example.
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File Edit Search Run Options Tools Help

D@HH‘% D|4“’= ~, ’b..|‘d‘d‘“¥)| % munmAsun@
B TestPlan e R .
0 setlp Thread Graup eques|
0 Select Name: Selectwithparm
o= User Parameters
Comments: |
HTTP Header Manager -
A N Basic Advanced
tearDown Thread Group
A View Results Tree Web Server
2k Summary Report protocol [http]: Server Name or IP: | 172.16.9.79 Port Number: | 5006
HTTF Request
lposT | Path: |/api/serverApi/selectwithparm | Content encoding:
[ Redrec Ausomsticsly [ Follow Redrecs

Use Kespalive [] Use multpartform-dsta ] Browser-compatible hesders
Parameters Body Data  Files Upload

1( {"version":"1.0", "requestid": "BABGE387-1FCC-40e8-B37A-CASDEF149460", "appnane” |"
2 "session”:[8{_property(session,,)} ] "typen:11, "t ion":{"transactionid"
3 "content”:{Tesqlselecti™:{ modulename”:"","sqlid": z

Transactionnare”:"sqlea"},
t alue” {5{valuel 137}

Page 229



Tutorial 10: Setting up a Web server

10 Tutorial 10: Setting up a Web server

10.1 Overview

Y ou can choose one of the following Web serversto host the client-side of the installable
cloud app:

* WindowsIIS
* Windows/Linux Apache
» Windows/Linux Nginx

This tutorial provides detailed instructions on how to set up a Web server for this purpose.
10.2 Setting up IS

10.2.1 Preparations

In thistutorial, we will set up a Web server and an FTP server running on the same I1S
instance.

Step 1: Set up the Web server with the following OS and software:
* Windows Server 2019 (64-bit)

e Microsoft IS
The next section Installing Web Server (11S) has detailed install ation instructions.

Step 2: Configure Windows Defender Firewall on the Web server to allow the FTP port
(21l inthistutorial). The section " Configuring Windows Defender Firewall" has detailed
instructions.

10.2.2 Installing Web Server (IIS)

Step 1: In Windows Server 2019, open Server Manager, and then select Add roles and
features.

Step 2: In the Add Roles and Features Wizard, click Next several times until the Server
Roles section displays.

Step 3: Click the check box of Web Server (11S); and then click Add Featur es when asked
whether to add features required for Web server.
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Figure 10.1:

4 Web Server (115)

f= Add Roles and Features Wizard ot

Add features that are required for Web Server (lIS)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Management Tools
[Taols] 115 Management Console

Include management tools (if applicable)

Add Features Cancel

Step 4: Make sure the check box of Web Server (11S5) is selected.

Figure 10.2:

Fﬁ Add Reles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features
Web Server Role (IIS)
Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

|| Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Device Health Attestation
[C] DHCP Server
] DNS Server
] Fax Server
[ [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-V
[] MWetwork Controller
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services

[ ] Volume Activation Services
Web Server (lIS)
|| Windows Deployment Services

[] Windows Server Update Services

DESTINATION SERVER
WIN-MOLOVTLOI6C

Description

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

| <Previous | | Next>

Install Cancel
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Step 5: Click Next until the Role Ser vices section displays. Make sure the following role

services are selected.

» Default Document
 Static Content

« .NET Extensibility 4.7

» Application Initialization
« ASP.NET 4.7

* |SAPI Extensions

* ISAPI Filters

* IS Management Console
* FTP Service

* FTP Extensibility
FTP Service & FTP Extensibility must be enabled

if you want to create an IISFTP site

for transferring files from aremote development machine to the Web server.

Figure 10.3:

4 Web Server

4 [+ Common HTTP Features
I Default Docurnent
[+] Directory Browsing
[/] HTTP Errors
I Static Content I
| HTTP Redirection
[] WebDAY Publishing

[] Basic Authentication

[] Centralized S5L Certificate Support

[] Client Certificate Mapping Authentication
[] Digest Authentication

[ 15 Client Certificate Mapping Authenticatic
[] IP and Domain Restrictions

[] URL Autharization

[] Windows Authentication

4 Health and Diagnostics 4 Application Development

HTTP Logging

[] Custom Logging

[] Logging Tools

[] ODBC Logging

[] Request Monitor

] Tracing
4 Performance

Static Content Compression

[] Dynamic Content Compression
4 Security

Request Filtering

[ .NET Extensibility 3.5
.NET Extensibility 4.7

Application Initialization
ASP
ASP.NET 3.5

ASP.NET 4.7 |

Cal
ISAP| Extensions
ISAPI Filters

[] server Side Includes
[[] WebSocket Protocol

[] Basic Authentication 4 [f] FTP Server

[] Centralized S5L Certificate Support FTP Service

[] Client Certificate Mapping Authentication FTP Extensibility

[ ] Digest Authentication 4 [+] Management Tools

[ 15 Client Certificate Mapping Authenticatic |z IS Management Console |

[] IP and Domain Restrictions b [] 15 & Management Compatibility
(] URL Authorization [ 115 Management Scripts and Tools
[] Windows Authentication _ |:| Management Service
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Step 6: Click Next and then click I nstall.

After lISisinstalled, a Default Web Site (with port 80) is automatically created (you could
also create new websites with different port numbers).

Figure 10.4:

& Internet Information Services (IIS) Manager
= & » WIN-MOLSV7LO36C » Sites » 7]

File View Help

Connections
g si
@ 718 4 Sites
-85 Start Page Filter - ¥ Go - g ShowAll | Group by Mo Grouping
93 WIN-MOLSVTLO36C (WIN-IM
"3 Application Pools Name D Status Binding Bath

v e Sites | & Default Web Site 1 Started (http)  *:20 (http) 3%SystemDrive%\inetpub\wwwroot
&P Default Web Site

. | [Flrestwesview] - Content view

Ready L=

Step 7: Open aWeb browser and run the following URL s to access the Default Web Site.
http://localhost:80/
http://your_server_ip:80/

TIP: You can use "localhost" or the IP address to access the I1S website on the local
computer. To obtain the IP address, open a command prompt window and then type
ipconfig<Enter>. Write down the IP address as it is needed when you configure the Web
server profile in PowerBuilder.

If the [1S welcome screen displays, the I1S website is working properly.
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Figure 10.5:
e & hitp://localhost/ = | | Search.. P iy @
& IIs Windows Server x (LT

=8 Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

&3z% Benvenuto #i2

‘; 3 h'. Bienvenide Hos geldiniz | o'~an o2

Bem-vindo Ll
Kowg Jo6po
Vitejte Oploate ) en noxanoears | Udvozoljik

Also remember the physical path for Default Web Site which is C:\inetpub\wwwr oot
by default (or any other path you have changed to). Thisis where the client app will be
deployed, or the FTP site will point to.

10.2.3 Configuring SSL on IIS

It is highly recommended that you configure Secure Sockets Layer (SSL) for the Web server,
so that HTTPS can be used to secure the connections between the client and the Web server.

For how to configure SSL on I1S, refer to https://docs.microsoft.com/en-us/iis/manage/
configuring-security/how-to-set-up-ssl-on-iis.

10.2.4 Creating an IIS FTP site

Note

To deploy the client app from the development PC to the remote Web server, you can

choose:

» Method 1: Deploy the client app to the remote server through the FTP protocol.
Thisrequires that

1) An FTP server is set up on the Web server (the FTP server's physical path must
point to the Web root of the Web server).

This section will walk you through how to set up an FTP server on the Web server.
2) The client app is deployed to the remote Web server through the FTP server.
Tutorial 1 >"Task 4: Setting up the development PC" has detailed instructions.

Page 234


https://docs.microsoft.com/en-us/iis/manage/configuring-security/how-to-set-up-ssl-on-iis
https://docs.microsoft.com/en-us/iis/manage/configuring-security/how-to-set-up-ssl-on-iis

Tutorial 10: Setting up a Web server

» Method 2: Package the client app and then install (or copy) it to the remote Web
server.

Follow the instructions in Packaging and copying the client app to package the
client app and then install (or copy) it to the Web server Web root.

The following steps will walk you through setting up an I1S FTP site on the Web server, so
that PowerBuilder can deploy files to the remote Web server through the FTP protocol.

In the previous section, if you have selected to enable FTP Service & FTP Extensibility,
you can create an | IS FTP site to be used by the remote deployment.

Step 1: In the 11S Manager, right click Sites, select Add FTP Site.

Step 2: Specify aname for the FTP site, and set the physical path to the Web root of the 1S
Web server (C:\inetpub\wwwr oot in this tutorial). Click Next.

Figure 10.6:

Add FTP Site 7 hd

q Site Information

FTP site name:
|l—"I'F' Site

Content Directory
Physical path:
|C:\inetpuh\wwwru:uut | | |

MNext Cancel

Step 3: Use the default port 21 (or specify adifferent port if you like). If no certificateis
available, you can select No SSL . Use the default values for the other settings. Click Next.

For how to configure SSL on an IS FTP site, refer to Configure an SSL-based FTP server.
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Figure 10.7:

Add FTP Site

“ Binding and SSL Settings

Binding
IP Address:
|AII Unassigned

Port:
V| |z1

[] Enable Virtual Host Mames:

Start FTP site automatically

551
® Mo SSL

() Allow S5L
) Bequire 551

S50 Certificate:
Mot Selected

Cancel

Previous Meat

Step 4: Select Anonymous and Basic authentication. Select All users or specify the users
that are allowed to access the FTP site, and then select the Read and Write permissions.

Click Finish.
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Figure 10.8:

Add FTP Site ? >
Authentication and Authorization Information
Authentication
Ancnymous
Basic
Authorization
Allow access to:
All users ~
Permissions
Read
Write
Previous Met Einish Cancel
The FTP site is created.
Figure 10.9:
@5 Intemet Information Services (/IS) Manager - m] X
© | & » WIN-MOLIVILO3EC » Sites » @ oy e
File View Help
- 78 i! Sites @ Add Website.. ~
- Start Page . N ) Set V e Defaults...
63 Wi MOLOVTLaZEC GAIN-M Filter: Go -l Show All | Group by: Ne Grouping - -
" [ Application Pools Name D Status Binding Path @ AddFIP Site.
v 8] Sites Default Web Site 1 Started (hitp) __*:80 (http] 5£SystemDrive3\inetpub\wwwroot Set AIG S e
& Default Web Site & FTP site 2 Started (ftp)  ™:21: (ftp) Chinetpub\wwwroot | Edit Site
& FTP Site Bindings...
[E Basic Settings...
& Explore
Edit Permissions...
K Remove
Rename
Applications
Virtual Directories
Manage FTP Site (a)
Restart
Stop
Advanced Settings..
. s | T Fostars Vo [ ot view |
Ready -t

Step 5: Open aWeb browser and run the following URL to access the FTP site.
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ftp://lyour_server_ip:21/
If the FTP root displays, then the FTP site is working properly.

Figure 10.10:

e & ftp://172.16.100.63/ v & || Search... L~

(& FTP root at 172.16.100.63
File Edit View Favorites Tools Help

FTP root at 172.16. 100. 63

To view this FIP szite in File Explorer: press Alt, click View, and then click Open FIP Site in File Explorer.

03/01/2021 02:04AM Directory App Data
03/01/2021 01:37AM Directory aspnet client
03/01/2021 01:364H 703 iisstart.htm
03/01/2021 01:36AM 99, 710 iisstart.png

10.2.5 Configuring SSL on FTP server

To configure the FTP server with Secure Sockets Layer (SSL), you can follow instructionsin
https://docs.microsoft.com/en-ug/iis/publish/using-the-ftp-service/using-ftp-over-sd-in-iis-7.

The following highlights the important settings for configuring SSL on an FTP site:

The Physical path must be the full path to the Web server Web root.

The FTP site must be set to Require SSL or Allow SSL.

e An SSL certificate must be selected.

The Read and Write permissions must be enabled.
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Figure 10.11: FTP site properties

Add FTP Site ? ®

q Authentication and Authorization Information

Authentication

O Anonymous
Basic

Authorization

Allow access to:

Specified users ~

|appeu:ur1ftp

Permissions

Read
Write

Previous Cancel

When you configure the Web Server profile in PowerBuilder that connects with an SSL Web
server, you should input the HTTPS listener and port number for the Web server.

10.3 Setting up Apache on Windows

10.3.1 Preparations
In thistutorial, we will set up a Web server running on Apache HTTP Server on Windows.

Step 1: Set up the Web server with the following OS and software:
» Windows Server 2019 (64-bit)
* Visual C++ Redistributable

* Apache HTTP Server 2.4.47
The next section Installing Apache HTTP Server has detailed install ation instructions.

Step 2: Configure Windows Defender Firewall on the Web server to allow the port
(the HTTP port is 80 and the FTP port is 21 in this tutorial) to go through. The section
"Configuring Windows Defender Firewall" has detailed instructions.
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10.3.2 Installing Apache HTTP Server

Step 1: Select abinary package provider for Apache for Windows from https.//
httpd.apache.org/docs/current/platf orm/windows.html#down.

Step 2: In thistutorial, select Apache L ounge, and then download the following packages
from https.//www.apachel ounge.com/download/.

e Visua C++ Redistributable for Visual Studio 2015 - 2019: https.//aka.ms/vs/16/rel ease/
VC redist.x64.exe

» Apache 2.4.47 Win64: https.//www.apachel ounge.com/download/VV S16/binaries/
httpd-2.4.47-win64-V S16.zip

Step 3: Double click VC_redist.x64.exeto install the Visual C++ Redistributable first.

Step 4: Unzip the httpd-2.4.47-win64-V S16.zip file and place the Apache24 folder under
the C drive ("C:\Apache24" is the default ServerRoot in conf\httpd.conf; and the default
folder for web files is DocumentRoot " C:\Apache24\htdocs"). If you place the Apache24
folder to another location, change the following setting accordingly.

Defi ne SRVROOT "c:/ Apache24"

Note

Pathsin httpd.conf and other configuration files must be specified using forward
dashes (/") instead of back slashes ("\").

Y ou could aso change the I P address, port number, server name etc. in httpd.conf rather
than using the default values.

Tip: In Windows, you can execute the command "netstat -ano | findstr portnumber” to check
if the port number is occupied by any other program.

Step 5: Open the command prompt window, go to the C:\Apache24\bin folder, and run the
Apache HTTP server.

cd C \ Apache24\ bi n
htt pd. exe
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Figure 10.12:

BN Administrator: Command Prompt - httpd.exe — O *

Step 6: Test the Apache HTTP server by opening up a Web browser and typing in the
address: http://localhost.

The following message indicates the Apache HTTP server isworking properly.
Y ou can further test from the development PC by typing http://your_server_ip in a browser.
Figure 10.13:

e = http://localhost = & | | Search.. D~

= localhost

It works!

The Using Apache HTTP Server on Microsoft Windows page has more detailed
documentation about using Apache on Windows.

10.3.3 Configuring SSL on Apache

It is highly recommended that you configure Secure Sockets Layer (SSL) for the Web server,
so that HTTPS can be used to secure the connections between the client and the Web server.

For how to configure SSL on Apache, refer to https://httpd.apache.org/docs/2.4/ssl/.

10.3.4 Installing FTP server

Note

To deploy the client app from the development PC to the remote Web server, you can
choose:
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» Method 1: Deploy the client app to the remote server through the FTP protocol.
Thisrequires that

1) An FTP server is set up on the Web server (the FTP server's physical path must
point to the Web root of the Web server).

This section will walk you through how to set up an FTP server on the Web server.
2) Theclient app is deployed to the remote Web server through the FTP server.
Tutorial 1 >"Task 4: Setting up the development PC" has detailed instructions.

* Method 2: Package the client app and then install (or copy) it to the remote Web
server.

Follow the instructions in Packaging and copying the client app to package the
client app and then install (or copy) it to the Web server Web root.

The following steps will walk you through setting up an FTP server on the Web server, so
that PowerBuilder can deploy files to the remote server through the FTP protocol.

In thistutorial, we set up an I1S FTP server.
To enablethe IISFTP service and create an | IS FTP site,

Step 1: Follow theinstructions in Installing Web Server (11S) until the Role Ser vices section
displays; and make sure the following role services are selected and installed.

* FTP Server

* FTP Service

* FTP Extensibility
* Management Tools

* |IS Management Console
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Figure 10.14:

= Add Roles and Features Wizard — O x
. DESTINATIOM SERVER
Select role services WIN-MOLOVTLO3EC

Before You Begin Select the role services to install for Web Server (lIS)
Installation Type Role services Description
Server glection | Web Server bil
Server Roles 4 FTP Server FTP extensibility features such as

FTP Service custom providers, ASP.NET users or

Features FIP Extensibility 1S Manager users.
Web Server Role (IIS) Management Tools

115 Management Console o
b L] IS 6 Management Compatibility

Confirmation [C] 11S Management Scripts and Tools
(| Management Service

FTP Extensibility enables support for

< Previous | | MNext = Install Cancel

Step 2: Follow theinstructions in Creating an |1S FTP site to create an FTP site and set the
physical path to the document root of the Apache HTTP server which is C:\Apache24\htdocs
by defaullt.
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Figure 10.15:

Add FTP Site 7 >

g Site Information

FTP site name:

||-‘r|j site

Content Directory

Physical path:
|C:\Apache24\htdncs | | |

Mext Cancel

Step 3: Test the FTP site by opening up a Web browser and typing in the address: ftp://
localhost.

The following message indicates the FTP site is working properly.

Y ou can further test from the devel opment PC by typing ftp://your_server_ip in a browser. (If
access failed, check that if the firewall has blocked the FTP port; you can try to turn off the
firewall on the server.)

Figure 10.16:

e & fp:/focalhost/ v © || Search.. P~

2 FTP root at localhost L ]

FTP root at localhost

To view this FIP site in File Explorer: press Alt, click View, and then click Open FTP Site
in File Exzxplorer.

05/17/2021 10:45FM 46 index. html
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10.4 Setting up Apache on Linux

10.4.1 Preparations
In this tutorial, we will set up a Web server running on Apache HTTP Server on Linux.

Step 1: Set up aserver with the following OS and software:
» CentOS 8 (64-hit)

* Apache HTTP Server
The next section Installing Apache HTTP Server has detailed install ation instructions.

Step 2: Configure the CentOS user account: you can either use the root account or create a
new account with administrative privileges.

Step 3: Set up afirewall on the server and make sure the firewall allows the port (the HTTP
port is 80 in this tutorial) to go through.

Step 4: Make sure the server can connect to Internet during the installation of Apache HTTP
Server.

10.4.2 Installing Apache HTTP Server

Step 1: Download and install Apache HTTP Server from the CentOS's default software
repositories. Make sure the machine can connect to Internet during the download and
installation process.

$ sudo dnf install httpd

During the download and installation process, you might be prompted to enter the password
for your user account, or enter y to confirm that you want to install Apache.

Step 2: Start Apache HTTP Server.

$ sudo systenttl start httpd
Step 3: Verify that the HTTP Server serviceis running.

$ sudo systenttl status httpd
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Figure 10.17:

= root@localhost:~

Eile Edit View Search Terminal Help

ervice - The Apache HTTP Server
loaded (/usr/lib/syste
active (running) nce
: man:httpd.service(8)
124346 (httpd)
"Running, listening on: port 443, port 8e"
213 (limit: 11155)

e/httpd.service
in/httpd -DFOREGROUND
124351 / in/httpd -DFOREGROUND
124352 /fus in/httpd -DFOREGROUND
in/httpd -DFOREGROUND
sbin/httpd -DFOREGROUND

0st.localdomain systemd[1]: Starting The Apache HTTP Server...
t.localdomain httpd[124346]: AHE®558: httpd: Could not rEliaH
42 localhost.localdomain systemd[1]: Started The Apache HTTP Server.
2 localhost.localdomain httpd[124346]: Server configured, listening ::nn

lines 1-19/19 (END) I

Step 4: If you have set up afirewall on the server, run the following command to permanently
enable HTTP service and port 80:

# sudo firewal |l -cmd --pernmanent --zone=public --add-service=http

# sudo firewal |l -cnmd --pernmanent --zone=public --add-port=80/tcp
To apply the changes, reload the firewall service using the following command:

# sudo firewall-cnd --rel oad

To verify that the http service and port 80 were added successfully, you can run:

# sudo firewal | -cmd --permanent --1ist-al

Figure 10.18:

[appeon@localhost ~]% sudo firewall-cmd --permanent --list-all
[sudo] password for appeon:
public
target: default
icmp-block-inversion: no
interfaces:
sources:
services: cockpit dhcpv6-client|http| ssh
ports: ftep
protoco -
mas gL €: no
fory -ports:
source-ports:
icmp-bloc
rich rules:

Step 5: Test the Apache HTTP server by opening up a Web browser and typing in the
address: http://localhost or http://your_server_ip.
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The following page indicates the Apache HTTP server isinstalled and started successfully.
Y ou can further test from the development PC by typing http://your_server_ip in abrowser.

Figure 10.19:

Apache HTTP Server TestPe % | + x

€ C @ @ localhost v ae o i M &

APACHE HTTP SERVER

Test Page

This page is used to test the proper operation of the Apache HTTP server after it has
been installed. If you can read this page it means that this site is working properly. This
server is powered by CentOS.

Just visiting? Are you the Administrator?

The website yvou just visited is either You should add your website content to the directory

experiencing problems or is undergoing AT AT

routine maintenance To prevent this page from ever being used, follow the
instructions in the file

If you would like to let the administrators of this website /etc/httpd/conf.d/welcome.conf .
10.4.3 Configuring SSL on Apache

It is highly recommended that you configure Secure Sockets Layer (SSL) for the Web server,
so that HTTPS can be used to secure the connections between the client and the Web server.

For how to configure SSL on Apache, refer to https://httpd.apache.org/docs/2.4/sdl/.

10.4.4 Configuring Apache to be case-insensitive

As PowerBuilder is designed to be case-insensitive and always uses lower cases to access
the deployed folders/files, therefore, in a case-sensitive file system like Linux, folder/file
names (such as theme files, images etc.) containing upper cases may not be found or loaded.
To avoid such issues, you should always use lower cases in folder/file names for your
application, or add the following configuration to Apache in Linux to ignore the case:

1. Go to the /etc/httpd/conf folder, and open httpd.conf in atext editor.

2. Search "loadmodule" and add the following lines.
Pay special attention to the words "speling_module” and "mod_speling” (not spelling).

LoadModul e spel i ng_nodul e nodul es/ nod_spel i ng. so
CheckSpel Ii ng on
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Figure 10.20:

Dynamic Shared Object (DS0) Support

To be able to use the functionality of a module which was built as a DSO you
have to place corresponding "LoadModule' 1lines at this location so the
directives contained in it are actually available before they are used.
Statically compiled modules (those listed by "httpd -1') do not need

to be loaded here.

Example:
LoadModule foo module modules/mod fToo.so

o o oH o oW oK R H

LoadModule speling module modules/mod speling.so
CheckSpelling on
Include conf.modules.d/*.conf

3. Check if any syntax error in httpd.conf.
$ sudo apachect| confi gtest
4. Restart Apache.
$ sudo systenttl restart httpd
If Apache failed to start, go to the /var/log/httpd folder and view the error_log.log and

access _|log.log filesto read the detailed error information.

10.4.5 Packaging and copying the client app

Note

To deploy the client app from the development PC to the remote Web server, you can

choose:

» Method 1: Deploy the client app to the remote server through the FTP protocol.
This requires that

1) An FTP server is set up on the Web server (the FTP server's physical path must
point to the Web root of the Apache HTTP Server: /var/www/html/).

2) Theclient app is deployed to the remote Web server through the FTP server.
* Method 2: Package the client app and then install (or copy) it to the remote Web
server.

This section will walk you through packaging and copying the client app to the
Web root of the Apache HTTP Server: /variwww/html/.

Before you take the steps below to package the client app, make sure you have built the
application successfully by following instructionsin Tutorial 1 > "Task 4: Setting up the
development PC".
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Step 1: In the PowerServer project painter, select the Client Deployment tab, then select
Package the compiled app and manually deploy later, and then select Zipped file,
Package Cloud App Launcher, and Package all runtimefiles.

Figure 10.21:

General Libraries External Files Runtime  Signing Client Deployment  Run Options = Web APIs

Deployment mode

() Directly deploy to the server: Local e

I

Check the availability of Cloud App Launcher on the server during the deployment process

(@) Package the compiled app and manually deploy later;
Package the app as: () Executable installer (®) Zipped file
| Package Cloud App Launcher: | Default_Both_WithServiceSingle ~
| Package all runtime files: 32-hit e4-bit I
Cutput path: | C:\Users\appeon‘\AppDataiLocal{Temp\pbappscache\export | ... | | Restore Default

Step 2: Save the project settings and then click the Build & Deploy Power Server Project or
Deploy Power Server Project button in the toolbar to generate the package.

When the packaging process is completed, the folder that contains the generated file will be
displayed.

Step 3: Copy and extract the generated zipped file to the Web root of the Apache HTTP
Server: /variwww/html/.

10.5 Setting up Nginx on Windows

10.5.1 Preparations
In this tutorial, we will set up a Web server running on Nginx.

Step 1: Set up the Web server with the following OS and software:
» Windows Server 2019 (64-hit)

* Nginx 1.19.10
The next section Installing Nginx has detailed installation instructions.

Step 2: Configure Windows Defender Firewall on the Web server to alow the port (the
HTTP port is80 and the FTP port is 21 in this tutorial). The section "Configuring Windows
Defender Firewall" has detailed instructions.
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10.5.2 Installing Nginx
Step 1. Download Nginx/Windows-1.19.10 from http://nginx.org/en/downl oad.html.

Step 2: Unzip the downloaded nginx-1.19.10.zip file and place the nginx-1.19.10 folder
under the C drive or any location you like.

Step 3: Open the command prompt window, go to the nginx-1.19.10 folder, and run Nginx.

cd C\nginx-1.19.10
start ngi nx

Y ou could also change the | P address, port number etc. in conf\nginx.conf rather than using
the default values.

Note

Paths in nginx.conf and other configuration files must be specified using forward
dlashes (/") instead of back slashes ("\").

Step 4: Run the tasklist command to seeif the Nginx processes are running.

tasklist /fi "inmgename eq ngi nx. exe"
Figure 10.22:
BN Administrator: Command Prompt - O *

ion 10,0, 1776
oration. All reserved.

me eq hginx. exe’

Step 6: Test the Nginx web server by opening up a Web browser and typing in the address:
http://local host.

The following page indicates the Nginx web server isworking successfully.

Y ou can further test from the development PC by typing http://your_server_ip in abrowser.
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Figure 10.23:

e 2 http://localhost/ + & | | Search... D~

(2 Welcome to nginx!

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

The Nginx for Windows page has more detailed documentation on using Nginx on Windows.

10.5.3 Configuring SSL on Nginx

It is highly recommended that you configure Secure Sockets Layer (SSL) for the Web server,
so that HTTPS can be used to secure the connections between the client and the Web server.

For how to configure SSL on Nginx, refer to http://nginx.org/cn/docs/http/
configuring_https_servers.html.

10.5.4 Installing FTP server

Note

To deploy the client app from the development PC to the remote Web server, you can

choose;

* Method 1: Deploy the client app to the remote server through the FTP protocol.

Thisrequires that

1) An FTP server is set up on the Web server (the FTP server's physical path must

point to the Web root of the Web server).

This section will walk you through how to set up an FTP server on the Web server.

2) Theclient app is deployed to the remote Web server through the FTP server.
Tutorial 1> "Task 4: Setting up the development PC" has detailed instructions.

* Method 2: Package the client app and then install (or copy) it to the remote Web

server.

Follow the instructions in Packaging and copying the client app to package the

client app and then install (or copy) it to the Web server Web root.

The following steps will walk you through setting up an FTP server on the Web server, so

that PowerBuilder can deploy files to the remote server through the FTP protocol.
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In thistutorial, we set up an IIS FTP server.
To enablethe IISFTP service and create an |IS FTP site,

Step 1: Follow the instructionsin Installing Web Server (11S) until the Role Services section
displays; and make sure the following role services are selected and installed.

* FTP Server

* FTP Service

» FTP Extensibility
» Management Tools

* IS Management Console

Figure 10.24:
& Add Roles and Features Wizard - ] x
< - DESTINATIOM SERVER
_.6|e\ft role services WIN-MOLSVTLO3EC

Before You Begin Select the role services to install for Web Server (II5)

Installaticn Type Role services Description
Server Selaction I Web Server FTP Extensibility enables support for
Server Role “ FTP Server FTP extensibility features such as
ETP Service custom providers, ASP.NET users or
Features FTP Extensibility IIS Manager users
Veb Server Role (IIS) 4 Management Tools
Role Services 115 Management Console

I [_] IS & Management Compatibility
Confirmation [1 115 Management Scripts and Tools
[] Management Service

e e R

Step 2: Follow theinstructions in Creating an |1S FTP site to create an FTP site and set the
physical path to the server root of Nginx which is nginx-1.19.10\html by default.
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Figure 10.25:

Add FTP Site ? ®

0 Site Information

ETP site name:
||-‘r|: site

Content Directory

Physical path:
|CAnginx-1.19.10\html -]

Mext Cancel

Step 3: Test the FTP site by opening up a Web browser and typing in the address: ftp://
localhost.

The following message indicates the FTP site is working successfully.

Y ou can further test from the development PC by typing ftp://your_server_ip in abrowser. (If
access failed, check that if the firewall has blocked the FTP port; you can try to turn off the
firewall on the server.)

Figure 10.26:

e 2 ftp//localhost/ ~ || Search.. L~

(& FTP root at localhost

FTP root at localhost

To view this FIP site in File Explorer: press Alt, click View, and then click Open FTP Site in
File Exzplorer.

05/18/2021 O7:08FM 494 50x. html
05/18/2021 O7:08FM 612 index. html

Page 253



Tutorial 10: Setting up a Web server

10.6 Setting up Nginx on Linux

10.6.1 Preparations
In this tutorial, we will set up a Web server running on Nginx on Linux.

Step 1: Set up a Web server with the following OS and software:
» CentOS 8 (64-hit)

* Nginx
The next section Installing Nginx has detailed installation instructions.

Step 2: Configure the CentOS user account: you can either use the root account or create a
new account with administrative privileges.

Step 3: Set up afirewall on the server and make sure the firewall allows the port (the HTTP
port is 80 in this tutorial) to go through.

Step 4. Make sure the server can connect to Internet during the installation of Nginx.

10.6.2 Installing Nginx

Step 1: Download and install Nginx from the CentOS's default software repositories. Make
sure the machine can connect to Internet during the download and installation process.

$ sudo dnf install nginx

During the download and installation process, you might be prompted to enter the password
for your user account, or enter y to confirm that you want to install Nginx.

Step 2: Enable and start the Nginx HTTP server when the installation is compl eted.

$ sudo systenttl enabl e nginx

$ sudo systenttl start nginx
Step 3: Verify that the Nginx HTTP server service is running.

$ sudo systenctl status nginx.service
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Figure 10.27:

(=] appeon@localhost:~

File Edit View Search Terminal Help

- Thr nqln HTTP a
: disabled)

0/SUCCES!

ngin
3 ngin

May 3€ 5 nd : Starting
May 30 21: D localhost.lo i g 65708 ngin
May 3 .

May 3€ - 0 i : ngi

May 30 21:56:00 lnCdlhnwt InCdlinmalﬂ d : Starte

lines 1-18/18 (END)

Step 4: If you have set up afirewall on the server, run the following command to permanently
enable the HTTP service and port 80:

# sudo firewal |l -cnd --pernmanent --zone=public --add-service=http

# sudo firewal |l -cnd --pernmanent --zone=public --add-port=80/tcp

To apply the changes, reload the firewall service using the following command:
# sudo firewall-cmd --rel oad

To verify that the http service and port 80 were added successfully, you can run:

# sudo firewal | -cmd --permanent --1ist-al

Figure 10.28:

[appeon@localhost ~]$% sudo fTirewall-cmd --permanent --list-all
[sudo] password for appeon:
public

target: default

icmp-block-inversion: no

interfaces:

sourc

servi : cockpit dhcpv6-client http s
ports: 80/tcp

forwa
source-ports:
icmp-blocks
rich rules:

Step 5: Test the Nginx HTTP server by opening up a Web browser and typing in the address:
http://local host.

The following page indicates the Nginx HTTP server isinstalled and started successfully.
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Y ou can further test from the devel opment PC by typing http://your_server_ip in abrowser.

Figure 10.29:
Test Page for the Nginx HTT X | + x
<« cC o @ localhost % n o e =

Welcome to NGINX on Red Hat Enterprise Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can
read this page, it means that the web server installed at this site is working properly.

Website Administrator

This is the default index.html page that is distributed with nginx on Red Hat Enterprise
Linux. It is located in /usr/share/nginx/html.

You should now put your content in a location of your choice and edit the root configuration
directive in the nginx configuration file /etc/nginx/nginx.conf.

For information on Red Hat Enterprise Linux, please visit the Red Hat, Inc. website. The
documentation for Red Hat Enterprise Linux is available on the Red Hat, Inc. website.

NGinNX

10.6.3 Configuring SSL on Nginx

It is highly recommended that you configure Secure Sockets Layer (SSL) for the Web server,
so that HTTPS can be used to secure the connections between the client and the Web server.

For how to configure SSL on Nginx, refer to http://nginx.org/cn/docs/http/
configuring_https servers.html.

10.6.4 Configuring Nginx to be case-insensitive

As PowerBuilder is designed to be case-insensitive and always uses lower cases to access the
deployed folderg/files, therefore, in a case-sensitive file system like Linux, folder/file names
(such asimages etc.) containing upper cases may not be found or loaded.

To avoid such issues, you are recommended to

» Change the folder/file names (such as theme, images etc.) to use all lower cases; or
» Configure Nginx in Linux to be case-insensitive.

To configure Nginx in Linux to be case-insensitive,

1. Download the ngx_http lower upper_case module and Nginx source code.

Suppose ngx_http _lower_upper_case is de-compressed to the folder: /src/case/, and Nginx
is de-decompressed to the folder: /src/ngx/.

2. Go to the Nginx folder and load the ngx_http_lower_upper_case module.

cd /src/ngx/nginx-1.21.3
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./lconfigure --prefix=/nginx \
- - add- nodul e=/ src/ case/ ngx_http_| ower _upper _case

Compile the Nginx source code.

make

If Nginx is already installed, stop Nginx, copy the files from /src/ngx/nginx-1.21.3/objs/
nginx to replace the existing ones, and then restart Nginx.
If Nginx is not yet installed, execute the following command to install Nginx:

make i nstal l

Go to the Nginx installation folder and open the nginx.conf file in atext editor.
Locate the "location™ block and modify it like below:
| ocation ~[ A Z+] {

| ower $caseur| $request _uri;
rewite ~(.*) $caseurl |ast;

}
Reload the Nginx configuration.

ngi nx —s rel oad

10.6.5 Packaging and copying the client app

To deploy the client app from the devel opment PC to the remote Web server, you can choose:

Method 1: Deploy the client app to the remote server through the FTP protocol. This
requires that

1) An FTP server is set up on the Web server (the FTP server's physical path must point to
the Web root of the Nginx HTTP server which is /usr/share/nginx/html by default).

2) The client app is deployed to the remote Web server through the FTP server.

Method 2: Package the client app and then install (or copy) it to the remote Web server.

Follow the instructionsin Packaging and copying the client app to package and copy the
client app to the Web root of the Nginx HTTP server: /usr/share/nginx/html.
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11 Tutorial 11: Deploying installable cloud
apps to Kubernetes

11.1 Overview

Y ou can deploy the PowerBuilder installable cloud applications (including the client app, the
PowerServer Web APIs, and the database) to Kubernetes.

In thistutorial, we will take Azure Kubernetes Service (AKS) as an example to show you
how to create a Kubernetes cluster in AKS and then deploy the PowerBuilder installable
cloud application to it.

This tutorial assumes a basic understanding of the following concepts:

» Kubernetes concepts. For more information, see Kubernetes core concepts for Azure
Kubernetes Service (AKS).

» Docker concepts. For more information, see Docker overview.
Generally speaking, this tutorial accomplish the following major tasks:
» Creating a Kubernetes cluster

» Containerizing your application

» Deploying the containerized application to the Kubernetes cluster

11.2 Before you begin

Prepare alocal machine that can connect with the Kubernetes cluster and deploy the Docker
container image to the cluster.

Y ou should install the following OS and software to the machine:
* Windows 10

» Docker Desktop

Docker Desktop includes Docker Engine, Docker CLI client, Docker Compose, Docker
Content Trust, Kubernetes, and Credential Helper.

After installing Docker Desktop, you need to enable Kubernetes support. To do that, go to
Preferences > Kubernetes and then click Enable Kuber netes.

e AzureCLI

This tutorial requires that you are running the Azure CLI version 2.0.64 or later. Run az --
version to find the version. If you need to install or upgrade, see Install Azure CLI.

* kubectl

Y ou will need to use kubectl to connect to the Kubernetes cluster from your local computer
and create deployments for the application.
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kubectl is aready installed if you use the Azure Cloud Shell. Y ou can also install it locally
using the az aksinstall-cli command.

e Helm

To install the Nginx ingress controller, you use Helm. Make sure you are using the latest
release of Helm and have access to the ingress-nginx Helm repository.

There are several ways to accomplish atask in Azure, for example, you can create an AKS
cluster using the Azure portal, a PowerShell script, an Azure CLI script etc. In thistutorial,
we will take priority in using the Azure portal whenever possible.

11.3 Configuring Azure Kubernetes Service

11.3.1 Creating a Kubernetes cluster in AKS

Y ou can create a Kubernetes cluster in Azure Kubernetes Service (AKS) using either of the
following methods:

e TheAzureCLI

* The Azure portal

e Azure PowerShell

» Using template-driven deployment options, like Azure Resource Manager templates and
Terraform

Thistutorial will show you how to create the cluster using the Azure portal.
Step 1: Signinto the Azure portal at https://portal .azure.com.

Step 2: In the search box at the top of the portal, enter Kuber netes.
Step 3: In the search results, select Kuber netes services.

= Microsoft Azure P kubernetes | x
Services Marketplace See al
Azure services
B9 Kuberetes Service
+ B4 Ubuntu Kubernetes %
Create s £ Kuberne ox packaged by Bitnami -
resource 4 Kubernetes - Azure Arc
Documentation
Step 4: Select Create a Kuber netes cluster.
Home >
Kubernetes services =
Default Directory
<+ Create v £§3 Manage view v O Refresh  Exportto CSV % Qpen query ssig ] P Feedback

—|— Create a Kubernetes cluster

:= Azure subscription 1 Type == all Resource group == all X Loca
+ Add a Kubernetes cluster with Azure Arc

Showing 1 to £ ot 2 records.

MName * Type L
u ¥P
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Step 5: On the Basics page, configure the following options:
* Project details:

» Select an Azure Subscription.

» Select or create an Azure Resour ce group, such as pscloudapp.
» Cluster details:

» Ensurethe Preset configuration is Sandard. For more details on preset configurations,
see Cluster configuration presets in the Azure portal.

» Enter aKubernetes cluster name, such as pscloudapp.
» Select aRegion and Kuber netes version for the AKS cluster.
* Primary node pool:

» | eavethe default values selected.
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Create Kubernetes cluster

Basics MNode pools  Authentication  Networking  Integrations  Tags  Review + create

Azure Kubernetes Service (AKS) manages your hosted Kubernetes environment, making it quick and easy to deploy and
manage containerized applications without container orchestration expertise. It also eliminates the burden of ongeing
operations and maintenance by provisioning, upgrading, and scaling resources en demand, without taking your applications
offline. Learn more about Azure Kubernetes Service

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources,

Subscription * @ _ Azure subscription 1 v
Resource group * @ (New) Resource group ~
Create new

Cluster details

Preset configuration Standard

Quickly customize your cluster by choosing the preset configuration applicable
to your scenario. Depending on the selection, values of certain fields might
change in different tabs. You can modify these values at any time.

View all preset configurations

Kubernetes cluster name * (O [ pscloudapp g ]
Region * @ | (US) West Us 2 v |
Availability zones (O [ Zones 1,2,3 ~ l

## High availability is recommended for standard configuration.

Kubernetes version * (@ | 1.20.9 (default) ~ ‘

Primary node pool

The number and size of nodes in the primary node pool in your cluster. For praduction workloads, at least 3 nades are
recommended for resiliency. For development or test workloads, only one node is required. If you would like to add
additional node pools or to see additional configuration options for this node pool, go to the "Node pools’ tab above. You will

be able to add additional node pools after creating your cluster. Learn more about node pools in Azure Kubernetes Service

Node size * (O Standard DS2 v2
i Standard DS2_v2 is recommended for standard configuration.
Change size

Scale method * © () Manual

® ) Autoscale

4 Autoscaling is recommended for standard configuration.

Node count range * © 1 O [ 5 ‘

< Previous l Next : Node pools > l

Step 6: Select Next: Node pools at the bottom of the screen.
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Step 7: On the Node pools page, keep the default options. Click Next: Authentication at the
bottom of the screen.

Step 8: On the Authentication page, configure the following options:

» Leavethe Authentication method field with System-assigned managed identity.

To avoid needing an Owner or Azure account administrator role, you can also manually
configure a service principal to pull images from ACR. For more information, see ACR
authentication with service principals or Authenticate from Kubernetes with a pull secret.

» Enable the Kubernetes role-based access control (Kubernetes RBAC) option to provide
more fine-grained control over access to the Kubernetes resources deployed in your AKS
cluster.

Step 9: Click Next: Networking at the bottom of the screen.

Create Kubernetes cluster

Basics  MNode pools  Authentication  Networking Integrations ~ Tags  Review + create
Cluster infrastructure
The cluster infrastructure authentication specified is used by Azure Kubernetes Service to manage cloud resources attached to

the cluster. This can be either a service principal & or a system-assigned managed identity /.

Authentication method '(:j Service principal (®) System-assigned managed identity

Kubernetes authentication and authorization
Authentication and authorization are used by the Kubernetes cluster to control user access to the cluster as well as what the
user may do once authenticated. Learn more about Kubernetes authentication &

Role-based access control (RBAC) O (®) Enabled () Disabled

AKS-managed Azure Active Directory © E\

Node pool OS disk encryption

By default, all disks in AKS are encrypted at rest with Microsoft-managed keys. For additional control over encryption, you can
supply your own keys using a disk encryption set backed by an Azure Key Vault. The disk encryption set will be used to
encrypt the OS disks for all nede pools in the cluster. Learn more

Encryption type (Default) Encryption at-rest with a platform-managed key '

< Previous Next : Networking >

Step 10: On the Networ king page, select Kubenet. Click Next: I ntegrations at the bottom
of the screen.
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Create Kubernetes cluster

Basics  Node pools  Authentication Networking  Integrations  Tags  Review + create

You can change networking settings for your cluster, including enabling HTTP application routing and configuring your
network using either the 'Kubenet' or "Azure CNI' options:

* The kubenet networking plug-in creates a new VNet for your cluster using default values.
* The Azure CNI networking plug-in allows clusters to use a new or existing VNet with customizable addresses.
Application pods are connected directly to the VNet, which allows for native integration with VNet features.

Learn more about netwarking in Azure Kubernetes Service

Network configuration @ (®) Kubenet
O Azure CNI
DNS name prefix* © pscloudapp-dns v
Traffic routing
Load balancer (O Standard
Enable HTTP application routing © D
Security
Enable private cluster (O [:]
Set authorized IP ranges © D
Network policy © (®) None
C} Calico

< Previous Next : Integrations >

Step 11: On the I ntegrations page, configure the following options:

* Inthe Container registry section, select Create new to create a new container registry.

If you selected Service principal authentication method, you can only select Nonein the
Container registry section.

Step 12: Click Review + create at the bottom of the screen.
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Home > Kubernetes services >

Create Kubernetes cluster

Basics  Node pools icati Tags  Review + create
Connect your AKS cluster with adiitional services.

Azure Container Registry
Connect your cluster to an Azure Container Registry to enable seamless deployments from a private image registry. You can
create a new registry or choose one you already have. Learn more about Azure Container Registry &

Container registry

Azure Monitor

In addition to the CPU and memory metrics included in AKS by default, you can enable Container Insights for more
comprehensive data on the overall performance and health of your cluster. Billing is based on data ingestion and retention
settings.

Learn more about container performance and health monitoring

Learn more about pricing

Container monitoring Enabled () Disabled
# Azure monitor is recommended for standard configuration.

Log Analytics workspace @ D i843ab-2db: B

Create new

Azure Policy

Apply at-scale enforcements and safeguards for AKS clusters in a centralized, consistent manner through Azure Policy.
Learn more about Azure Policy for AKS &

Aaure Policy O Enabled Disabled

Step 13: When validation completes, click Create.

Create container registry X
Registry name *

pscloudapp v

azurectio

Subscription
Azure subscription 1
Resource group *

(New) pscloudapp ~
Create new
Region *

(US) East US ~
Admin user * ©
O Enable (®) Disable
skt O

standard v
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Create Kubernetes cluster

O Validation passed

Basics  Node pools
Basics
Subscription

Resource group
Region
Kubernetes cluster name

Kubernetes version

MNode pools

Node pools
Enable virtual nodes

Enable virtual machine scale sets

Authentication

Authentication method

Role-based access control (RBAC)
AKS-managed Azure Active Directory
Encryption type

Networking

Authentication

< Previous

Networking  Integrations  Tags

Azure subscription 1
(new) pscloudapp
West US 2
pscloudapp

1.20.9

1
Disabled
Enabled

System-assigned managed identity
Enabled
Disabled

Review + create

(Default) Encryption at-rest with a platform-managed key

MNext >

Step 14: When deployment compl etes, view the details.

Download a template for automation

Page 265



Tutorial 11: Deploying installable cloud apps to
Kubernetes

= Microsoft Azure P Search resources, services, and docs (G+/)

Home >

» microsoft.aks-20210917090612 | Overview =

ment

£ Search (Ctrl+/) &« [i] Delete LT, Redeploy () Refresh

o U € We'dlove your feedback! —

2 Inputs
Outputs @ Your deployment is complete
) Template Deployment name: microsoft.aks-20210917090612

Subscription: Azure subscription 1
Resource group: pscloudapp

. Deployment details (Download)

Start time: 9/17/2021, 9:47:28 AM
Correlation ID: 8d258b88-eBa7-46db-afcf-f40389804182

Resource Type Status
] Microsoft Resources/deployments oK
(] Microsoft Resources/deployments oK
@ pscloudapp Microsoft ContainerService/managedClus... OK
@ pscloudapp Microsoft.ContainerService/managedClus... OK
o Microsoft Resources/deployments OK
(] Microsoft Resources/deployments OK

~~ Next steps

Create a Kubernetes deployment Recommended
Integrate automatic deployments within your cluster Recommended

Connect to cluster  Recommended

Connect to cluster

11.3.2 Connecting to the Kubernetes cluster

Step 1: Get the authentication code for logging into Azure.

Az | ogin --use-devi ce-code

C:\cloudappdemc>az login --use-device-code

Operation details
Operation details
Operation details
Operation details
Operation details
Operation details

Operation details

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code HKUEW8893 to authenticate.

Step 2: Follow the instructions in the output to log in to Azure.

When login is successful, the following information will display.
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C:\cloudappdemeo>

C:\cloudappdemoc>az login --use-device-code

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code HKUEW8893 to authenticate.
The following tenants don't contain accessible subscriptions. Use 'az login --allow-no-subscriptions' to have tenant level access.
293e2fed-27d1-43ae-8f50-4de65f125941 'PS B2C'

[

"cloudName": "AzureCloud",
"homeTenantId": !

"id": 'L

"isDefault": true,
"managedByTenants": 1.
"name": " g

"state": "Enabled",
"tenantId": ™

"cloudName" :
"homeTenantId": "
wigr. ™ .

C: \cloudappdemo?,

Step 3: Configure the kubectl to connect to your Kubernetes cluster using the az aks get-
credentials command. For example,

az aks get-credentials -g pscloudapp -n pscl oudapp

The command downloads credentials and configures the Kubernetes command-line tool to
use them.

C:\cloudappdemo>az aks get-credentials -g pscloudapp -n pscloudapp

Merged "pscloudapp" as current context in C:\Users\appeon\.kube\config

Step 4: View the connection to your cluster using the following command.
Kubect| get nodes

The output returns alist of the cluster nodes, make sure the node status is ready.

11.3.3 Installing ingress controller

Aningress controller is a piece of software that provides reverse proxy, configurable

traffic routing, and TL S termination for Kubernetes services. For more, refer to https:/
docs.microsoft.com/en-us/azure/aks/ingress-basic. Y ou can choose from a number of ingress
controllers.

This tutorial shows you how to install the Nginx ingress controller in the AKS cluster.

11.3.3.1 Creating public IP address

By default, an Nginx ingress controller is created with a new public | P address assignment.
This public IP address is only static for the life-span of the ingress controller, and islost if
the controller is deleted and re-created. A common configuration requirement isto provide
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the Nginx ingress controller an existing static public |P address. The static public | P address
remainsif theingress controller is deleted. This approach allows you to use existing DNS
records and network configurations in a consistent manner throughout the life cycle of your
applications.

There are several ways to create a static public IP address, as described here. In this tutorial,
you will create a static public | P address using the Azure portal.

Step 1: Get the resource group name of the AKS cluster before you create the static public IP
address:

1. Inthe Azure portal, select the resource group.
2. Select the Properties page.

3. Make anote of the Infrastructure resour ce group.

For example, the infrastructure resource group for pscloudapp is
MC_pscloudapp_pscloudapp_westus2.

Home > Kubernetes services > pscloudapp

Kubernetes services  « 11! pscloudapp | Properties
Default Directory . Kubernetes service
-+ Create v !§~‘ Manage view ~ --* L Search (Ctrl+/) « Kubernetes version
Filter for any field. B Configuration 1.209
Name T Settings DN prefis
| (%] Node pools

pscloudapp-dns

£ pscloudapp & Cluster configuration

& Networking APl server address

@ Deployment center (preview) pscloudapp-dns-b4d927ee.hcp.westus2.azmk8s.io

lE Policies
RBAC
B Locks
Encryption type
Monitoring Encryption at-rest with a platform-managed key
@ Insights
Workspace resource ID
N Alerts )
M /subscriptions/63d843ab-2db2-483e-97cc-bf2f700d8028/resourcegroups/defaultresourcegroup-
it ] etrics

& Diagnostic settings
| Uiag o Infrastructure resource group

& Advisor recommendations MC_pscloudapp_pscloudapp_westus2

@ Logs
HTTP application routing domain

Workbook
@ Workbooks N/A

Step 2: Create a static public | P address.

The following example creates a static public | P address named pscloudapp in the AKS
cluster resource group obtained in the previous step:

1. Inthe search box at the top of the portal, enter Public | P.
2. Inthe search results, select Public | P addr esses.
3. Select + Create.

4. In Create public I P address, enter, or select the following information:
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Sdlect Standard from SKU.
Enter a name for the | P address.

Select your subscription.

Select MC_pscloudapp_pscloudapp westus2 from Resour ce group.

Sdlect the same location as the cluster.

Leave the others as default.

Finally, click Create.

Home >

Public IP addresses >

Public IP addresses

Default Directory

—|— Create

@ Manage view v~

Fil

MNam-~

™~

=
&

e n

2]

ter for any field...

-

Page | 1~ |of1

«

Create public IP address

IP Version* (O

®) |Pvd IPv6 Both

SKU* @

®) Standard Basic

Tier
®) Regional () Global

IPv4 IP Address Configuration

/

IP address assignment

MName *

pscloudapp

&5

Routing preference (O

(®) Microsoft network (j Internet

Idle timeout (minutes) * ()

O

DNS name label &

Subscription *

/

L~

| MC_pscloudapp_pscloudapp_westus2 =

Azure subscription 1

Resource group *

Automation options

When the IP address is created successfully, make a note of the | P address, for example,
52.143.79.245.

Y ou will associate this static public 1P address with the Nginx ingress controller in the next
section, and you may use it to access the application later.
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= pscloudapp # -
Public IP address

| S Search (Ctrl+/) [ « @ Associate — Move A] Delete C: Refresh
i Overview . Essentials
B Activity log Resource group (change) : MC_pscloudapp phr'lc:.]:i;\!)!: westus2 SKU : Standard
8 Access control (1AM) Location : West US 2 (Zone 1, 2, 3) Tier : Regional
@ Tacs Subscription (change) : Azure subscription 1 P address 1 52.143.79.245
¢ Subscription ID : 63d843ab-2db2-483e-97cc-bf2f700d8028 DNS name
Settings Associated to
&= Configuration Tags (change) Click here to add tags
Il Properties See more

AL

11.3.3.2 Creating a Kubernetes namespace

Before installing Ingress-Nginx, you are recommended to create a new Kubernetes
namespace for the ingress resources.

For example, execute the following command to create a new namespace: ingr ess-basic-
pscloudapp.

kubect| create namespace i ngress-basic-pscl oudapp

C:\cloudappdemo>kubectl create namespace ingress-basic-pscloudapp
namespace/ingress-basic-pscloudapp created

C:\cloudappdemo>kubectl get namespace

MAME STATUS AGE
default Active 13d
ingress-basic-pscloudapp Active 1@s
kube-node-lease Active 13d
kube-public Active  13d
kube-system Active 13d

11.3.3.3 Installing Ingress-Nginx
Step 1: Add the repo of the ingress-nginx repository to your helm config:

hel m repo add ingress-ngi nx https://kubernetes.github.io/ingress-ngi nx
hel m repo updat e

Step 2: Install the Nginx ingress controller in the ingress-basic-pscloudapp namespace
created in the previous step.

» The static public | P address created in the earlier step will be assigned to the ingress
controller using the --set controller.service.loadBalancer | P parameter.

* For added redundancy, two replicas of the Nginx ingress controllers are deployed with the
--set controller.replicaCount parameter.

» Theingress controller also needs to be scheduled on a Linux node. Windows Server
nodes shouldn't run the ingress controller. A node selector is specified using the --
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set nodeSelector parameter to tell the Kubernetes scheduler to run the Nginx ingress
controller on a Linux-based node.

hel minstall nginx-ingress ingress-nginx/ingress-nginx \

- - nanmespace i ngress- basi c-pscl oudapp \

--set controller.replicaCount=2 \

--set controller.nodeSel ector. "beta\. kubernetes\.io/os"=linux \

--set defaul t Backend. nodeSel ect or. "beta\. kubernetes\.io/os"=linux \

--set controll er.adm ssi onWwbhooks. pat ch. nodeSel ect or. "bet a\ . kuber net es
\.io/os"=linux \

--set controller.service.loadBal ancer| P="52. 143. 79. 245"

C:\Users\appecn>helm repc add ingress-nginx https://kubernetes.github.io/ingress-nginx
ingress-nginx" has been added to your repositories

"

Step 3: View theinstalled Nginx ingress controller.

kubect| --namespace ingress-basic-pscloudapp get services -o w de -w ngi nx-ingress-
i ngress-ngi nx-controll er

:\Users\appeon>kubectl --namespace ingress-basic-pscloudapp get services -o wide -w nginx-ingress-ingress-nginx-contreller
TYPE CLUSTER-IP -IP PORT( AGE SELECTOR
ngress-nginx-controller LoadBalancer 10.8.157.20 52.143.79.245 B8@: CP,443:38416/TCP 8mdls  app.kubernetes.io

/compeonent=contreller,app.kubernetes.ic/instance=nginx-ingress,app.kubernetes.io/name=ing nginx

A Kubernetes |oad balancer service is created for the Nginx ingress controller; and the static
public IP address is assigned.

11.3.3.4 Using your own TLS certificates in AKS

Y ou can generate your own certificates, and create a Kubernetes secret for use with the
ingress route.

For testing purpose, you can generate a self-signed certificate with openssl. For production
use, you should request atrusted, signed certificate through a provider or your own certificate
authority (CA).

In this tutorial, we assume that you have already generated a TL S certificate and a private
key.

Page 271



Tutorial 11: Deploying installable cloud apps to
Kubernetes

Now, you will generate a Kubernetes TL S secret using the TL S certificate and the private
key.

11.3.3.4.1 Creating Kubernetes secret for the TLS certificate

To allow Kubernetes to use the TL S certificate and private key for the ingress controller, you
create and use a Secret.

The secret is defined once, and will be referenced later when you define ingress routes.

Step 1. Copy the certificate and the private key to the local publish directory, for example, C:
\cloudappdemo\publish.

Step 2: Create a secret. For example, the following command creates a secret named aks-
ingress-tls-appeon.com.
kubect| create secret tls aks-ingress-tls-appeon.com\

--key server. key \
--cert server_appeon.com ssl . cer

C:\cloudappdemo\publish>kubectl create secret tls aks-ingress-tls-appecn.com --key server.key --cert server_appeon.com_ssl.cer

secret/aks-ingress-tls-appeon.com created

11.3.3.4.2 (Optional) Adding the default certificate

Y ou can also add a default certificate, so that it displays no matter when the | P address or
domain name is accessed.

Step 1: Edit the Nginx-Ingress deployment configuration file. For example,

kubect| edit depl oynent ngi nx-ingress-ingress-nginx-controller -o yam -n ingress-
basi c- pscl oudapp

:\cloudappdemc\publish>kubectl edit deployment nginx-ingress-ingress-nginx-controller -o yaml -n ingress-basic-pscloudapp.

Step 2: Add the following parameter to the configuration.

- --default-ssl-certificate=defaul t/aks-ingress-tls-appeon.com

spec:
containers:
- args:

- /nginx-ingress-controller
--publish-service=$(POD_NAMESPACE)/nginx-ingress-ingress-nginx-controller
--glection-id=ingress-controller-leader
--controller-class=k8s.io/ingress-nginx
- -configmap=%(POD_NAMESPACE) /nginx-ingress-ingress-nginx-controller
--validating-webhook=:8443
--validating-webhook-certificate=/usr/local/certificates/cert
--validating-webhook-key=/usr/local/certificates/key

- --default-ssl-certificate=default/aks-ingress-tls-appeon.confl
env:
- name: POD_NAME
valueFrom:
fieldRef:

" s

11.3.4 Logging into Azure container registry

During the process of creating the Kubernetes cluster in AKS, you should have already
created an Azure container registry. If not, create one in the Azure portal (by selecting
Createin the Home > Container registries page) or using the az acr create command.
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The Azure container registry is your private Docker registry in Azure. Later, you will push
the Docker container images (running the installable cloud app) to the Azure container

registry.

Y ou must log in to the Azure container registry before pushing imagesto it. Take note of
the username, password, and login server name of the container registry. Y ou will need this
information later.

Step 1: Get the username and password for the container registry.
1. Inthe Azure portal, select the container registry > Access keys.
2. Set Admin user to Enabled.

3. Make anote of the username and password, for example,
Username: pscloudapp
Password: TuY kbf4ZMglV42JRRCY pHtgL4MxZDP
Password2: G=P/eJETTIF5m/kCkXHM50C9V L 4y9dx

Home > Container registries > pscloudapp

IContamer registries ] « pscloudapp | Access keys
Default Directory | Container registry
+ Create Y Manage view £ Search (Ctrl+/ Registry name pscloudapp
ilter for & Overview Login server pscloudapp.azurecr.io
N B Activity log
Name 7 Admin user @ @ Enabled
a ... PR Access control (IAM
. P Username pscloudapp [ n
» Tags
@ [pscloudapp 7
& o Quick start Name Password Regenerate
Events password TuYKbf4ZMgIV42)/RRCIVpHIGLAMXZDP Dl O
Settings password2 G=P/eJETTIFSm/KCKXHMSOCOVIL4yIdx nl O
@ Encryption

Identity

@ Networking

-

Step 2: Integrate the container registry with the AKS cluster. For example,

az aks update -n pscloudapp -g pscloudapp --attach-acr pscl oudapp

aks update -n pscloudapp -g pscloudapp --attach-acr pscloudapp
n done [ msHrn st ynen ] 100.0000%(

ationRouting™: {
null,
: false,
null

Step 3: Get the full login server name of the container registry.
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1. Inthe Azure portal, select the container registry > Overview.

2. Make anote of the login server name.

For example, pscloudapp.azurecr.io. It will be used to log into the container registry as
well as push the images to the registry.

£ Search (Ctrl+/) &« —> Move ~ [i] Delete #5% Update
0 Tell us about your experience using Azure Container Registry —

E Activity log
#~ Essentials

Ao Access control (IAM)
Resource group (change) : pscloudapp Login server : pscloudapp.azurecr.io

¢ Tags ; .
Location East US Creation date © 9/17/2021, 9:47 AM GMT+8

» Quick start Subscription (change) Azure subscription 1 SKU : Standard
Events Subscription ID 63d843ab-2db2-483e-97cc-bf2f700d8028 Provisioning state : Succeeded

Step 4. Log into the container registry using the full login server name. For example,
docker | ogin pscloudapp. azurecr.io
C:\cloudappdemo>docker login pscloudapp.azurecr.io

Authenticating with existing credentials...
Login Succeeded

C:\cloudappdemo>_

11.3.5 Creating a database

For optimal performance, it is highly recommended that the application databaseis also
running in the same Azure instance.

Y ou can create a database in Azure using the Azure portal, a PowerShell script, or an Azure
CLI script.

In thistutorial, you will create a database using the Azure portal; and you will create an
Azure SQL Database.

Azure SQL Database is based on the latest stable version of the Microsoft SQL Server
database engine.

Step 1: In the search box at the top of the portal, enter SQL database.
Step 2: In the search results, select SQL database.

Step 3: Select Create.

Step 4: On the Basics page, configure the following options:

1. Select the subscription.

2. Select the resource group.
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3. Enter any text as the database name.
4. For Server, select Create New to create a new server and specify the following:

a. Server name: Enter a unique name as the server name, for example, pscloudapp (so the
full name is pscloudapp.database.windows.net)

b. Server admin login: Enter any text as the administrator user name, for example, appeon
c. Password: Enter a password that meets the requirement, for example, pwdsglserver8*
5. Leave Want to use SQL elastic pool set to No.

6. Under Compute + storage, select Configur e database, and then select the appropriate
options and click Apply.

7. For Backup storage redundancy, select Geo-redundant backup storage.

8. Select Next: Networking at the bottom of the page.

Home > SQL databases New server X

SQL databases « Create SQL Database Microsolt
<] |

. v
e ‘ Location ¥

~ (US) East US ~

No SQL databases to display

Try changing or clearing your filters

Create SQL database

Learn more &

storage, zone redundant disabled

Next : Networking >
Step 5: On the Networ king page, configure the following options:
1. For Network connectivity, select Public endpoint.

2. Set both of Allow Azure services and resour ces to access this server and Add current
client IP addressto Yes.

3. Select Next: Security at the bottom of the page.
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Create SQL Database

Microsoft

Basics  Networking  Security  Additional settings Tags  Review + create

Configure network access and connectivity for your server. The configuration selected below will apply to the selected
server 'pscloudapp’ and all databases it manages. Learn more o'

Network connectivity

Choose an option for configuring connectivity to your server via public endpoint or private endpoint. Choosing no access
creates with defaults and you can configure connection method after server creation. Learn more &

() Noaccess
I (®) Public endpeint [

O Private endpoint
Connectivity method * ©

Firewall rules

Setting 'Allow Azure services and resources to access this server’ to Yes allows communications from all resources inside
the Azure boundary, that may or may not be part of your subscription. Learn more o'
Setting 'Add current client IP address’ to Yes will add an entry for your client IP address to the server firewall,

No Yes
Allow Azure services and resources to
access this server *

Mo Yes
Add current client IP address *

Connection policy

Configure how clients communicate with your SQL database server. Learn more &f

Connection policy @ (®) Default - Uses Redirect policy for all client connections originating inside
of Azure and Proxy for all client connections originating outside Azure

< Previous Next : Security >

Step 6: Keep the default Security options. Click Next: Additional settings at the bottom of
the screen.

Step 7: On the Additional settings page, in the Data sour ce section, select whether to restore
from a backup or select sample data or start with a blank database.

Step 8: Select Review + create at the bottom of the page.
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Create SQL Database

Microsoft

Basics  MNetworking  Security  Additional settings Tags  Review + create

Customize additional configuration parameters including collation & sample data.
Data source

Start with a blank database, restore from a backup or select sample data to populate your new database.

Use existing data * @ sackup  Sample )

Database collation

Database collation defines the rules that sort and compare data, and cannot be changed after database creation. The
default database collation is SQL_Latin1_General_CP1_CI_AS. Learn more &

Collation* @ . SQL_Latin1_General_CP1_CIAS

Find a collation

Maintenance window

Select a preferred maintenance window from the drop down. Please note, during a maintenance event, Azure SQL
Database are fully available and accessible but some of the maintenance updates require a failover as Azure takes SQL
DB instances offline for a short time to apply the maintenance updates. If the database is part of elastic pool, the
maintenance configuration of elastic pool will be applied. Learn more

Maintenance window . System default (5pm to 8am) hd |

Step 9: When validation completes, select Create.
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Create SQL Database

Microsoft

Basics  Networking Security  Additional settings Tags  Review + create

Product details
5QL database Estimated cost per month
by Microsoft 380.03 USD

Terms of use | Privacy policy View pricing details

Terms

By clicking “"Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above; (b) a1
subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of the offering!
Marketplace Terms. &'

Basics

Subscription Azure subscription 1

Resource group pscloudapp

Region East US

Database name pscloudapp

Server (new) pscloudapp

Compute + storage General Purpose: Gen5, 2 vCores, 32 GB storage, zone redundant disabled
Backup storage redundancy Geo-redundant backup storage

Networking

< Previous Download a template for automation

After the database is created, you can view the connection strings.

Home > Microsoft.SQLDataba: D: 11 >

Y pscloudapp (pscloudapp/pscloudapp) | Connection strings = X
SQL database

P Search (Ctrl+/) «

& Ovenview - ADO.NET  JDBC  ODBC PHP  Go

B Activity log ADO.NET (SQL authentication)

@ Tags Server=1 net, 1433;Initial Catalog=| Security User ID=appeon;| = Certifi xConnection

Timeout=30;
/P Diagnose and solve problems.

& Quickstart
 Query editor (preview) L]
Power Platform Download ADO.NET driver for SQL server
il Power Bl (preview)

€ Power Apps (preview)

2 Power Automate (preview)

Settings

© Compute + storage

B Maintenance

Il Properties
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11.4 Containerizing the installable cloud app

11.4.1 Preparing the application

The following modifications are made to the existing PowerServer project. If you have not
created a PowerServer project yet, please follow the instructionsin the Quick Start guide to
create one.

11.4.1.1 Modifying the Web APl URL

Y ou need to make sure the client app knows where to call the PowerServer Web APIs before
containerizing the application (as the CustomizeDeploy.dll tool cannot be executed after
containerized).

Go to the Web APIstab of the PowerServer project painter, specify the URL of
the PowerServer Web APIs, for example, https://demok8s.appeon.com: 9005, or
https://52.143.79.245:9005.

If you input the domain name (in this tutorial, demok8s.appeon.com) here, make sure the
domain name is associated with the IP address. The IP address should be the Azure static
public IP address (in this tutorial, 52.143.79.245) created in Creating public IP address.

The port number should be the same one specified later in the YAML manifest file that
defines the Kubernetes pod for running the Web API docker image (in this tutorial, the pre-
defined port number is 9005).

Web API LRL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

*Web APTURL: https: /52, 143.79,245:9005

scheme: /fhost[:paort] [fpath]

Notes:

1. Make sure the Kubernetes pod for the Web API will be run at the same domain name/IP
address and port number later.

2. If the domain name/I P address and port number are changed later, you will need to modify
the settings here and build the PowerServer project again in the PowerBuilder IDE.

11.4.1.2 Modifying the database connection
In Creating a database, you have already created a SQL Server database in Azure.

Now you will need to modify the database connection cache to point to this database created
in Azure.

Step 1: At the bottom of the Web APIstab of the PowerServer project painter, click the
Database Configuration button.

Step 2: In the Database Configuration window, click DB Driversin the upper part to make
sure the SQL Server driver and the option "I have read and agreeto the license ..." both are
sel ected.
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Step 3: In the Database Configuration window, click New in the upper part to create a new
connection cache.

Step 4: In the dialog box that displays, specify the database connection settings. For example,
you specify the settings as shown below to connect to the Azure SQL database in Creating a
database.

& Database Configuration ot

Cache name:

salesdemao

Provider:

S0L Server A

Server host:

|pscluudapp.da’[ahase.windows.net |

Part:

1433 |

Log on to the server

Authentication:

SQL Server Authentication w

lUser name:

|appeon |

Password:

[] Allow dynamic connection using the transaction LoglD and LogPass

Connect to a databasze

[FB0=ns .

Additional settings

Click Advanced to configure additional settings (Delimitldentifier, Advanced
TrimSpaces, etc.). Make sure the settings are consistent with those in the
PowerBuilder database profile.

Test connection... 0K Cancel

Step 5: When the cache is created successfully, make sure to select this new cache to map
with the transaction object in the lower part of the Database Configuration dialog.
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Transaction{o-cache mappings

Configure the transaction-to-cache mappings below unless you want to dynamically connect to the database in PowerScript.

Transaction
salesdemo -

Mew

Delete

11.4.1.3 Packaging the client app as a zipped file

To deploy the client app to a Web server which runs as a docker container image, you will
have to package the client app as a zipped file first and then manually deploy it to the image.

Go to the Client Deployment tab of the PowerServer project painter, and then click Package
the compiled app and manually deploy later. Specify to generate the package as a
compressed zip file, and select to package the cloud app launcher and the PowerBuilder

Runtimefiles.

General Libraries External Files Runtime Signing Client Deployment  Run Options  Web APIs

Deployment mode

(O Directly deploy to the server: || 502 I

Lonnguragon...

Check the availability of Cloud App Launcher on the server during the deployment process

{®) Package the compiled app and manually deploy later

Package the app as: () Executable installer (®) Zipped file

Package Cloud App Launcher; Default_Both_WithServiceSingle

Package all runtime files: 32-hit 64-bit

Qutput path: |C:'n,l_lsers'n,appenn'n,ﬁ.ppData'nLu:ucaI\Temp'npbappscadﬁe'n,expnrt |

Frirator

Restore Default

When the project is built in the next step, a zipped file of the client app will be generated.

11.4.1.4 Building the PowerServer project

After you made changes to the PowerServer project settings, save the project settings and

then click the Build & Deploy Power Server Project button in the toolbar.

When the build process completes, the following will be generated:
» azipped file of the client app
» aC# solution of PowerServer Web APIs

They will be used to create the docker container images in the next step.
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11.4.2 Creating the container images

Y ou will need to create two container images. one contains the Web server and the client app,
and the other contains the PowerServer Web APIs.

11.4.2.1 Creating an image for the client app
Thisisto create a Docker container image that contains the Web server and the client app.
Thistutorial will show you how to create a container image using the Dockerfile.

Step 1: Extract the zipped file of the client app to the local directory, for example, C:
\cloudappdemo\cloudapp.

(In the following screenshot, denok8s is the application name. Make a note of the
application name, asit will be used in the application URL to access the application later.)

— v 1 » This PC » Local Disk (C) > cloudappdemo > cloudapp
Name Date modified Type
3 Quick access
i 9/30/2021 1:53 PM ile folder
I Desktop CloudAppPublisher 30 P File folde
demok8s 9/30/2021 1:53 PM File folder

¥ Downloads

= Documents

Step 2: Create a Dockerfile and input the following commands.

Example 1: the following commands get an Apache HTTP server image from the public
repository and then add the client app to the web root of the Apache HTTP server.

FROM ht t pd: | at est
COPY - -chown=daenon: daenon "cl oudapp/" "/usr/| ocal / apache2/ ht docs/"

Example 2: the following commands get an Nginx Web server image from the public
repository and then add the client app to the web root of the Nginx Web server.

FROM ngi nx: | at est
COPY - -chown=ngi nx: ngi nx "cl oudapp/" "/usr/share/nginx/htm /"

Step 3: Place the Dockerfile to the local directory, for example, C:\cloudappdemo.

Step 4: Use the docker build command to create the image and tag it as
power ser ver cloudapp: 001.

Thedot (.) in the middle of the command sets the location of the Dockerfile (in this case, the
current directory).

cd C:\cl oudappdeno
docker build . -t powerservercl oudapp: 001
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C: \WINDOWS\system32>cd C:\cloudappdemo

[C: \cloudappdemo>docker build . -t powerservercloudapp:eel
[+] Building 3.2s (8/8) FINISHED

Use 'docker scan’ to run Snyk tests against images to find vulnerabilities and learn how to fix them

C:\cloudappdemo>_

Step 5: After the image is created, use the docker images command to see the images.

C:\cloudappdemo>docker images
REPOSITORY IMAGE ID CREATED SIZE

powerservercloudapp 7882a56a83ea 16 minutes age 369MB

11.4.2.2 Creating an image for the Web API
Thisisto create a Docker container image that contains the PowerServer Web APIs.

This tutorial will show you how to build and publish the PowerServer Web APIs as a Docker
container image in the SnapDevelop IDE.

Step 1: Open the PowerServer C# solution in SnapDevelop.

Click the Open C# Solution in SnapDevelop button in the toolbar to launch the
PowerServer C# solution in SnapDevelop. Or go to the location where the PowerServer C#
solution is generated; and double click Power Server_[appname].sin to launch the solution
in SnapDevelop.

Step 2: Add docker support to the Server API s project.

1. In the Solution Explorer, right click on the Server API s project node, and select Add >
Docker Support.

2. Inthe Add Dockerfile dialog, select the target OS: Linux or Windows, and click OK.
The target OS indicates the platform where Docker Engine and Docker Container are
running.

A file named Dockerfile is automatically created according to the selected OS and added
under the Server API s project. Thisfile contains all the commands required for building a
docker image appropriate for the selected OS.
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Figure11.1:

Add Dockerfile

Target O5:

® Linux

'::_-.:' Windows

Cancel

Step 3: In the Solution Explorer, select the Server API s project, and then select menu Build >
Publish Server APIs.

| b Powel
[ File Edit Vi b/ ools Test Window Help

~ | ServerAPls v &, ServerAPls

Publish ServerAPls

+ Addto Source Control « g

Step 4: In the window that appears, select Docker, and then click Start to configure for
publish.

a. Keep Publish to Personal Repository checked if you are connecting to your own
repository. If the repository is owned by an organization, clear the checkbox, and enter the
organization name.

b. Inthe Enginefield, select localhost.

c. Inthe Registry field, specify to store the container image in the local repository.
d. Inthelmage Name field, enter aname for the container image you want to create.
e. Inthe Tag field, enter atag, for example, enter 001 to indicate the image version.

f. Click Finish to start building the project as an image and publishing the image to the
specified Docker Engine and docker registry.
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3 PowerServer_testsql2 - SnapDevelop 2021
File Edit View Project Build Debug Tools Test Window Help

ot 2 Debug v AnyCPU v ServerAPls , ServerAPls - P Run _ - A -

ServerAPls* B X . Solution Explorer

Web Deploy .
CustomProfile1

Docker
Target: [ Publish to Personal Rep

Engine: Localhost

Registry: localhost:5000
C& ServerAPis
Imas ame: p ve i i N .
! Prope

Tag: [ Dependencies

Finish Cancel

o
it

B PowerServer testsql2 - SnapDevelop 2021
File Edit View Project Build Debug Tools Test Window Help

- = : Debug v  AnyCPU v ServerAPls v | & ServerAPls - . & _

ServerAPls B X ~ Solution Explorer
Web Deploy
CustomProfile1 Publish
File
Docker
Docker Settings
EngineUrl Localhost

I demokss

http://localhost:5000/ >
ServerAPls

PublishimageName

PublishimageTag

Docker Output

Overall staf

ully built 164beacafs49
i1y
The push refers to rep
Mounted
Mounted
Mounted fro
ed f
nted fr
: Mounted
Mounted serverapis
©0o1: diges 2fb1ffa97e18f9bbibagc 92797542e4bad1caadad size: 1794
Publish succeed

Output

O Ready t Addto Source Control «

11.4.3 Pushing images to Azure container registry

To push container images to Azure container registry, you must first tag the image with the
full name of the registry’ s login name. If you have not written down the login server name of
the Azure container registry, follow instructionsin Logging into Azure container registry to
get it.

To push the image that contains the client app, run the following commands to tag the image
with the registry’ s login name first and then push the image to the Azure container registry.
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Y ou can aso add : 001 to the end of the image name to indicate the image version.
docker tag powerservercl oudapp: 001 pscl oudapp. azurecr. i o/ power server cl oudapp: 001

docker push pscl oudapp. azurecr.i o/ powerservercl oudapp: 001

To push the image that contains the PowerServer Web APIs, run the following commands
to tag the image with the registry’ slogin name first and then push the image to the Azure
container registry.

Y ou can aso add :001 to the end of the image name to indicate the image version.
docker tag powerserverwebapi: 001 pscl oudapp. azurecr.i o/ powerserverwebapi : 001

docker push pscl oudapp. azurecr. i o/ power serverwebapi : 001

C:\cloudappdemo\publish>docker tag powerservercloudapp:8@1 pscloudapp.azurecr.io/powerservercloudapp:@el

C:\cloudappdemo\publish>docker push pscloudapp.azurecr.io/powerservercloudapp:©01

The push refers to repository [pscloudapp.azurecr.io/powerservercloudapp]

bfd9c7c8eeSe: Pushed

5a2840895%ebc: Pushed

87691779c@8b: Pushed

SaddfeSdeefd:

f78c692f3e8a:

476baebdfbf7: P l

801: digest: sha256:T474948477¢91234F852546d26d0877361d8egabf2db2dbbe565Ffdb3568F7b7 size: 1579

C:\cloudappdemo\publish>docker tag powerserverwebapi:e@l pscloudapp.azurecr.io/powerserverwebapi:eel

C:\cloudappdemo\publish>docker push pscloudapp.azurecr.io/powerserverwebapi:eel
The push refers to reposito
I already
already

4: Layer already
: Layer already
Layer already ex
@01: digest: sha256:2b7241f77c¢ 7 ze: 1794

11.5 Deploying the application to the Kubernetes cluster

Now that you have already containerized your PowerBuilder installable cloud application
(the images that contain the client app and the PowerServer Web APIs have been created
and pushed to the Azure container registry), you can deploy them to the Kubernetes cluster.
The deployments tell Kubernetes how to create and update instances of your application.
Once you have created a deployment, the Kubernetes control plane schedules the application
instances included in that deployment to run on individual nodesin the cluster.

11.5.1 Creating the YAML manifest files

Y ou can create a deployment by defining a manifest filein the YAML format. The manifest
file defines a cluster’ s desired state, like which container images to run.

To create all the necessary pods, ingress, and services for running a PowerBuilder installable
cloud app, you will need the following manifest files:

* deployment-pscloudapp.yml: Thisfile defines a deployment of the pod that runs the client
app.
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* deployment-pswebapi.yml: This file defines a deployment of the pod that runs the
PowerServer Web APIs.

* ingress-pscloudapp-appeon.com.yml: Thisfile defines an ingress that sendsthe HTTP/
HTTPS requests of the client app to the service.

* ingress-pswebapi-appeon.com.yml: Thisfile defines an ingress that sends the HTTP/
HTTPS requests of the PowerServer Web APIsto the service.

* service-pscloudapp.yml: This file exposes the pod running the client app as a Kubernetes
service.

* service-pswebapi.yml: This file exposes the pod running the PowerServer Web APIsas a
Kubernetes service.

* secret-env-connectstrings.yml: Thisfile defines a secret that contains the sensitive data,
environment variables etc. that can be used by the deployments.

Y ou can use Visua Studio Code or atext editor to create and edit the YAML file.

The following sample files only provide the minimal required settings; you can modify the
files according to your needs. Y ou can change the file name as you like but keep thefile
extension as yaml or yml.

Create amanifest file named depl oynent - pscl oudapp. ym and copy in the following
example YAML:

* It definesapod named depl oynent - pscl oudapp.

» The pod runs the container of the client app and it pulls the container
image from the Azure container registry: pscl oudapp. azur ecr. i o/
power ser ver cl oudapp: 001.

api Versi on: apps/vil
ki nd: Depl oyment
met adat a:
nane: depl oynent - pscl oudapp
spec:
sel ector:
mat chLabel s:
app: pscl oudapp
tenpl at e:
met adat a:
| abel s:
app: pscl oudapp
spec:
cont ai ners:
- nane: pscl oudapp
i mage: pscl oudapp. azurecr.i o/ power server cl oudapp: 001
resour ces:

limts:
menory: "128M"
cpu: "500nt
ports:

- containerPort: 80

Create amanifest file named depl oynent - pswebapi . ym and copy in the following
example YAML:
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* It definesapod named depl oynent - pswebapi .

» The pod runs the container for the PowerServer Web APIs and it pulls the container
image from the Azure container registry: pscl oudapp. azur ecr. i o/
power server webapi : 001.

* It usesthe PowerServer license key and code from the secret secr et - env-
connecti onstrings.

api Versi on: apps/vl
ki nd: Depl oynent
met adat a:
nane: depl oynent - pswebapi
spec:
replicas: 3
sel ector:
mat chLabel s:
app: pswebapi
tenpl at e:
met adat a:
| abel s:
app: pswebapi
spec:
cont ai ners:
- nane: pswebapi
i mage: pscl oudapp. azurecr. i o/ power ser ver webapi : 001
resour ces:
limts:
menory: "128M "
cpu: "500nt
ports:
- containerPort: 9005
env:
- nane: Power Server __Li censeKey
val ueFr om
secr et KeyRef :
key: Power Server__Li censeKey
nanme: secret-env-connectionstrings
- nane: Power Server__ Li censeCode
val ueFr om
secr et KeyRef :
key: Power Server__Li censeCode
nanme: secret-env-connectionstrings

Create amanifest file named i ngr ess- pscl oudapp- appeon. com ym and copy in
the following example YAML.:

* Itdefinesaningressnamedi ngr ess- pscl oudapp- appeon. comand alist of rules
that match against the incoming requests and route the requests to the service.

In the following example, requests to the host pbexam appeon. comisrouted to the
service named ser vi ce- pscl oudapp (listening on port 80).

api Versi on: networki ng. k8s.io/vl
ki nd: I ngress
met adat a
nane: ingress-pscl oudapp-appeon. com
| abel s:
nane: ingress-pscl oudapp-appeon. com
annot at i ons:
kuber netes. i o/ingress. class: ngi nx
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spec:
rul es:
- host: pbexam appeon. com
htt p:
pat hs:
- pathType: Prefix
path: "/"
backend:
servi ce:
nane: service-pscl oudapp
port:
nurber: 80

Create amanifest filenamed i ngr ess- pswebapi - appeon. com ym and copy in the
following example YAML:

* Itdefinesaningressnamedi ngr ess- pswebapi - appeon. comand alist of rules that
match against the incoming requests and route the requests to the service.

In the following example, requests to the host denok8s. appeon. comis routed to the
service named ser vi ce- pswebapi (listening on port 9005).

» The port must be the same one that you specified in the PowerServer project settings >
Web API URL in the PowerBuilder IDE (in this tutorial, 9005).

api Ver si on: networ ki ng. k8s.i o/ vl
ki nd: I ngress
met adat a:
nane: i ngress-pswebapi - appeon. com
| abel s:
nane: ingress-pswebapi - appeon. com
annot ati ons:
kuber netes.i o/i ngress. cl ass: ngi nx

spec:
rul es:
- host: denpk8s. appeon. com
htt p:
pat hs:
- pathType: Prefix
path: "/"
backend:
servi ce:
nane: service-pswebap
port:
nunmber : 9005

Create amanifest file named ser vi ce- pscl oudapp. ynm and copy in the following
example YAML:

* It exposes the pod running the client app as a service so that it can be accessible from the
public internet.

api Versi on: vl
ki nd: Service
met adat a:
nane: service-pscl oudapp
spec:
sel ector:
app: pscl oudapp
ports:
- port: 80
targetPort: 80
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Create amanifest file named ser vi ce- pswebapi . yn and copy in the following
example YAML:

* It exposes the pod running the PowerServer Web APIs as a service so that it can be
accessible from the public internet.

api Versi on: vl
ki nd: Service
met adat a:
nane: service-pswebapi
spec:
sel ector:
app: pswebapi
ports:
- port: 9005
target Port: 9005

Create amanifest file named secr et - env- connect st ri ngs. ym and copy in the
following example YAML.:

* It defines the environment variables for the PowerServer license key and code, which
makes it possible for you to update the PowerServer license key and code whenever
necessary.

api Versi on: vl
stringDat a:
Power Server __Li censeKey: $YOURLI CENSEKEY
Power Server __Li censeCode: $YOURLI CENSECODE
ki nd: Secret
met adat a:
nane: secret-env-connectionstrings
nanespace: default

type: Opaque

11.5.2 Deploying the application

Step 1: Place the YAML manifest files to the local deployment directory, for example, C:
\cloudappdemo\deploy.

C:\cloudappdemo\deploy>dir
Volume in drive C has no label.
Volume Serial Mumber is BAC3-3B24

Directory of C:\cloudappdemo\deploy

89/38/2821 e1:34 PM <DIR> N
89/38/2021 18:53 AM dEplﬂ}’n‘lent - F‘EiClGud:app_ :'r"l'l‘ll

e9/38/2821 01:17 PM 779 deployment-pswebapi.yml
89/18/2821 e4:39 PM 7 ingress-pscloudapp-appeon.com.yml
89/18/2021 ©2:51 PM 42 ingress-pswebapi-appeon.com.yml
89/38/2621 128 PM 1,977 secret-env-connectstrings.yml
89/18/ 2821 2:86 PM 157 service-pscloudapp.yml
25/18/2021 2:27 PM 153 service-pswebapi.yml

7 File(s) 6,466 bytes

2 Dir{s) 134,355,349,584 bytes free
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Step 2: Deploy the installable cloud application through the manifest file.
kubect!| apply -f

This command parses the manifest files existing in the current directory and creates the
Kubernetes pods, services, ingress, and secret.

Make sure the output shows that the resources are created successfully in the AKS cluster.

C:\cloudappdemo\deploy>kubectl apply -f .

deployment .apps/deployment-pscloudapp created
deployment . apps/deployment-pswebapl created
ingress.networking.k8s.io/ingress-pscloudapp-appeon.com created
ingress.networking.k8s.io/ingress-pswebapi-appeon.com created

secret/secret-env-connectionstrings created
service/service-pscloudapp created
service/service-pswebapl created

C:\cloudappdemo\deploy>

Step 3: View the status of your containers.

kubect| get pods

C:\cloudappdemo\deploy>kubectl get pods
NAME READY STATUS RESTARTS AGE

deployment-pscloudapp-5695c865fd-ss9qg  1/1 Running @ 11m
deployment - pswebapi-9db55965b-bvgdn 1/1 Running @ 1im

11.5.3 Configuring the domain name

If you use the domain namein the YAML manifest file in the previous step, you will need to
associate the domain names with the Azure static public IP address, for example,

pbexam.appeon.com 52.143.79.245
demok8s.appeon.com 52.143.79.245

11.5.4 Testing the application
Test the application by accessing the application URL in the Web browser, for example,
https://pbexam.appeon.com/demok8s

If the download does not start automatically, click Download the L auncher to download and
install the cloud app launcher first, and then click Start the Application to download, install,
and start the application.
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B demokas x 4+ o o o~
& > C A Notsecure | pbexam.appeon.com/demok8s/indexhtml &

3
Download the Launcher Start the Application

Is the Launcher already installed? If no, Did the application start? If no, please
please click Download and install now. click Start or use the desktop shortcut (if
available).

By continuing, | accept the terms of the License Agreement.

Page 292



Working with Database Connections






Contents

L OVEIVIEW ...ttt ettt ettt e e oot ettt ettt e e e e e e e e e e e e ee e e s e s e e annnnebbbennees 1
1.1 Supported database connNection OPLIONS ..........ceevieiieieeeeeeiieeeee e 1

1.2 Comparing the runtime database connections between c/s app and
installable Cloud apP ....coooveeeie e —————— 2
1.3 Techniques for supporting various connection SCenarios ............cccceeevvvvnnnns 2
2 Supported database tYPES ......uuiiiiiii i 4
2.1 ASE daAt@DASE .......uuviiiiiiiiiiiiiiiiie e 4
3 Configuring database CaChES .............uuuiiiiiiiii e e e 6
3.1 Creating database caches in the project settings ............covvvvvvvivviiciiienennnn. 6
3.2 Managing database caches in the PowerServer solution .......................... 10
4 Setting up static database connection for the app runtime .........cccccvvvvicieeeennnn. 11
4.1 Creating transaction-to-cache mappings in the project settings ................ 11
4.2 Managing transaction-to-cache mappings in the PowerServer solution ..... 12
4.3 Using LogID and LogPass Properties ........ccouuvvvveeveeriiiiiiiieeeeeeeeeeeeeeeennnnnnns 12
5 Setting up dynamic database connection for the app runtime ..........cccceeeeeeeeeenn. 13
5.1 Dynamically mapping transaction object with cache using DBParm .......... 13
5.1.1 Using CacheGroup property in DBParm ........cccccccvvvvvieiiiineeeeeeeeennn, 13
5.1.2 Using LogID and LogPass Properties ..........cccceeeeeeeieeeeeeeeeereeeeennnnnnns 15
5.2 Making dynamic database connections from the app client ...................... 15

6 Managing database connections using PowerServer APIS ..........ccccccvvvvvvveiiinnnnns 17






Overview

1 Overview

1.1 Supported database connection options
A developer has several options for establishing database connections for installable cloud
apps.

Table 1.1: Possible optionsto establish database connections
Connection required Connection required

for project compilation for the app runtime

#1 | Create the cachesin the project Dynamic database connection ---

settings > Database Configuration Specify which cache will be used by the
window. For more information, refer to | transaction object in PowerScript. For more
Configuring database caches. information, refer to Dynamically mapping
transaction object with cache.

#2 | Create the caches in the project Static database connection --- Map the
settings > Database Configuration transaction object with the cache in the
window. For more information, refer to | project settings > Database Configuration
Configuring database caches. window. For more information, refer to

Setting up static database connection for
the app runtime.

#3 Create the caches in the project Static database connection --- Directly
settings > Database Configuration specify the database connection

window. For more information, refer to |information in PowerScript. For more
Configuring database caches. information, refer to Making dynamic
database connections from the app client.

With either of the options, you need to create the cache in the Database Configuration
window, because it is required for project compilation: the cache information is necessary for
converting the DatawWindows to C# models.

If you have configured more than one options, the priority order to take the optionsis: #1

-> #2 -> #3. Option #3 is not recommended for the production environment because of
security concerns. Different from the other two options (which stores the database connection
information in PowerServer), #3 stores the database connection information at the app client
and has higher risk of exposing the sensitive connection information.

Asyou can tell from the above table, during the app runtime, there are two ways to connect
with the database: static database connection, or dynamic database connection.

» "Static database connection” (option #2) means the connection configuration (including
connection cache settings, and transaction-to-cache mappings) is created before the app
isrun. The connection configuration isinitially created in the Database Configuration
window and gets deployed to the PowerServer C# solution. Although you may further
update the connection configuration in the solution, the configuration from the solution
will be used during the app runtime.

» "Dynamic database connection”" means the mapping is created when the app isrun. A
dynamic mapping can be created in the application scripts using the DBParm CacheName
property (option #1) or using the transaction connections (option #3).
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1.2 Comparing the runtime database connections between c/s app
and installable cloud app

The following diagram shows you the comparison of runtime database connections between
native c/s app and installable cloud app (using option #2):

Figure 1.1:

PowerScript

SQLCA.DBMS = "ODBC"

. SQLCA.DBParm = "ConnectString='"DSN=PB Demo DB V2021;UID=dba;PWD=sgl"™
Native C/S App Connect Using SQLCA;

dw1.SetTransObject(SQLCA)
dwl.Retrieve()

\ / \ -
s N / “
PowerScript PowerServer
Connect Using SQLCA; "CloudTransactions": {
Installable Cloud App | .. " "sqlea”: |
dw1.5etTransObject(SQLCA) "CacheName”: "local-sa"
dw1.Retrieve() b Mapping
"local-sa": {
™ fioh strine in th "ConnectionType": "Odbc",
connection siring n o u
& LONNECtON SRR In the OdbcName"; "PB Demo DB V2021",
PowerScript will be ignored; " R "
the database connection cache OdbcDriver”: "SqlAnywhere”,
will be used instead. This is Cache
why transaction-to-cache } e
mapping is needed. e S

1.3 Techniques for supporting various connection scenarios

A few settings are available in the PowerServer project settings and also in the PowerServer
solution to assist you to handle various connection scenarios. Specifically:

1.

If as the app developer, you want to switch between different devel opment, testing and
even production environment for running the app.

Technique: Configuring different DB connection profiles in the PowerServer project
settings. If you define the database connections in multiple profiles, the PowerServer
project will be compiled against all the configured profiles. When you run the
PowerServer Web APIs, you can select the actual connection profile with which the Web
APIswill run.

If as the app developer, you want to assign different database access, to different app
users.

Technique: Enabling the "Allow dynamic connection using the transaction LoglD and
LogPass' option in the cache settings. The LoglD and LogPass may be unique to each
app user. If you enable this option, the database connection will be set up according to the
access permission associated with the LoglD and LogPass.

If as the app distributor (or independent software vendor), you want to have the deployed
app working in customer-specific database environment.
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Technique: Configuring different cache groups (DBParm CacheGroup property)

Y ou can define multiple database connection scenarios in the cache groups, through
changing the PowerServer C# solution or dynamically calling the PowerServer APIsin
PowerScript. Then, you can dynamically specify the CacheGroup value in DBParm, so
that the deployed application will work in different database connection scenarios for
different use cases.

4. If asthe app administrator, you have updated the database environment and want to enable
the Web APIs to work with the updated databases.
Technique: Directly updating the connection settings in the Applications.json file

The Applications.json file can be edited even after the Web APIs have been compiled. If
the changes are minor, you can directly update the Applications.json file as the temporary
solution.
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2 Supported database types

Y ou can create database connection caches for the following databases in the Database
Configuration window or in the PowerServer C# solution:

» Adaptive Server Enterprise (ODBC) 16.0

ASE databases can only be connected using the ODBC driver in the PowerServer runtime
environment. Thisis different from the PowerBuilder runtime environment where the
ASE database is connected using the native driver. See the next section for the differences
caused by this driver change.

* Informix 12.x or 14 (Betafeature) *

PowerBuilder and/or PowerServer will automatically download the required driver
(IBM.Data.DB2.Core 2.2.0.100) from https.//www.nuget.org, or you will be asked to
specify the location of the driver if https.//www.nuget.org cannot be connected.

* Beta means the feature has not been fully tested, has known bugs, and does not receive
standard technical support. We will collect reported bugs and try to addressin a future
version.

» MySQL 5.6,5.7, or 8.0

PowerBuilder and/or PowerServer will automatically download the required driver
(MySqgl.Data 8.0.25) from https://www.nuget.org, or you will be asked to specify the
location of the driver if https:.//www.nuget.org cannot be connected.

* Oracle12c, 18c, or 19c

PowerBuilder and/or PowerServer will automatically download the required driver
(Oracle.ManagedDataA ccess.Core 2.19.110) from https://www.nuget.org, or you will be
asked to specify the location of the driver if https.//www.nuget.org cannot be connected.

» PostgreSQL 11.3, 12, or 13

* SQL Anywhere (ODBC) 16 (16.0.0.2043 or later) or 17

If SQL Anywhere is on adifferent machine from PowerBuilder, make sure to enable the
connection pooling setting in the ODBC driver. Connection pooling is enabled by default
if SQL Anywhere is on the same machine as PowerBuilder.

* SQL Server 2016, 2017, or 2019

SQL Anywhere and ASE databases can be connected using the ODBC driver only. The other
databases are connected using the native database driver.

2.1 ASE database

If your application uses the ASE database, please notice that the drivers used in PowerBuilder
and PowerServer are different. In PowerBuilder, the ASE native driver is used, whilein
PowerServer, the ODBC driver is used. Due to the driver difference, we have observed the
following differences when running an installable cloud application against PowerServer:
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» The ASE stored procedure might return different values because the default value of the
"Set ANSI Null" option is different in these two drivers. (Read more)

» The data values of the SelectBlob variable are truncated in the installable cloud app,
because the default value of the "Text size" option in the ODBC driver is 32KB. (Read
more)

» Garbage letters display in the installable cloud app when retrieving multibyte data from the
A SE database because DBParm does not support the "charset” parameter when using the
ODBC driver. (Read more)

There might be other differences we haven't noticed yet. Please carefully examine the build
and deploy process for any warnings or errors and fully test your application to make sure the
datais correct.
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3 Configuring database caches

3.1 Creating database caches in the project settings

It isrequired to create database caches in the project settings > Database Configuration
window. The caches contain the database connection information for project compilation
(PowerServer Toolkit will connect to the target database when converting the DataWindows
to C# models), and will be deployed to the PowerServer solution and then be used for the
database connection for the app runtime.

To create a database cache in the Database Configuration window:
1. Click the Database Configuration button at the bottom of the Web API s tab.
2. Inthe Database Configuration window, you must select the required database driver

and agree to the driver license terms as the driver must be downloaded from the NuGet
site to the PowerServer C# solution.

To select the required database driver:
» Click DB Driversin the Database Configuration window.

* Inthe Required Database Driverswindow, select the driver and the option "I have
read and agree to the license ..."; and then click OK.

Figure 3.1:

# Database Configuration X

DB connection profile Database configuration for the app compilation

Q Default Cache configuration for: Default

Cache name Provider Data Source Connection Irfo New

Edit

Delete
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Figure3.2:

@ Required Database Drivers >

Faor each database type the app will connect to, the database driver will be referenced, downloaded and
used by the solution.

Select the reguired database types (and their drivers):
[] Adaptive Server Enterprise (Driver available as a NuGet package under the license)
[] Informix {Driver available as a NuGet package under the license)
[] MySQL (Driver available as a NuGet package under the license)
[] Cracle (Driver available as a MuGet package under the license)
PostgreSGAL (Driver available as a MulGet package under the license)
[] SGL &nywhere (Driver available as a NuGet package under the license)
[] 5QL Server (Driver available as a MuGet package under the license)

[ ] I have read and agree to the license terms of the NuGet packages selected above.

Carcel

3. Inthe Database Configuration window, you can create different DB connection
profiles to be used in different scenarios, for example, create different database
connection profiles for the development environment, testing environment, production
environment, etc.

To create anew DB connection profile:
» Click New in the DB connection pr ofile group.

* Inthe New DB connection profile dialog box, specify a name for the DB connection
profile, for example, production.

It is more efficient to create the new profile based on the settings of an existing one.
Y ou can select the clone option below and then select an existing profile to clone
from.
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Figure 3.3:
# Database Configuration
DB connection profile Database corfiguration for the app compilation
@ Default Cache configuration for: Default

Cache name Provider Data Source Connection Info

4 Mew DB connection profile X

DB connection profile:

|pmduc1ion

Clene connection configuration settings from:
Transaction+o-cacheg
Default ~ i X
Configure the trans datab: in PowerScript.

Transaction oK Cancel

_ -

DEIETE

Setas Current

New

Edit

Delete

DB Drivers

New

Delete

Cancel

Y ou can then decide which profile to be used in the application by selecting the DB
connection profile and clicking the Set as Current button.

4. Inthe Database Configuration window, you can create the connection cache that
connects with the database.

For example, you can establish a connection with the SQL Anywhere database for the

PowerBuilder demo using the following settings:

Click New in the upper part of the window.

In the dialog box that displays, specify any text as the cache name.

Select the database provider.

Sdlect the data source.

Specify the user name (for example, dba) and password (for example, sql).

Click Test Connection to make sure the database can be connected successfully.

The Advanced button contains additional important settings for the database driver such

as Delimitldentifier, TrimSpaces, etc. If your database has such settings, make sure to

click the Advanced button to configure those settings.
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Figure 3.4:

# Database Configuration X

Cache name:

Database Configuration
@ g |salesdemo

DB connection profile g | Provider:

@ Defautt SGL Anywhere (ODBC) -
development Data source specification

production
Uze user or system data source name: =
i

SalesDemo DB ~
Delete

Log on to the senver DB Drivers

User name:

[dba |

Password:

T [ Allow dynamic ion using the tr ion LoglD and LogPass

n PowerScript.

New

Delete

New Delete

Setas Current

Additional settings

Click Advanced to configure additional settings (Delimitldentifier, Advanced

TrimSpaces, etc.). Make sure the settings are consistent with those in the
PowerBuilder database profile Cancel

OK ca HDE‘

If you select MySQL, Oracle, or Informix from the Provider listbox, you

will be asked to specify alocation for the required driver (MySql.Data 8.0.25,
Oracle.ManagedDataA ccess.Core 2.19.110, or IBM.Data.DB2.Core 2.2.0.100) or allow
PowerBuilder to download and install the required driver from the NuGet website.

The packages downloaded from the NuGet website will be stored to %USERPROFILE
%\.nuget\packages and cached in %0USERPROFIL E%\.sd\19.0\dbDrives\, so they can
be automatically loaded when the MySQL or Oracle database connection is created.

Figure 3.5:

# Database Configuration >
The database driver for Oracle 2.19.101 is required for the MySQL database configuration. Please
specify where to find the driver.

() The driver already exists locally
Diniver file location:

(®) Install the driver fror www nuget org

By continuing, | agree to thelicense terms
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3.2 Managing database caches in the PowerServer solution

When the PowerServer project is built and deployed in the PowerBuilder IDE, the cache
settings (including database server host/port, database name, login ID, password, advanced
settings etc.) configured in the Database Configur ation window will be deployed and stored
in the PowerServer C# solution. Y ou can manually change these settings in the PowerServer
C# solution.

To manage database cachesin the Server API s project of the Power Server solution:

1. Open the PowerServer C# solution > Server API s project > AppConfig >
Applications.json file.

The Applications.json file contains the configuration of the "Default” DB connection
profile. If you have another connection profile, the profile nameis added in the middie
of the file name. For example, Applications.Development.json file contains the
configuration of the "Development” DB connection profile.

2. Inthe Applications.json file, locate the "Connections' block. This is where the cache(s)
is stored.

In the following example, there are two caches "local-sa" and "local-postgresgl” under
the "Default” cache group; and each cache contains the database connection information
that are configured and deployed from the Database Configuration window. Y ou can
modify the existing cache, or create a new cache by making a copy of the existing one.

"Connections": {
"Default": {

"l ocal -sa": {
"Connecti onType": "CQdbc",
"QOdbcNane": "PB Denp DB V2021",
"COdbcDriver": "Sqgl Anywhere",
"User| D': "dba",
" Passwor d":

"eyJQYXl sb2Fkl j oi YI xX1MDAy GkxocTNi MUt WszhBY1FCbVI t UOFBPTOiI LCIUaWLl c3RhbXAi § E2M U2NDYWNDcsl| | |

" CommandTi neout ": 30,
"Ot herOptions": "*"
"Dynam cConnection": false

}

ocal - postgresgl": {
"Connecti onType": "PostgreSql",

o
}
}

Note: (1) The PowerServer C# solution will be updated every time when the
PowerServer project is built and deployed in the PowerBuilder IDE. If you manually
modify the settings in Applications.json, and want to keep these changes, you should
use the "Overwrite server settings (DB connection, Web API port, and license)" option
properly. For more information, refer to What settings will be deployed to the solution.
(2) If you want to change the database driver, you must make changes in the project
settings and then re-deploy the project from the PowerBuilder IDE. Changing the driver
directly in the PowerServer solution would cause failure in the running of the installable
cloud app.

Page 10



Setting up static database connection for the app
runtime

4 Setting up static database connection for the

app runtime

Static database connection means the connection configuration (including connection
cache settings, and transaction-to-cache mappings) is created before the app isrun. The
connection configuration isinitially created in the Database Configuration window and gets
deployed to the PowerServer C# solution. Although you may further update the connection
configuration in the solution, the configuration from the solution will be used during the app
runtime.

4.1 Creating transaction-to-cache mappings in the project settings

After the database cache is created in the Database Configuration dialog, for each
transaction object that already exists in the application, map it with the cache in the
transaction-to-cache mappings section. The mapping will be deployed to the PowerServer
solution, and then be used to set up static database connection for the app runtime. Note
that you only need to map the transaction objects that already exist in the PowerBuilder
application.

To configure the mapping of the transaction object with the cache:

1.

2.

Click the Database Configuration button at the bottom of the Web APIstab.

In the Transaction-to-cache mappings section, you can input the transaction object name
(for example "sglca') and then select one of the configured caches to map with.

Figure4.1:

# Database Configuration

DB connection profile

@ Default
development
production

Database corfiguration for the app compilation

Cache configuration for: Default

Cache name Provider Data Source Connection Info

salesdemao OdbcSA SalesDemo DB SalesDemo DB

Transactionto-cache mappings

Canfigure the tr tion-t he mappings below unless you want to dynamically connect to the database in PowerScript.

| Transaction Cache name

MNew Delete

Set as Current

OK

New

Edit

Delete

DE Drivers

Cancel
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4.2 Managing transaction-to-cache mappings in the PowerServer
solution

When the PowerServer project is built and deployed in the PowerBuilder IDE, the
transacti on-to-cache mappings configured in the Database Configuration window will
be deployed and stored in PowerServer. Y ou can manually change these settingsin the
PowerServer C# solution.

To manage the transaction-to-cache mappingsin the Server API s proj ect:

1. Open the PowerServer C# solution > Server API s project > AppConfig >
Applications.json file.

The Applications.json file contains the configuration of the "Default” DB connection
profile. If you have another connection profile, the profile nameis added in the middie
of the file name. For example, Applications.Development.json file contains the
configuration of the "Development” DB connection profile.

2. Inthe Applications.json file, locate the "Applications' block > [application name] >
"CloudTransactions'. Thisiswhere the transaction-to-cache mapping(s) is stored.

In the following example, the "sglca" transaction object is mapped to the "salesdemo”
database cache. Y ou can modify the existing mapping, or create a new mapping by
making a copy of the existing one.
"Applications": {
"pssal es": {
"Cl oudTr ansacti ons": ({
"sqglca": {
"CacheNane": "sal esdemp”

}
}H

Note: The PowerServer C# solution will be updated every time when the PowerServer
project is built and deployed in the PowerBuilder IDE. If you manually modify the
settingsin Applications.json, and want to keep these changes, you should use the
"Overwrite server settings (DB connection, Web API port, and license)" option properly.
For more information, refer to What settings will be deployed to the solution.

4.3 Using LoglD and LogPass properties

In case of static database connection, if the "Allow dynamic connection using the transaction
LogID and LogPass" option (equivalent to the "DynamicConnection” setting) in the database
cacheis enabled, the application will use the LoglD and LogPass property values (as shown
in the example below) of the Transaction object to log in to the database server (instead of
using the values in the User name and Password fields of the cache). Then the installable
cloud app can connect to the database based on the user credentials provided at runtime.

Transaction. Logld = "sa"
Transacti on. LogPass = "Appeonl23! @"

Page 12



Setting up dynamic database connection for the app
runtime

5 Setting up dynamic database connection for
the app runtime

5.1 Dynamically mapping transaction object with cache using
DBParm

Besides statically mapping the transaction object with the database cache in the Database
Configuration window, for each transaction object that already existsin the application,
you can also dynamically map it with the database cache using the DBParm CacheName
property. Such dynamic mapping with DBParm has priority over the static mapping if both
exist.

For example,
Sql ca. dbpar m=" cachenanme=' Test"' "

With the possibility of dynamically mapping atransaction object with the cache in the
application scripts, you can create multiple caches which connect to the database with
different privileges. When a user logsin, the application decides which cache should be used
by the transaction object for establishing the database connection.

5.1.1 Using CacheGroup property in DBParm

The DBParm CacheGroup property is added for specifying the cache group to be used by
the installable cloud app. Y ou can define multiple database connection scenarios in the cache
groups, and then dynamically specify the CacheGroup value in DBParm, so that the deployed
application will work in different database connection scenarios for different use cases.

The database caches you create in the project settings all belong to the "default” cache group.
Y ou can create new cache groups. There are two ways to do it:

1. Add the new cache group in the PowerServer C# solution (in the Server API s project >
AppConfig > Applications.json file). You can create a new group by making a copy of
the "default” group and then modify or add the cache in the new group. The cache group
you created will be preserved every time when you build and deploy the PowerServer
project (only the "default’ cache group may be updated by deployment).

2. Add the new cache group dynamically in PowerScript by calling the relevant PowerServer
APIs (refer to Managing database connections using PowerServer APIS.)

The example below shows you how to add cache groups in the PowerServer C# solution:

"Connections": {
"default": {

1
"cachegroupl": ({

"dbcachel": {
"ConnectionType": "CQdbc",
"OdbcNanme": "sa-dbl",
"QOdbcDriver": "Sgl Anywhere",
"User| D': "dba",
"Password": "

Page 13


https://docs.appeon.com/pb2021/connection_reference/ch01s01.html#CacheName
https://docs.appeon.com/pb2021/connection_reference/ch01s01.html#CacheGroup

Setting up dynamic database connection for the app

runtime

s

"dbcache2": {
"ConnectionType": "PostgreSql",
"Dat abase": "pgs-dbl",
"Host": "172.16.100. 33",
"Port": 5432,

"User| D': "postgres",
"Password": "...",
s
s
"cachegroup2": ({

"dbcachel": {
"ConnectionType": "CQdbc",
"OdbcName": "sa-db2",
"OdbcDriver": "Sgl Anywhere",
"User| D': "dba",

"Password": "...",

s

"dbcache2": {
"ConnectionType": "PostgreSql",
"Dat abase": "pgs-db2",
"Host": "172.16.100. 89",
"Port": 5432,

"User| D': "postgres",
"Password": "...",
s
s
}

Then you can modify the application scripts to use the CacheGroup property:

/I pass cachegroup from conmandl i ne
I s_cachegroup = conmandl i near g
if len(ls_cachegroup) = 0 then
| s_cachegroup = "defaul t"
end if

//db connection info used by PowerBuil der native c/s app
SQLCA. DBMS = "SNC SQ. Native Cdient(OLE DB)"

SQLCA. ServerNane = "l ocal host"

SQLCA. Aut oCommit = true
[/if "Dynam cConnection" is true in the cache, the Logl D and LogPass property
values will be used to log in to

//the database server, instead of using the values specified in the cache.
SQLCA. LogPass = "nypass"

SQLCA. Logld = "nyl og"

[/ cache and cachegroup used by Power Server
SQLCA. DBParm =
" Dat abase=' qa_dat awi ndow , Del i mi t | denti fi er=1, cachenanme=' dbcache', cachegr oup=
g
connect ;

if sqglca.sqglcode <> 0 then
messagebox( " Dat abase Error", sql ca. sql errtext)
return

+l s_cachegroup
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end if
Figure5.1.
{ PowerScript \ [ PowerServer Web AP|
"Connections™ { Clientl connects
Clientl "cachegroupl™ { with DB1
http://localhost/sales?cachegroupl “s— | /pass cachegroup via commandlin "dbcache™: { DB1
"Database™ "DBL",
ls_cachegroup = commandlinearg
}
b
SQLCA.DBParm = “cachegroup2™: { Client2 connects
i . "dbcache™: { with DB2
Client2 “Database™ "DE2" +———»| DB2
- | = i ' - atabase™ s
http:/flocalhost/sales?cachegroup2 Database='qa_datawindow’,
Delimitidentifier=1, ¥
I
cachename="dbcache’,
“cachegroupn”: { .
T AT lientN connects
cachegroup=""+ls_cachegroup+ "dbcache™ { C_ -
ClientN "Database™ "DBN", ﬂL
http://localhost/sales?cachegroupn
}
3

5.1.2 Using LogID and LogPass properties

In case of dynamic database connection using DBParm, if the "Allow dynamic connection
using the transaction LoglD and LogPass" option (equivalent to the "DynamicConnection”
setting) in the database cache is enabled, the application will use the LoglD and L ogPass
property values (as shown in the example below) of the Transaction object to log in to

the database server (instead of using the values in the User name and Password fields of
the cache). Then the installable cloud app can connect to the database based on the user
credentials provided at runtime.

Transaction. Logld = "sa"
Transacti on. LogPass = " Appeonl23! @"

5.2 Making dynamic database connections from the app client

If there is no transaction-to-cache mapping configured for the app (either statically or
dynamically, as explained in Setting up static database connection for the app runtime and
Dynamically mapping transaction object with cache), you can make direct connections with
the following databases from the application client.

Instead of storing the connection settings in the PowerServer solution, the connection info
isstored at the client side, in the script, or in the application INI files. Saving sensitive
information at the client is not recommended because of security concerns. Therefore, this
approach is not recommended.

* MS SQL Server (through Native Client, OLE DB, ADO.NET)
* Oracle
* SQL Anywhere (through ODBC)

» Adaptive Server Enterprise (through ODBC)
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MS SQL Server through Native Client:

SQLCA. DBMS = "SNC SQL Native Cient(OLE DB)"
SQLCA. LogPass = "Appeonl23! @"

SQLCA. Server Name = "172.16. 3. 243"

SQLCA. Logld = "sa"

SQLCA. AutoCommit = Fal se

SQLCA. DBPar m = " Dat abase="' qa_dat awi ndow "

MS SQL Server through OLE DB:

SQ.CA. DBMS = "OLE DB"
SQLCA. LogPass = "Appeonl23! @"
SQLCA. Logld = "sa"
SQLCA. AutoCommit = Fal se
SQ.CA. DBPar m =

" PROVI DER=' SQLOLEDB' , DATASOURCE=' 172. 16. 3. 243' , PROVI DERSTRI NG=' dat abase=ga_dat awi ndow "

MS SQL Server through ADO.NET:

SQ.CA. DBM5S = "ADO. Net "
SQLCA. LogPass = "Appeonl23! @"
SQLCA. Logld = "sa"
SQLCA. AutoCommit = Fal se
SQ.CA. DBPar m =
"Nanmespace=' System Dat a. Sgl Cl i ent' , Dat aSour ce="' 172. 16. 3. 243" , Dat abase="' ga_dat awi ndow "

Oracle:

SQ.CA. DBM5 = "ORA Oracl e”

SQLCA. LogPass = "appeon"

SQLCA. Server Name = "172.16. 3. 98/ pdborcl ™ //servername nust point to a renote
i nstance; cannot be | ocal.

SQ.CA. Logld = "DBO'

SQLCA. Aut oCommit = Fal se

SQLCA. DBParm = " Di sabl eBi nd=1"

SQLCA. DBParm = "Tabl eCriteria=' DBO , D sabl eBi nd=1"

SQL Anywhere through ODBC:

SQLCA. DBMS = " ODBC'

SQLCA. AutoCommit = Fal se

SQLCA. DBPar m = " Connect St ri ng=' DSN=PB Deno DB
V2021; Ul D=dba; PMAD=sql ', dri ver =" Sgl Anywhere' "

Adaptive Server Enterprise through ODBC:

SQLCA. DBMs = " ODBC'
SQLCA. AutoCommit = Fal se
SQ.CA. DBPar m =
"Connect St ri ng=' DSN=en_ase1253; U D=en_asel1253; PWD=en_asel253' , dri ver =" ase' "
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6 Managing database connections using
PowerServer APIs

There are anumber of connection-related PowerServer APIs for you to manage the database
connections or view the connection status during runtime. Y ou can find the list of APIsin the
Controllers > ConnectionController.csfile in the ServerAPIs project:

* api/connection/loadone: L oads the configuration of a given connection;

* api/connection/loadgroup: Loads the configuration of a given CacheGroup;
* api/connection/loadall: Loads all the connection configuration;

* api/connection/addone: Adds a connection configuration;

* api/connection/addrange: Adds a group of connection configuration;

* api/connection/addgroup: Adds a group of empty connection configuration, and copies
connection configuration list from the specified CacheGroup;

 api/connection/edit: Edits a connection configuration;
* api/connection/removeone; Removes a connection configuration;

* api/connection/removegroup: Removes a CacheGroup and the connection configuration in
it.

For details on how each of the APIsis defined, please check the ConnectionController.csfile.
For documentations, refer to View the APl documentation. The following example shows you
how to call the api/connection/loadall API in PowerScript to get all the current connection
configuration:

| @20Rl | cc==c=cccccccccccasoccccoaoasccacossaaoa
httpclient |hc_client

string |s_url

string |Is_json

I hc_client = create httpclient

//Load all connection

I's_url = "http://Iocal host: 5000/ api / connecti on/ | oadal | "

/1 This URL should be replaced with the actual |P address and port nunber of
Power Server Wb API s

/11f there are nultiple .NET servers, obtain one by one

/1l hc_client. Set Request Header (" Aut hori zati on", $token, true) //If authorization is
enabl ed

I hc_client.sendrequest ("Get",ls_url)

if Ihc_client.getresponsestatuscode() = 200 then
I hc_client. getresponsebody(ls_json)
// parse the json
wf _get sessi ons(I| s_j son)
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And the response is like below:

[{"cachegroup":"Default","itens":[{"cachenane": "ora", "configuration":
{"connectiontype":2,"host":"172. 16. 3. 98", "port": 1521, "odbcnane": "", "odbcdriver":"", "useri d":"dbo"
{"cachenane": " Test classes", "configuration":

{"connectiontype":5,"host":"172. 16. 9. 52", "port": 5432, "odbcnane": "", "odbcdriver":"", "useri d": " post
{"cachenane": " Test 123", "confi gurati on":

{"connectiontype":0,"host":"172. 16. 9. 52", "port": 5432, "odbcnane": "", "odbcdriver":"", "useri d": " post
{"cachegroup": "Devel oper","itens":[{"cachename":"sql", "configuration":

{"connectiontype":0, "host":"172. 16. 3. 243", "port": 1433, "odbcnane":"", "odbcdri ver":"", "userid": "sa"

@¢" , "dat abase": " Qa_dat awi ndow', "enabl epool i ng": true, "m npool si ze": 0, " maxpool si ze": 100, "connecti on
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How to detect unsupported features

1 How to detect unsupported features
The PowerScript features will be analyzed during the build & deploy process; and if any

feature is detected to be unsupported by the PowerServer Web APIs, it will be reported as an

unsupported feature in the Output window. Please note that not every unsupported feature
can be detected and listed, therefore, it is strongly recommended that you go through the
unsupported features/scenarios and discrepancies documented in this guide and make sure
they do not exist in your application.

The unsupported feature analysis option is disabled by default. To enable this option, open

the Application painter's Properties view, and select the option "During compilation, report

unsupported PowerScript features for PowerServer deployment™ in the Power Server tab

page.

Figure 1.1:

Application X

Text Font Calumn Font Header Font Label Font Icon Variable Types RichTextEdit Themes PDF Export PowerServer

The settings in this tab only apply to PowerServer projects under the PowerBuilder CloudPro license.

[JBeg

This option enables you to incorporate token authentication in your application, or add additional information to the session.

| During compilation, report unsupported PowerScript features for PowerServer deployment

This option enables the PowerServer Compiler to catch and report PowerScript features that are unsupported by PowerServer Web APIs.

With this option selected, the scripts will be analyzed for unsupported features

» when the Build & Deploy Power Server Project option is selected.

If any unsupported feature is detected, it will be displayed in the Output window |
Unsupported (DWSs) tab or Unsupported (PowerServer) tab.

Y ou can double-click the line or select Edit or Edit Source from the pop-up menu to open
the object in the painter or source editor.

Figure1.2:

x|

Default Search Unsupported (Dws) Unsupported {PowerServer)

—————————— Compiler: Unsupported Features for PowerServer Deployment  (1:36:50 PM)
report, pbl{u_salesreport).u_salesreport.of_winopen, 27: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: settrans.
report, pbl{u_pipeling).u_pipeline.Forward Dedarations, 2;: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: pipeline,
report. pbl{u_pipeling).u_pipeline.u_pipeline Class Dedaration, 1; Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: pipeline,
report, pbl{u_pipeling).u_pipeline. Object Variable Dedarations. 1: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: u_pipeline.

< >

Figure1.3:

x
X Default Search Unsupported (DWs)  Unsupported (PowerServer)

3ales App\Mative_PEYAppeon. SalesDemo'report.pbl |d_categorysalesreport_d Error: ERROR [42522] [SAP][ODEC Driver][SQL Anywhere]Column 'ProductID1’ not found

» when the object is saved.
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PowerBuilder compiles each time when PowerScript is saved and displays the unsupported
feature for PowerServer, regardless of the project type.

If any unsupported feature is detected, it will be displayed as compilation warnings, as
shown below.

Figure 1.4

u_salesreport * (salesdemoc) (C:\Users\PublichDocurments\Appeon\PowerBuilder 21.00 Code... E'@

|

(Functions) w |Euf_'.-\'inu:upen(]| returns integer VHEu_saleerpu:urt e EIE
tab_1.tabpage_2.dw_subfilter.GetChild{"subcategoryid", Idwec_child) -
Idwc_child.SetTransObject(Sqlca)
ldwic_child.Retrieve( )

tab_1.tabpage_5.dw_gcfilter2.GetChild{"categoryid", Idwc_child)
| ldwe_child.SetTrans|Sqlca) |
[dwic_child.Retrieve( )

Fim_eo o A

£ >

Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: settrans.

Make sure to modify the unsupported feature according to the suggested workaroundsin this
guide. Even if there is no unsupported features reported, it is still recommended that you go
through the following sections to find out what features/descrepancies cannot be detected and
why they are not working as expected in the installable cloud app.

» Unsupported features & workarounds

Unsupported features that can be detected -- lists the unsupported features that can be
detected by the deployment tool and provides possible workarounds.

Unsupported features that cannot be detected -- lists the unsupported features that cannot
be detected by the deployment tool and provides possible workarounds.

» Discrepancies & workarounds

Discrepancies that cannot be detected -- lists the programming or behavior differences
between PowerBuilder and PowerServer that cannot be detected by the deployment tool
and provides possible workarounds.

Tips:

If you want the analysis tool to ignore a piece of code, you can place the code within these
labels: #begin_disable ufa and #end_disable_ufa.

For example, the SetTrans function in the following example will not be reported as an
unsupported feature.

#begi n_di sabl e_ufa

if ispowerserverapp () = true then
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dw_1. Set Tr ansQbj ect (sql ca)
el se

dw_1. settrans(sql ca)
end if

#end_di sabl e_ufa

dw 1.retrieve()
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2 Unsupported features & workarounds

2.1 Unsupported features that can be detected

This section lists the unsupported features that can be detected by the deployment tool, and
provides possible workarounds.

2.1.1 SetTrans
Unsupported feature
SetTrans function is not supported. For example,

i nteger dwcontrol . Set Trans ( transacti on transaction )

Workaround
Use SetTransObject to replace the SetTrans function.

2.1.2 Data pipeline

Unsupported feature

Data pipeline (Pipeline object) is not supported.
Workaround

Y ou can consider making data pipeline an independent application and then calling this
application:

Step 1: Extract the data pipeline into a separate PowerBuilder target and deploy the target as
an executable application.

Step 2: Modify the scripts to call the pipeline executable application and open the window
through the commandline parameter.

For example, change the of_run_window function of the w_main window in the Example
App (PB Examples)

from
li_Resp = Open(lw_Ex, as_W ndow)
to

if ispowerserverapp () = true then
if as_Wndow = 'w_pipeline' or as_Wndow = 'w_pipeline_blob'" or as_Wndow =
'w_pi pel i ne_sp' then
//run the application and pass the conmandl i ne paraneter to open the w ndow
run( GetCurrentDirectory ( ) + "\unsupportfeature\unsupport.exe "+as_W ndow)
el se
li _Resp = Open(lw_Ex, as_W ndow)
end if
el se
li_Resp = Open(lw_Ex, as_W ndow)
end if

Step 3: In the PowerServer project painter > External Filestab > Files preloaded as
compressed packages section, add the pipeline executable application, including the EXE,
PBD, and the runtime files (especially runtime for database interface).
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2.1.3 MobiLink
Unsupported feature

MobiLink (ML Sync object, ML Synchronization object, and SyncParm object) is not
supported.

Workaround

Please consider the workaround used by data pipeline.

2.1.4 Oracle RPC arrays

Unsupported feature

Oracle RPC does not support arrays.

Workaround

Convert the array to a string and use the string instead of the array.

For example, the following stored procedure has an array IN parameter and an array OUT
parameter. As aworkaround, use varchar to replace both the IN and OUT parameters.

Assembly the IN parameter in the PowerScript:

| s_out param = space( 30)
| s_i nparam = ' 123; 456"

The INI parameter will be split in the stored procedure. Do the same for the OUT parameter.

PROCEDURE pr o_ar r Num(
in_arrParamNum i n usertype_nunber,
out _arrParamNum out usertype_nunber
)

AS

BEG N

out _arr Par amNum( 1)
out _ar r Par amNum( 2)

i n_arrParam\un( 1) ;
i n_arr Param\un{ 2) ;

END pro_arrNum

procedure pro_arrNunmlostr (
i n_varchar in varchar,
out _varchar out varchar
)

AS

I's_resstr varchar (30);

| s_desstr varchar (30);

li_pos int;
BEG N
li_pos := 1;
I's_resstr := in_varchar;
while li_pos > 0 and length(ls_resstr) > 0 | oop
li_pos :=instr(in_varchar, ';', 1);
if li_pos > 0 then
Is_desstr :=I|s_desstr || ";" || substr(ls_resstr, 1, li_pos - 1) ;
Is_ resstr := substr(ls_resstr, li_pos + 1);
end if;
end | oop;
out _varchar := |s_desstr;
|s_desstr :=Is_desstr [| ";" || '999";

END pro_arrNunmrostr;

Page 5



Unsupported features & workarounds

Power Script:

int li_pos, li_index

string |s_inparam |s_outparam |s_return, |s_value
long || _outarrparan]

| s_out param = space( 30)
I s_i nparam = ' 123; 456'

gtr_trans. pro_arrNunTostr (|l s_i nparam ref |s_outparan

li_pos =1
me 1.text ="'

Il _outarrparam = wf_formatstring(ls_outparam

public function any wf_formatstring (string as_value);int |i_pos, |i_index
string |s_value, |Is_ return
long || _forantval ue[]
li_pos =1
do while Ilen(as_value) > 0 and |li_pos > O
li _pos = pos(as_value, ";")
Is_value = nmid(as_value,1, |i_pos -1)
if IsNunmber (Is_value) then
i _i ndex++
Il _forantval ue[li_index] = Integer(ls_val ue)
end if
as_value = mid(as_value, |i_pos+1)
| oop
if IsNunber (as_value) then Il _forantvalue[li _index+1l] = |nteger(as_val ue)
return ||l _forantval ue

end function

2.1.5 SQLPreview
Unsupported feature

The sgltype argument of the SQL Preview event only supports the PreviewSelect type,

and does not support the Previewlnsert, PreviewDelete, and PreviewUpdate types. For the
PreviewSelect type, PowerServer does not return the SELECT statement, the SELECT
statement generated on the client side will be different from the SELECT statement executed
in the database. The SELECT statement on the client side is generated according to the
PowerBuilder logic, while the SELECT statement executed in the database is generated by
the PowerServer runtime.

Therequest argument of the SQL Preview event only supports PreviewFunctionRetrieve,
and does not support PreviewFunctionResel ectRow and PreviewFunctionUpdate.

Workaround
This feature will be supported in the next release.

2.1.6 SQLReturnData property
Unsupported feature

The SQL ReturnData property of the Transaction object is unsupported.
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Workaround
N/A

2.2 Unsupported features that cannot be detected

This section lists the unsupported features that cannot be detected by the deployment tool,
and provides possible workarounds.

2.2.1 Transaction trace
Unsupported feature
The transaction trace is not supported. For example,

SQLCA. DBMS = " TRACE MSOLEDBSQL SQ. Server"

Workaround

It can be partialy worked around using server logs under the debug mode.

2.2.2 Unsupported use cases in Embedded SQLs
Embedded SQL s are supported, but there are afew unsupported use cases.
Unsupported use case #1

When executing a procedure in the cursor, only single result set is supported; the output
parameter, return value, and multiple result sets are all unsupported.

declare lcs_testl cursor for execute hr.synonyns_package. get _enp;
open lcs_testl;

fetch lcs_testl into :|s_naneg;

close lcs_testl;

Workaround

The code example below processes the result sets, return value and output parameter one at a
time.

int li_intParam |i_retValue, |i_bitResult
string |s_outVarParam |s_outNvarParam |s_varResult, |s_ncharResult

l'i _intParam= 1

decl are | p_procNanme0Ol procedure for @i _retValue = get_mnuiltResul tset
@n_intParam = :|i_intParam @ut_varParam = :|s_out Var Param out put,
@ut _nvar Param = : | s_out Nvar Param out put ;

execute | p_procNanme01;

//Handl es the first result set
fetch | p_procNane0Ol into :ls_varResult, :ls_ncharResult, :li_bitResult;
do whil e sqgl ca.sqglcode = 0
fetch | p_procNane0O1
into :ls_varResult, :Is_ncharResult, :li_bitResult;
| oop

// Handl es the second result set

fetch | p_procNaneOl into :ls_varResult, :ls_ncharResult;
do whil e sqgl ca.sqglcode = 0
fetch | p_procNane0Ol into :ls_varResult, :ls_ncharResult;
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| oop
//Handl es the return val ue and out put paraneter

fetch | p_procNaneOl into :li_retValue, :|ls_outVarParam :|s_outNvarParam
close | p_procNane01;

Unsupported use case #2

Different transactions work on the same temp table. For example, after the first transaction
is committed, the second transaction still accesses the temp table that is created in the first
transaction. In this case, an "invalid object name #TEMPTABLE" error may occur.

Workaround

Make sure that all the operations related with one temp table are performed in the same
transaction.

Unsupported use case #3

The Datawindows and/or embedded SQL s included in the PBD file cannot be parsed to
the C# models (and the SetLibraryList and AddToLibraryList functions will not work
properly with such PBD files aswell).

Workaround

Manually convert the Datawindows and embedded SQL s from the corresponding PBL file
through Datawindow Converter.

2.2.3 Retrieve As Needed and Rows to Disk
Unsupported feature

Retrieve As Needed and Rows to Disk options are not supported (which means all data will
be retrieved).

Workaround

For retrieving alarge amount of data, you can consider adding the WHERE clause to retrieve
only the data needed.

2.2.4 SyntaxFromSQL
Unsupported feature

SyntaxFromSQL does not support stored procedures and functionsif they use the temporary
table; it will be supported in later versions.

Workaround

Use a statically created Datawindow (instead of a Datawindow dynamically created by
SyntaxFromSQL ) to call stored procedures and functions which use the temporary table.

2.2.5 Database synonyms
Unsupported feature

Database synonyms are unsupported. Synonyms of different owners in the same database
only supports the SELECT statement.

Workaround
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Call database synonymsin the C# assembly or REST APIs and then modify PowerScript to
call the C# assembly or REST APIs.

2.2.6 Commit or Rollback Transaction using Dynamic SQL
Unsupported feature

Transactions that are dynamically committed are unsupported.
SQL s that are dynamically committed or rolled back are unsupported.
Example 1.

execute imediate "commit";

string Is_sql

I's_sql = "Rol |l back"

Execute i mediate :1s_sql;

Workaround

Call the Commit or Rollback SQL statement directly. For example,
Commi t {USI NG Transacti onObj ect};

Rol I back {USI NG Transacti onGbj ect};

Example 2:

I s_exec = ' SAVE TRANSACTION ' + as_savepoi nt name
execute i medi ate :|s_exec using sql ca;

/I NOTE this is a rollback of a savepoint, not a rollback of the entire transaction:

| s_exec = ' ROLLBACK TRANSACTION ' + as_savepoi nt nanme
execute i medi ate :|ls_exec using sql ca;

Workaround

Move the related business logic to the procedure and implement the transaction savepoint in
the procedure.

2.2.7 Data retrieval and SQL operations in the RetrieveRow event
Unsupported feature

Dataretrieval and SQL operations in the RetrieveRow event are not supported.
Workarounds

N/A
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3 Discrepancies & workarounds

3.1 Discrepancies that cannot be detected

PowerBuilder and PowerServer have discrepancies in dealing with features such as the
database connection, alias name etc. These discrepancies cannot be detected by the
deployment tool.

Due to these discrepancies they might have different behaviors at runtime.

3.1.1 DB connection
In traditional client/server applications, one application just uses one database connection.

In applications deployed from PowerServer, each transaction uses a database connection, and
when the transaction is completed, the database connection is ended.

3.1.2 Alias name

For dynamic DatawWindow objects that are created by SyntaxFromSQL, if the alias nameis
the same as the column name, you will need to carefully check if the correct column nameis
used in the scripts.

Take the following as an example. PowerBuilder will use"t_dwstyle grid_employ_empid"

as the column name, while PowerServer will use "empid" as the column name.

select t_dwstyle grid_enploy.enpid as enpid, t_dwstyle grid_enpl oy. enpnane as
enpnane, t_dwstyl e_dept. dept nane as dept nane

fromt_dwstyle grid _enploy, t_dwstyle dept

where t_dwstyle grid_enploy.deptid =t_dwstyl e _dept.deptid and
t_dwstyle _grid_enpl oy. enpid < 500

Thus, the following script will cause aruntime error in the installable cloud app.

getitem (row, "t _dwstyle grid_enploy_enpid")

3.1.3 Data type mismatch

If datatypeis corrected while SRD is not re-generated to reflect the change (as shown below,
datatypeis still mismatched), PowerBuilder will throw an error when trying to retrieve data,
while PowerServer will retrieve data successfully.

col um=(type=l ong updat e=yes updat ewher ecl ause=yes nane=startti ne
dbnanme="t _dwstyle _grid_enploy.starttine" )

3.1.4 rowsupdated value

When the column is set to not updatable (as shown below), modifying the column data and
then performing an update will cause the rowsupdated argument of the UpdateEnd event to:

* Return 1 in PowerBuilder, but actually no update statement is generated at all.

* Return 0 in PowerServer, indicating that no rows are updated.

dw_control . Obj ect. col ummnane. Update = " No"
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3.1.5 DisableBind parameter
Suppose the database column updatetime is defined as below.

updatetime datetinme not null default getdate()

If the application user inserts a new row, but does not enter a value for this column, then
when DisableBind isset to O,

» PowerBuilder throws an error indicating that the updatetime column cannot be null.

» PowerServer inserts the data row to the database successfully (the updatetime column
takes the default value from database).

In PowerServer, DisableBind always takes value O for the DataWindow UPDATE
statement and may ignore the null value according to the sgldefault attribute; while takes
value 0 or 1 for the DatawWindow SELECT statement and ESQLS.

3.1.6 TableBlob retrieval

If the TableBlob control selects atext field, PowerBuilder retrieves datafor al columns
except for this blob; while PowerServer retrieves no data (thus DatawWindow will have no
data at all).

Figure 3.1

Hasimon 100IOp  vsmnuwn L mmer

Key Clause
|ﬁ|:| = :featureid
File Type
RTF (1) w
[] auto Selection
[ pisplay Only
[ ] vertical Scroll Bar
Table

t_datatype_feature e
Large Binary,Text Col

descinfo: long text e

3.1.7 Dynamic DataWindow

When a computed field has no alias, PowerBuilder will use the computed expression as the
column title, while PowerServer will automatically give a name (such as"Compute2") asthe
column title.

3.1.8 TransactionName

PowerServer will use the transaction object name to map with the database cache name.
But when the transaction object is defined as an argument of a function, as shown below,
PowerServer will get different transaction name from PowerBuilder.
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Figure3.2:

1ase ) returns integer
w | = of_connect { ref transaction atr_transobject, string as_database ) returns inter ~

Return Type Function Mame
# |integer e |||:|f_|:|:|nnect

Argument Type Argument Mame
4 | transaction ~ ||latr_transobject
« | string R |as_u:|ata|:uase

transaction Itr_tnp
Itr_tnp = create transaction
gnv_manager . of _connect (I tr_t np, "ga_dat awi ndow")

» PowerBuilder will get Itr_tmp as the transaction object name.
For example,

dw_1. settransobj ect (Itr_tnp)
dw_1l.retrieve()

» PowerServer will get atr_transobject as the transaction object name.

Defining the transaction object as an instance variable or global variable can ensure
PowerBuilder and PowerServer get the same transaction object name.

3.1.9 Data type in Dynamic SQL Format 4
In PowerBuilder, the Oracle database may return the numeric data as the decimal type.

Row=1, Col umm=1, type=Deci mal, val ue=1
Row=2, Col um=1, type=Deci mal, val ue=2

While in PowerServer, the Oracle database may return the numeric data as the longlong type.

Row=1, Col umm=1, type=LonglLong, val ue=1
Row=2, Col um=1, type=LonglLong, val ue=2

It is recommended that the developer use "choose case" to support the longlong-type numeric
data.

CHOOSE CASE SQLDA. Qut Par nTType[ n]
case TypelLongLong!
| s_Dat aType = ' LonglLong'
Is_Value = String(adda_parm Get Dynam cDeci nal (i _I dx))

3.1.10 Decimal data type in static SQL or DatawWindow

PowerServer will return numeric data with afixed decimal point length according to

the decimal precision of the column. If the decimal place isinsufficient, zero will be
automatically filled; while PowerBuilder will not fill zero after the decimal point of decimal
data. For example, the money-type data may display as an integer (for example, 40) in
PowerBuilder; while display as afloating point number with 4 decimal places (for example,
40.0000) in PowerServer.
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3.1.11 Timing of transaction rollback

If the SELECT statement is executed after the UPDATE statement (like below) and if the
execution of UPDATE is successful while the execution of SELECT is not, PowerServer
will immediately roll back the transaction (and roll back UPDATE), while PowerBuilder will
not. This may cause that data to be retrieved later will be different between PowerServer and
PowerBuilder.

updat e dbparm fortest set name_char = :|ls_tnpl, nane_varch=:1s_tnpl where id
= :li_id using tran0O1l;
sel ect "nane_char", nane_varch into :ls_char,:|ls_varchar from dbparmfortest where

"id"=:li_id using tran0O1l;
Is return += "Is_char=" + |s_char+" "+string(len(ls_char)) + is_newine
Is return += "lIs_varchar=" + |s_varchar+" "+string(len(ls_varchar)) + is_newine
sel ect count(1) into :lIl_count from dbparmfortest where name_char = :|ls_nane using
tran01;

3.1.12 Oracle AutoCommit and Lock

The Oracle AutoCommit and Lock properties take effect in PowerServer, while take no effect
in PowerBuilder.

If an unsupported isolation level is set, for example, lock="RU", PowerServer will throw an
error executing the SQL.

3.1.13 Stored procedure parameter

If the output parameter of stored procedure has default values, even if PowerBuilder did not
pass the output parameter, the server can still use the default value of the stored procedure
to successfully get data. However, in PowerServer, if PowerBuilder did not pass the output
parameter, PowerServer will use null as the default value. Thiswill cause the result set
different between PowerBuilder and PowerServer.

If the parameter name or number does not match, PowerBuilder will display an error
indicating that the parameter does not exist; while PowerServer will check the schema of
stored procedure or function and automatically match the corresponding parameter type and
position, therefore PowerServer may be able to execute the stored procedure without errors.

3.1.14 Transaction commit

If the commit statement is executed after Transaction.autocommit = true, PowerServer
will display the error: Database connection or transaction is not opened, commit isinvalid.
To avoid this error, do not execute commit/rollback after Transaction.autocommit = true;
or setting the "TransactionException"” property to false in the Server API s project >
AppConfig > Applications.json to suppress the error message.

If the commit statement is executed after the select statement, PowerServer will display an
error indicating that the database connection failed due to the unknown logic error. To avoid
the error, remove the commit statement after the select statement.

3.1.15 Use Describe in Dynamic SQL Format 4

Y ou can no longer use Describe in Dynamic SQL Format 4 to check the SQL syntax. For
example,
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descri be sqgl sa into sql da;
if not this.of checktrans(atr ) then

return string(atr.sql code)+":"+atr.sql errtext
end if

However, this discrepancy can be ignored as the SQL syntax will be checked when opened or
executed on the server.

3.1.16 Bit data field

When the SNC SQL Native Client database interface is used, the Bit datafield returns -1
when the datavalueis 1.

It is recommended to use | sPowerServerApp to determine the scripts to execute for the
application deployed via PowerServer.

3.1.17 SelectBlob/UpdateBlob supports UTF8 only

SelectBlob and UpdateBlob in PowerServer can only handle the value with UTF8 character
encoding (EncodingUTF8!).

When UpdateBlob updates a UTF8 value in PowerServer, or when UpdateBlob updates a
UTF16LE vauein PowerBuilder, SelectBlob in PowerServer can correctly display the value
using the UTF8 or ANSI encoding while SelectBlob in PowerBuilder can correctly display
the value using the default UTF16L E encoding.

Y ou can write scripts below to minimize the impact of this discrepancy:

if ispowerserverapp () = true then

Lbl ob = Bl ob("Any Text", Encodi ngUTF8!)

Updat ebl ob caseresfile set filestring = :|1blob where fil enane
= :as_fil enane;

SELECTBLOB filestring into :1blob from caseresfile where fil ename
= :as_fil enane;

Is_return = String(lblob, encodingutf8!)

el se
Lbl ob = Bl ob("Any Text")
Updat ebl ob caseresfile set filestring = :|1blob where fil enane
= :as_fil enane;
SELECTBLOB filestring into :1blob from caseresfile where fil ename
= :as_fil enane;
I's_return = String(l bl ob)
end if

3.1.18 SQLNRows property (with Cursor)

When executing a cursor, PowerServer fetches all datarows at atime therefore SQLNRows
returns the total amount of all fetched rows, while PowerBuilder fetches one datarow at a
time therefore SQLNRows returns 1.

3.1.19 SQLCode property (with SP)

If a stored procedure returns aresult set which contains O data row, SQL Code property
returns -1 in PowerServer while returns 100 in PowerBuilder.

"“content":{"returnval ue": null, "out parans":
[{"datatype":"long", "value":7}],"resultsets":[]}
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3.1.20 Column name from view

If the table is from a view, PowerBuilder and PowerServer will generate different columns
names.

For example,

//v_cust _dept is fromview cust_dept
select v_cust_dept.v_id fromv_cust_dept;

PowerBuilder will generate the column name asv_cust_dept_v_id; while PowerServer will
generate the column name as cust_dept v _id.

If using dw_1.getitem(1,"v_cust_dept v_id") to get data, runtime error will occur. Use
dw_1.getitem(1,index) instead.
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4 Incompatible coding styles

Nonstandard PowerScript coding practices might cause problems when converting
Datawindow to C# models; and special C# coding conventions might also prevent scripts
running as expected in the .NET server. Following are bad or unrecommended practices that
are commonly seen in PowerScript and must be avoided or corrected before deploying the
application with PowerServer.

4.1 PBLs contain DataWindows with the same name

It is not arecommended practice for multiple PBLs in the same application containing
DataWindows with the same name. When converting to the C# models, only the first
DatawWindow will be converted (the other duplicates will be ignored), because all converted
C# models are placed in the same ASP.NET project, and asingle ASP.NET project cannot
have two models with the same name.

Please avoid having DataWindows with the same name in the application.

4.2 Object name using C# reversed words

C# reversed words (such as "abstract”, "base", and "delegate”) cannot be used as the
PowerBuilder object name, otherwise, the object cannot be executed as expected.

Please avoid using the C# reversed words as object name.

4.3 DataWindow name containing special characters

The C# naming convention does not allow using specia characters (such as dash (-), dollar
sign ($), number sign (#), and percent sign (%)) in the DatawWindow name. Such specia
charactersin the Datawindow name will be replaced with underscores when converted to
the C# model; thus the DataWindow will not be found after conversion as the name has
changed. For example, the Datawindow name "d_sp_who_with-dash" will be converted
to"D_Sp_Who _With_Dash.cs"; and the following error may occur when retrieving data:
"Select Error: DatawWindow 'd_sp_who_with-dash’ was not found".

Please double check that the DatawWindow name contains no dash (-), dollar sign ($), number
sign (#), or percent sign (%).

4.4 Editing SQL

It is not a PowerBuilder recommended practice to type (instead of select) the logical keyword
in the SQL Select painter.

If you type the logical keyword (such as "and") to the value in the SQL Select painter, the
model conversion and dataretrieval in PowerServer will have the error: Incorrect syntax
near ")'. To resolve this error, you will need to select the logical operator, instead of manually
typing it. Or go to the Source Editor, and change AND~" to~" LOGIC =~"and~".
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Figure4.1:
< >
| Column | _Operator Valus Logeal |
| (racacones_empleado. compansa = SCOMPansa ) And
{ vacacones_empleado. codigo_smplaado " sempheado ) And
|regemen_vacaciones. prionidad = acacionss_smplesdo, codign_empleads = templeads ) ) JANDL—
Ivacacdones_empleado.dias_disponibles <= 0

4.5 Column order in data source and Column Specification

It is not a PowerBuilder best practice for the columns in the data source to be in a different
order from the columns in the Column Specification.

If the columns listed in the data source and in the Column Specification are not in the same
order, the dataretrieval will fail inthe .NET server.

Suppose the data source is

SELECT "enpl oyee"."enp_i d", "enpl oyee". "enp_f nane", "enpl oyee". "start _date" FROM
"enpl oyee"

If the column specification is changed from

tabl e(col um=(type=l ong updat e=yes updat ewher ecl ause=yes key=yes nanme=enp_i d
dbnanme="enpl oyee. enp_i d" )

col um=(type=char (20) updat e=yes updat ewher ecl ause=yes nane=enp_f nane
dbnanme="enpl oyee. enp_f name" )

col um=(type=dat e updat e=yes updat ewher ecl ause=yes nane=start_date
dbnanme="enpl oyee. start_date" )

to

tabl e(col um=(type=l ong updat e=yes updat ewher ecl ause=yes key=yes name=enp_id
dbname="enpl oyee. enp_i d" )

col um=(type=dat e updat e=yes updat ewher ecl ause=yes nanme=start_date
dbname="enpl oyee. start_date" )

col um=(type=char (20) updat e=yes updat ewher ecl ause=yes nanme=enp_f nanme
dbname="enpl oyee. enp_f name" )

then the Datawindow will be converted incorrectly to the model.

[ Key]

[ DaCol um( " enpl oyee", "enp_id")]

public int? Enp_Id { get; set; }

[ ConcurrencyCheck]

[ DaCol um( " enpl oyee", "enp_fnane", TypeName = "char")]
public string Start_Date { get; set; }

[ ConcurrencyCheck]

[ DaCol um( " enpl oyee", "start_date")]

publ i c DateTi ne? Enp_Fnane { get; set; }

And the following error will occur when retrieving data in the application:

sql errtext=Invalid obj ect nane 'enpl oyee'.

4.6 One compute expression containing multiple computed
columns

It is not a PowerBuilder best practice to define multiple computed columns in one compute
expression, as shown below.
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Figure4.2:

Computed Columns
0 AS display, 0 AS sort_order, " AS order_type, 0 AS sort_seq

When converted to the C# models, the computed columns cannot be split into separate ones
correctly.

To avoid any problems, please specify one computed column in one compute expression, as
shown below.

Figure4.3:

Computed Columns

0 AS display

0 AS sort_order
" AS arder_type
0 AS sort_seq

4.7 Cursor syntax

When declaring a cursor, it is not a recommended practice to add the into keyword.
PowerBuilder will consider it redundant and ignore it; while PowerServer will consider it
(Is_result in the following example) as a parameter and will display the error: The number of
parameters does not match.

string Is_sql, |Is_ result

Is_vid = '100002

I's_vnane ="'

DECLARE ny_cursor DYNAM C CURSOR FOR SQLSA ;

Is_sgl = 'SELECT v_nanme into :ls _result FROM enployee WHERE v_id = ?'

PREPARE SQLSA FROM : | s_sql

OPEN DYNAM C ny_cursor using :ls vid ;
FETCH nmy_cursor | NTO :|s_vnane ;

CLOSE ny_cursor ;

4.8 Syntax after UNION

PowerBuilder will not check the syntax after the UNION keyword. If the syntax after
UNION isinvalid, for example, aspaceis missing between "SELECT" and ":as test" as
shown below, PowerServer will fail to convert the Datawindow to a model.

SELECT :as_test testl, Dept.|D, Dept.Nane FROM Dept
uni on
SELECT: as_test testl, Dept.|D, Dept.Name FROM Dept
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Configuring and deploying PowerServer projects

1 Configuring and deploying PowerServer
projects

1.1 Permission errors when configuring the Web server profile

Permission errors occur when testing the file path in the Web server profile or trying to
connect to the Web server during the deployment process.

Solution:
1. Restart PowerBuilder IDE using the "Run as administrator” option.

2. Check if the Windows user has read and write permissions to the Web root.

1.2 Error during the build process
The following error occurs when building the PowerServer project:

Error: ERROR [42000] [ Sybase][ ODBC Driver][ SQ. Anywhere] Syntax error near ###' ..

Solution:

When configuring the database cache in the Database Configuration, please click the
Advanced Settings, and make sure the Delimitl dentifier option is set to be consistent with
runtime. If this option is changed dynamically at runtime, you will need to create two caches
in order to make sure the model conversion is successful.

1.3 Error in the Unsupported (DWs) window

When converting the DatawWindow to the model, the following error occursin the
Unsupported (DW's) window:

Error: Incorrect syntax near the keyword 'user'.

Cause:

The database table or data field contains keywords, and the Delimitl dentifier property is
specified in the Datawindow DBParm.

Solution:

When configuring the Database Configuration in the PowerServer project, make sure to click
the Advanced button and then set Delimitldentifier to True.
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Figure 1.1:
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1.4 Failed to generate the PowerServer Web APIs project
The following error is reported in the Output window during the build & deploy process:

Failed to delete the file “C: \Users\appeon\source\repos\ Power Server_pssal es
\ Ser ver API s\ bi n\ Debug\ net cor eapp3. 1\ xxxx. dl | ”

because it may be occupi ed by another program Error code: 5.

Fail ed to generate the Power Server Wb APIs project. Error code: O.

Or

Failed to delete the fol der “C: \Users\appeon\source\repos\ Power Server _pssal es
\ Server API s”

because it may be occupi ed by another program Error code: 32.

Fail ed to generate the Power Server Wb APIs project. Error code: O.

Solution:

1. Close the PowerServer C# solution (PowerServer_pssales in the above example) if it is
currently opened in any C# editor.
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2. Closethe Web APIsif it is currently running.
3. Build and deploy the project again.

1.5 Error uploading application files to FTP
The following error might occur while deploying the client app filesto an FTP server:

Failed to connect to the server, it does not have perm ssion to upload files.
Failed to publish the installable cloud app.

Cause:
The FTP user has no write permission.
Solution:

Make sure the FTP user you set has write permissions, especially when you use an FTP
server in the cloud.

Alternatively, you can package and distribute the application files to the server manually.
To package the application files, right click on the PowerServer project in the system tree,
and select Package Power Server Project...; or see Packaging the client app for more
information.

1.6 Changed PBL list

The following message displays when you deployed a project that has already been deployed
successfully before.

The current library list is different fromthe library list contained within this

project. The project library |list has been updat ed.
Refresh build options for the changed |list and try again.

Cause:

The PBL list was updated (for example, with new or deleted PBL s) after it was first
successfully deployed.

It isaknown issue that it takes a project (especially alarge project) along timeto display this
prompt. Thisissue will be addressed in the later release.

Solution:
Build and deploy the project again.
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2 Running installable cloud apps

2.1 Cloud app launcher and application executable

2.1.1 Failed to get the app publisher from the server
The following error occurs when trying to run the installable cloud app for the first time.
Figure2.1:

Cloud App Launcher *

Failed to get the app publisher from the server,

. A Detal | oK

121-05-17 15:50:02.153 ERROR [6028] Failed to get the app publisher from the server.

121-05-17 15:50:02.153 ERROR [15336] Failed to download the file, URL: http://localhost:80/CloudAp)
121-05-17 15:50:01.746 ERROR [15336] Failed to download the file, URL: http://localhost:80/CloudAp)
121-N5-17 155001 700 TNFO 1110927 Annlircatinon command line narametar:

Cause:
The cloud app launcher has not been uploaded to the server.
Solution:

Upload the app launcher and runtime files according to the instructions in Upload the cloud
app launcher and the runtime files; and then run the application again.

2.1.2 Cannot start cloud app launcher
The Cloud App Launcher failed to start even if the launcher has already been installed.
Cause:

The client machine has third-party firewall tool, such as Sophos. The process of Sophos such
asswi_filter.exe and swi_service.exe block the access to the application URL.

Solution:

Configure the firewall to allow access to the following IP address and port numbers:
http://127.0.0.1:26568

http://127.0.0.1:26569

2.1.3 Application executable disappeared suddenly

The application executable file disappeared suddenly after being run successfully for afew
times. The application’s desktop shortcut disappeared too.

Cause:

The anti-virus software such as McAfee may incorrectly identify the application executable
as malicious and block it from running.

Solution:
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Try the following to resolve this issue:

1. Add the application executable file (as well as the cloud app launcher) to the exception list
of the anti-virus software.

2. Sign the application executable (as well as the cloud app launcher).
3. Update the anti-virus software to the latest version and the latest virus definitions.
4. Report this false positive to the anti-virus software.

2.1.4 Window is slow to open

Under some circumstances, for example, alarge application that contains lots of PBLs and
the window uses user-defined images, the window may be slow to open in the application
(deployed via PowerClient or PowerServer).

Cause:

The application will first search through all PBD files and then the application directory to
find the user-defined images. In the PowerClient/PowerServer deployment, all PBD filesare
broken down very granularly into each individual object/definition file. When the application
searches through a PBD folder, it first opensthe _indexes.idx and _files.idx filesin the

PBD folder and then searches through al individual objects/definition files according to the
_files.idx file. If there are many PBD folders, the elapsed time will be much longer.

Solution:

Use a PowerBuilder resource file (PBR) to list the user-defined images. When the PBR file
is deployed with the application, the application can find the image very quickly through the
PBR file.

Figure2.2:

phexamples_cloud * (PE Examples) (Ch\Users\Public\Documents\Appeon'PowerBuilder 21.00Code Exa

General |ibraries External Files Runtime Signing Client Deployment Run Options  Web APIs

*= App name: pbexamples_doud

PBR file name: |resource.pbr m

Project build options

[ ] windows dassic style Rebuild: () Incremental

@) Full

Code generation options
Enable DEBUG symbol Platform: (@) 32-bit

Encrypt all the compiled p-code files i) 64-bit

Manifest information

Carara ta Amhinme
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2.2 Models and controls

2.2.1 Cannot retrieve data when data includes null values

The following error occur when retrieving data: The property does not allow null value:
Object_Ref.

Cause & Solution:

When converting the DataWindow to the model, the nullable property is not correctly set.
Y ou can search for the problematic object (for example, Object_Ref) in the exported models
in the PowerServer C# solution, and modify it to allow null values. For example,

Change

[ Key]
[ DaCol um( " di sp", "object_ref")]
public | ong Object Ref { get; set; }
To

[ Key]
[ DWCol um( " di sp", "object_ref")]
public | ong? Object_Ref { get; set; }
2.2.2 PBSELECT DataWindow error

The Datawindow created with PBSELECT crashed or GetSQL Select returns an error when
retrieving data.

Or the DataWindow created with PBSELECT cannot be converted to the model successfully.
Cause & Solution:

There are syntax errors when PowerServer converts PBSELECT to SELECT. Itis
recommended that you convert PBSELECT to SELECT in PowerBuilder first and then
deploy the application with PowerServer again.

2.2.3 RibbonBar control displays blank
In the installable cloud app, the RibbonBar control displays blank.
Cause:

The script file (XML/JSON) that is used to create the RibbonBar control is not selected and
deployed with the project.

Solution:

1. Open the PowerServer project object, go to the External Files tab, select Files preloaded
in uncompressed format and then click Add Files to add the RibbonBar script file (XML/
JSON).

2. Deploy the PowerServer project again to make the change effective.
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2.3 Server

2.3.1 Cannot connect to the server when creating the session

The following error might occur when you run an installable cloud app: Cannot connect to
the server when creating the session.

CauseA:

The .NET server might have its IP address changed, for example, it is set to obtain |P address
automatically.

Solution A:
Set a static | P address or adomain name for the .NET server.
CauseB:

The .NET server might have set up afirewall and the firewall might not allow the specified
port number to go through.

Solution B:

Configure the firewall on the server to allow the specified port number to go through.

2.3.2 Session creation failed

The following error might occur when you run an installable cloud app: Session creation
failed.

Error 1:

Figure 2.3:

PowerBuilder application execution error (R0221) >

@ Application terminated,

Error: 5ession creation failed.
Cause: Failed to send the request, (Web APl
http://172.16.9.154:8066/api/Serverdpi/CreateSession)

Cause

If the host server connects to Internet via a proxy server, then PowerServer Web APIs hasto
be configured with the proxy server aswell.

Solution:

Open the PowerServer C# solution > the Server API s project > the Server.json file, and
configure the proxy server settingsin the "ProxyOptions" block.
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"ProxyOptions": {
"Server": ""
"User name": ""
"Password": ""

b,
Error 2:

Figure 2.4:

PowerBuilder application execution error (RO221) >

9 Application terminated,

Error: 5ession creation failed.

Cause: Internal Server Error [HTTP status code: 500). (Web API:
https://dwunit.appeon.com/psservicecauth/api/Serverfpi/Cre
ateSession)

Cause:

Two applications under the same 11S website cannot use the same application pool.
Solution:

Step 1: Configure the two applications to use different application pools.

Step 2: Restart the website.

2.3.3 App requires login again
The app might require the user to log in or run again on adaily basis.
Cause:

In I1S, application pools are recycled every 1,740 minutes by default. The sessionin a
running app will become invalid after the recycle period is reached, so the user hasto log in
or run the app again.

Solution:
Set the Regular Time Interval to O to stop recycle, or set to other duration.
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Figure 2.5:
] Integrated ApphicaticnHooliid... CAELULALIE FaldlTIELErs
Classic ApplicationPoolld...| | Rapid-Fail Protection
. Integrated ApplicationPoolld... "Service Unavailable" Response ™ Httplevel
J..  Integrated ApplicatiocnPoclld... Enabled True
Classic ApplicationPoolld... Failure Interval (minutes) 3
Classic ApplicatiocnPoclld... Maximum Failures 3

Shutdown Executable
Shutdown Executable Parameter
v Recycling
Disable Overlapped Recycle False
Disable Recycling for Configurat False

Generate Recycle Event Log Entr

Private Memory Limit (KB) 0
Request Limit 0
Specific Times TimeSpan[] Array
Virtual Memaory Limit (KE) 0

Regular Time Interval (minutes)

[time] Period of time (in minutes) after which an application pool will
recycle. A value of 0 means the application pool does not recycle on a
regular interval,

2.3.4 File name containing character + cannot be downloaded

If the file name contains the character "+", an 404 error will occur when thefileis
downloaded from the 11S Web server.

Cause & Solution:

In 1S Manager, select the folder which contains the character "+" in the folder or file name,
and then double click Request Filtering on the Features View.
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Figure 2.6:
@5 Intemnet Information Services (IIS) Manager - a X
‘e - - . »
<~ 5 1 » ADD3G0-HUANGXIU » Sites » Default Web Site » pssales » 1.01 » COM+ » 31 i | @ b
File  View Help
: -~ les/1.01/COM+ H :
& ssales/1. + nome
L J P / / Open Feature
T AD0390- HUANGXIU (A00390-HUANGXU: — + % 6o -Gy ShowAll | Groupby: Area -l || B explore
2 Application Pools e s
w .[a] Sites Levels Settings Strings Controls ~ mblis———
~ & Default Web Site n ~ Manage Folder A
> J CloudfppPublisher I.q’?) %? ,\=_1| . T
A pssales Providers  Session State SMTP E-mail Browse *:80 (http)
w1101 _
T come @ Hep
- 15 ~
-_| commoen.phbd _
» -] image !‘\'E) \% ry !_91
-[7] person.pbd L 'ﬁ' =
- | product.pbd Authentic... Compression  Default Directory  Error Pages Handler
7] report.pbd Document  Browsing Mappings
-] salesdemo.pbd L=| L "%
- = = s ]
-] salesorder.pbd = J Jj Lol ?‘
L ess HTTP Logging  MIME Types  Modules Output Request
- “ fonts Respon... Caching Filtering
- _| images %
Hi ~
@ ftp-site-1 oL s
- v
« > | [ETFeotures View ] Content view
Ready &
Click Edit Feature Settingsin the Actions pane.
In the Edit Request Filtering Settings dialog box, select Allow double escaping.
Figure 2.7
@3 Internet Information Services (11S) Manager — O x
T E :
ADD3B0-HUANGXIU Sits (51 e v
- 0 bootes b Edit Request Filtering Settings ? b e
File  View Help
] General
Connections Alerts
# B Allow unlisted file name extensions @ File name extensions that
v -85 ADD390-HUANGXIU (400390-HUANGXU: A Allow unlisted verbs appear in the list and have
™% Application Pools U Allowed set to False are
F = .pp i Allow high-bit characters S urTe [« blocked. Mo other file name
v -[@j Sites extensions are blocked.
~ & Default Web Site | Allow double escaping &
-] CloudAppPublisher Actions
v o[ pssales Request Limits Allow File Name Extension...
[ 1.01 P -
N © COM+ Maximum allowed content length (Bytes): Wy Rl B
| common.phd |30000000 | | Edit Feature Settings...
= image : @ Hep
. I person.pbd Maximurm URL length (Bytes): = P
- product.pbd |4095 |
‘J_ report.pbd Maximum guery string (Bytes):
| salesdemao.pbd
| salesorder.pbd |?_04S ‘
S css
| fonts
-~ images
E s v
@ ftp-site-1 Cancel
- ol L]
< & oo i ————

Configuration: 'Default Web Site/pssales/1.01/COM+" web.config

-1

2.3.5"HTTP Error 404.2 - Not Found" error when running the app
When you run the application which is hosted in the 1S Web server, you get the following

error:

HTTP Error 404.2 -

Not Found
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The page you are requesting cannot be served because of the | SAPI and Cd
Restriction list settings on the Web server.

Cause:
The I1S server settings block the download of the CloudAppLauncher_Installer.exefile.
Solution:

In the I1S Manager, expand the server's node and then the Sites node in the Connections
panel, select the website where the application is hosted, and then double click Handler
M appings on the Features View, and set CGl -exe to Disabled.

2.4 Database

2.4.1 Different results returned from an ASE stored procedure

For an ASE stored procedure, for example the following one, the results returned from the
installable cloud app and the PowerBuilder C/S app might be different.

CREATE PROCEDURE g_qaQuesti onSel ect
AS
DECLARE @uest _seq tinyint, @rrorMessage varchar (255)
SELECT @uest_seq = NULL
IF @uest_seq = NULL /* here is the error checking @uest_seq = NULL ,
currently fixed it using IsNull(@uest_seq,0) =0 */
SELECT @&rror Message = ' ERROR.'
ELSE
SELECT @&rror Message = ' DONE. '

Cause:

The PowerServer installable cloud application connects to ASE through the ODBC driver,
while the PowerBuilder C/S app connects to ASE through the native driver. The default
values of Set ANSI Null option in these two drivers are different.

Solution:
De-select the Set ANSI Null option in the ODBC Data Source Administrator.
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Figure 2.8:
Adaptive Server Enterprise ? X

General Connection  Security Advanced  Transactions  About

Login Time Out : E

High Availability Information

[JEnable High Availability

Alternate Servers:

Server Mame: | |

Server Port: | |

Directory Service Information

LRL: | |

Service Name: | |

User ID: | |

[ use Quoted Identifiers Cumulative Record Count

[Iset AMsT Null [ 1anore Errors if Results are Pending

[JEnable Dynamic Prepare [ Encrypt Password
[Inormalize Unicode Strings [ Enable LOBLocators

[Enable FIPs

Cancel

2.4.2 SelectBlob data truncated
The data values of the SelectBlob variable are truncated in the installable cloud app.
Cause & Solution:

The PowerServer installable cloud application connects to ASE through the ODBC driver,
while the PowerBuilder C/S app connects to ASE through the native driver. The Text size
option in the ODBC driver is 32KB by default.

Y ou can increase the text size value using the Control Panel

1. Select Control Panel | Administrative Tools | Data Sources (ODBC), then select the data
source for Adaptive Server Enterprise in the User DSN or System DSN tab.

2. Select Configure to display the ODBC Adaptive Server Enterprise Setup window, then
select Advanced.

3. Changethe value for Text Size to alarger value (the default value is 32KB). The Adaptive
Server ODBC drive truncates any data value that is larger than the value you set here.

2.4.3 Garbage letters display when retrieving multibyte data

When retrieving multibyte data from the A SE database, garbage data displays in the
installable cloud app.

Cause:

The PowerServer installable cloud application connects to ASE through the ODBC driver,
while the PowerBuilder C/S app connects to A SE through the native driver. When using
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the native driver, DBParm supports the char set parameter (for example, charset="roman8');
however when using the ODBC driver, DBParm does not support this parameter.

Solution:

Set the charset setting in the ODBC data source configuration page, for example,
cp852 -- PC Eastern Europe

cp1250 -- Microsoft Windows 3.1 Eastern European

cp869 -- IBM PC Greek

cp1253 -- MS Windows Greek

cp932 -- IBM JDBCS;CP897 + CP301 (Shift-JIS)

gis-- Shift-JI'S (no extensions)

eucksc -- EUC KSC Korean encoding = CP949

cp936 -- Microsoft Simplified Chinese character sets
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Figure 2.9:

Adaptive Server Enterprise ?

General Connmection Security Advanced  Transactions  About

Buffer Poal Size : |2|]

Text Size : |

Application Mame: |

Client Host Mame: |

Fetch Array Size: |25

Initialization String: |

Client Host Process : | |

Language: |

Enable Bulk Load
(®) None () Array Insert () Bulk Copy

Communication Charset
(Jserver Default () Client Charset  (®) Mo Conversions

Client Charset
(Oanst (OOEM @ Other | cpa36|

() Packet Size | 512 |

(®) Server Packet Size | |

[ ]Restrict Maximum Packet Size

Concel | [1R000

2.4.4 Slow app performance with SQL Anywhere

The app runs slowly when working with the SQL Anywhere database.

Solution:

Select the Pool Connectionsto thisdriver option in the ODBC Data Sour ce

Administrator to speed up the performance.
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Figure 2.10:

—_—

User DSN  System DSN  File DSM  Drivers  Tracing Connection Pooling  About

Connection Pooling Timeout:

Driver Mame Fool Timeout 2
QDEBC Driver 13 for SQL Server &0
QDBC Driver 17 for SQL Server &0
SQL Anywhere 17 <not pooled:
SQL Anywhere 17 - Oracle <not pooled:
SQL Senver 1]
Set Connection Pooling Attributes x
SQL Anywhere 17
oK
[ () Don't pool connections to this driver
| (®) Pool Connections to this driver Enirel
Time that unused connections remain in the pool
in seconds: &0
QK Cancel Apply Help

2.4.5 64-bit database cannot be connected from IIS

When connecting with a 64-bit database (such as informix, ASE etc.) from the PowerServer
Web APIsthat runsin the same process asits I1S worker process (in-process hosting), the
following error occurs:

ERROR [ 1 MD14] [Mcrosoft] [ ODBC Driver Manager] The specified DSN contai ns an
architecture msmatch between the Driver and Application

Cause:

A 32-bit (x86) self-contained deployment published with a 32-bit SDK that usesthein-
process hosting model requires that the Application Pool is enabled for 32-bit; while a 64-
bit (x64) self-contained deployment that uses the in-process hosting model requires that the
Application Pool is disabled for 32-bit.

By default, the Application Pool is enabled for 32-bit.
Solution:
When using a 64-bit database, disable the Application Pool for 32-hit.

To do so, in 11S Manager, navigate to Application Poolsin the Connections sidebar. Select
the app's Application Pool. In the Actions sidebar, select Advanced Settings. Set Enable
32-Bit Applicationsto False.
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License errors

3 License errors

3.1 Failed to call the license server API
When running the installable cloud app, the Web API console displays the following error:

2021- 01- 27 01: 28: 32, 094 ERROR Power Server. C i ent. Power ServerCient.LogMessage [0] -
MESSACE: Failed to call the |icense server Api.

(Error connecting to https://api psoat est. appeon. cont . wel | - known/ openi d-

configuration. A connection attenpt fail ed because the

connected party did not properly respond after a period of tinme, or established
connection failed because connected host has failed

to respond..)

Cause & Solution:

First, please note that it is possible that the PowerServer console may output the following
error information but the application is still running properly. That is because the system
allows a grace period in cases when PowerServer fails to validate the license. After the grace
period, PowerServer will stop responding the requests from the application.

The error here indicates that PowerServer cannot connect to https.//api psoatest.appeon.com.
However, according to the latest information in PB Help, PowerServer isrequired to connect
to https.//apips.appeon.com and https.//apipsoa.appeon.com, or https.//apips.appeon.net and
https.//api psoa.appeon.net. The cause of the error must be, the PowerServer Runtime version
istoo old. Y ou shall manually update the Power Server .Cor e and Power Server .Api NuGet
packages to the latest version.

3.2 Failed to login the license server
When running the installable cloud app, the Web API console displays the following error:

2021- 01- 27 01: 28: 32, 240 ERROR Power Server. C i ent. Power ServerC ient.LogMessage [0] -
MESSACE: License Exception: Failed to |ogin the

license server. (lnvalid_client) at
Power Ser ver . Sessi onFacade. Cr eat eSessi onl dAsync(String appNane, String
clientEncryptString,

Cancel | ati onToken cancel | ati onToken))

Cause & Solution:

The "invalid-client" error occurs because the license codeisinvalid or the license code
cached in the system has expired. Please try the following:

1. Check the license code included in the PowerServer project matches the one you obtained
from the Appeon website;

2. Clear the PowerServer cache and then build and run the Web APIs again;

To clear the PowerServer cache, go to %SystemDrive¥\Users\[ username]\.nuget

\packages, and delete the folders starting with "dwnet", "powerserver", "snapobjects’, and
"powerscript".

3. Make sure that PowerServer is connecting to the correct license servers: https.//
apips.appeon.com and https.//api psoa.appeon.com, or https.//apips.appeon.net and https.//
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apipsoa.appeon.net. If not, update the Power Server.Cor e and Power Server .Api NuGet
packages to the latest version.

3.3 Cannot access License.json

When the application is deployed to a subfolder under the I1S Web root, the first access to the
application always failed while the subsequent access is successful.

Cause

When tracking the request using Fiddler, the CreateSession request failed at the first access
to the application, and the following error message is returned: errmsg=A ccess to the path 'C:
\i netpub\wwwroot\A pp\A ppConfig\License.json’ is denied.

Solution 1:
Grant Internet Guest Account and I1S Process Account proper rights to manipulate the Web
Root folder. Below are the detailed steps:

1. Right-click on the C:\Inetpub\wwwroot folder. Select the Properties item and select the
Security tab page;

2. Add I1S_ISERS(or NETWORK SERVICE) if it isnot listed in the box "Group or
usernames’;

3. Grant Full Control permission to the 11S_ISERS (or NETWORK SERVICE).
4. Restart the 11S server (iisreset.exe).

5. If the issue persists, please try granting "everyone" user full control permission on the C:
\i netpub\wwwroot\[appname] folder.
Solution 2:

Refer to the article below to set an account in the administrator group to the Identity
property for DefaultAppPool: https://campusl ogicinc.freshdesk.com/support/sol utions/
articles’5000713210-changing-identity-user-for-iis-application-poal.

Restart the 1S server (iisreset.exe).
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Others

4 Others

4.1 Failed to update NuGet packages in PowerServer C# solution

The PowerServer C# solution failed to update the NuGet packages; or the PowerServer C#
solution failed to build because the dependent NuGet packages were not updated.

Solution:
1) Make sure the computer can connect to the NuGet site (https:.//www.nuget.org).
2) Clean and then rebuild the PowerServer C# solution.
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Introduction

1 Introduction

PowerServer deployments are different from traditional PowerBuilder client/server
application deployments in the following ways:

During the PowerServer project compilation and deployments:

 All DatawWindows/DataStores are automatically converted to .NET models, and then
automatically exposed via REST/JSON APIs,

» All embedded SQLswill be deployed to the server side, and then automatically exposed
viaREST/JSON APIs,

» All PBD files are broken down very granularly into each individual object/definition file.
When an end user starts an installable cloud app for the first time:

» Each client must download and install a supporting program, Cloud App Launcher, and
also download the supporting runtime files;

» Each client will download the app files from the web server. There are two possible ways:
Download the app files as necessary, or download all the app files at app startup.

* Itispossiblethat some preload event (e.g., commands for environment detection or control
registration) shall be executed before the app starts.

When an installable cloud app startsto run:

» The app has no dependency on aweb browser (type, version, or settings), and will run and
update itself as needed over the Internet;

» Theapp runsin aweb or cloud environment instead of the previous on-premise
environment. It is powered by REST APIsthat interface with the data sources, and such
REST APIsis hosted in PowerServer in apublic or private cloud.

Due to the above differences, it can be well expected that the relevant performance behavior
will be different from the client/server applications. This document will provide you

some common performance tuning techniques to get maximum performance out of the
PowerServer project development and implementation.
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2 Performance suggestions on project
compilation and deployment

It isnormal behavior that the PowerServer Toolkit would take 3to 4 timesaslong asa
normal compile. There is much additional work to do, including:

Obtaining database schemafor the conversion;

Converting DataWindows to C# models and static SQL s to C# properties,

Breaking down all PBD files granularly into each individual object/definition file;

Encrypting compiled files,

Deploying the files to the web server, or packaging the files, etc.
There are afew tips for you to speed up the process:

» Usethe local machine as the development environment. This means that you set up the
Web server, PowerServer, and database server on the local machine, and the database
server type and version shall be the same as the one to be used in the production
environment.

» Make sure that the option "During compilation, report unsupported PowerScript features
for PowerServer deployment” is selected in the application additional properties. The
unsupported features report can help you quickly locate and fix problems related with
PowerServer deployment.

* You need not sit and wait for the whole processto finish. It is possible to build the
PowerServer projects through scripts (see Tutorial 7: Building your PowerServer project
with commands).
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3 Performance suggestions on loading
Installable cloud apps for the first time

When an end user starts an installable cloud app for the first time, a number of fileswill be
downloaded from the web server to the client machine, such as Cloud App Launcher, runtime
files, the app files, and image files. The downloading performance depends on the network
status for sure. Besides, you need to plan the download timing carefully through the relevant
PowerServer project settings. Specifically:

» Consider whether to enable or disable the security-strengthening options. These options
will add some time marginal time. If judging from the nature of your application, security
isnot amajor concern, you may disable them.

* Inthe project settings | General tab, the option "Encrypt all the compiled p-code files"

* Inthe project settings | Run Options, the option "Validate the application integrity before
the app runs’

» Consider whether to download the files as necessary, or at the app startup. The total time
is no different, but you may want to shorten the initial waiting time for the users. The
relevant options are:

* Inthe project settings | External Files tab, the option to add images and videos in the
"Images/videos dynamically loaded" section;

* Inthe project settings | Client Deployment tab, the options "Download the app files as
necessary" and "Download all the app files at app startup”.

If you select the "Download the app files as necessary”, the following files will be
downloaded before the app runs: 1) The PowerBuilder Runtime files; 2) The application
executable; and 3) The files you selected to be preloaded in the External Files settings.
The other files are downloaded only when they are called by the app.

If you select the "Download al the app files at app startup”, the runtime files, app
executable, the application files, and external files are al downloaded at the startup,
except for the image files that are set as “ dynamically-loaded” in the External Files
settings.

Note that usually, if you have already run certain function of an application, when you
run it again, there is no need to download any additional files.

» Consider to transfer external files as compressed packaged or in uncompressed format. If
an external file/file folder will not change after downloaded to the client, add them to the
"Files preloaded as compressed packages' section; if some external file will change often
such as config files (XML, INI, etc.), add them to the "Files preloaded in uncompressed
format" section.

* Minimize thefilesthat shall be downloaded to the client. For example, in the project
settings | Runtime, make sure that only the required runtime modul es are selected.
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4 Performance suggestions on running
Installable cloud apps

There are two hypotheses about the performance of running installable cloud apps:

1. The PB application does not have performance problems; but the installable cloud app has.
In this case, the performance problem may be caused by the connection network.
And the possible reasons are:

* The networks connection is Slow or unstable;

» The data package istoo large or the SQL syntaxes are not efficient that result in long
communication time in a single communication;

» The same functionality frequently communicates with the server that results in repeated
connection performance expense, etc.

In the case, you should: 1) First consider to reduce the communication times between
the client and the server so to reduce the connection performance expense; 2) Secondly,
consider to optimize the efficiency of each communication, for example, by retrieving
only the necessary data and using the optimal relational calculusin the SQL syntaxes,
etc.3) Continue reading the suggestions provided in this chapter and take the suggestions
applicable to your application.

2. Both the PB application and the installable cloud app have performance problems:

If the PB application has performance problems, the deployed installable cloud app will
definitely have performance problems as well.

In this case, you should:

1) First consider to optimize the performance of the PB application and the database

by using all kinds of available system tools. For example, you can use the transaction
track analyzer provided by the database provider to analyze and optimize the database
performance. Usually, popular database providers provide performance analysis and
optimization tools with their databases, you can use these provided tools to optimize the
databases.

2) Secondly, after you make sure that the PB application does not have performance
problems, use the hypothesis 1 to analyze the installable cloud app.

4.1 Debugging the performance

If you want to find out what factors/operations cause the performance issue, we suggest that
you download Fiddler and use it to track the web traffic between the application and the
server, and then locate the web page/operation that is running slowly. For more instructions
on how to use Fiddler, please check here: Debugging with Fiddler. Be sure to run the
PowerServer Web APIs before you start Fiddler (or any other Web debugging proxy tool).
Otherwise, the PowerServer Web APIswill fail to start.

In addition, when the Web APIsis running, you can check the health status of Web APIs
by running https://[Web-API-URL]/health-ui in aWeb browser, for example, http://
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local host:5009/health-ui/. The health check report contains checking items such as SQL
execution performance, the status of local network. It can help you identify the configuration
issues or network connection failures affecting the performance.

4.2 Working against the impact of Internet and slow networks on
runtime performance

Network chatter and network-intensive code really highlight the weakness of a poor network
connection. Any code that resultsin a server call when executed multiple times sequentially

has potential to create network chatter. Here are several common examples of the code that
will result in server calls:

» Embedded SQL (Select, Insert, Delete, Update, Cursor);

Invoking stored procedures or database functions;

Datawindow/DataStore functions (Retrieve, Update, ReselectRow, ShareData);

DataWindow/DataStore events (SQL Preview, RetrieveRow);

Transaction functions (SyntaxFromSQL )

Invoking a Web Service.

Each of the above statements (except SQL Preview and RetrieveRow) will generate one call
to the server. If any of the above statements are contained in aloop or recursive function,
well depending on the number of loops, even though it is just one statement it would be
executed multiple times generating multiple server calls. Needless to say, loops and recursive
functions are some of the most dangerous from a performance perspective.

Thereason it isimportant to minimize server callsis because it can take 100 or even 1,000
times longer to transmit one packet of data over the Internet compared to a LAN. Imagine

an event handler istriggered, for example handling an "onClick™ event, whose execution

will result in 80 synchronous server callsover aLAN with latency of 2 milliseconds (ms).

In such scenario the slow-down attributed to network latency would be 0.16 seconds (80 x 2
ms). Now imagine this same event handler running over aWAN with latency of 300 ms. The
slow-down attributed to the network latency would be awhopping 24 seconds (80 x 300 ms)!
And depending on the amount of data transmitted there could be additional slow-down due
the bandwidth bottlenecks.

It isimperative for the developer to be conscious that PowerBuilder applications deployed
to the cloud may not be running in aLAN environment, and as such there will be some
degree of performance degradation. How much depends on how the code is written, but in
most cases the performance degradation still falls within acceptable limits without much
performance optimization.

Should you find that certain operations in your application are unacceptably slow, the good
news is there are numerous things that you can do as PowerBuilder developers to ensure your
PowerBuilder applications perform well in a cloud environment or on slower networks. At
ahigh-level, your code needs to be written such that the server calls and other performance
intensive code is minimized or relocated to the middle-tier or back-end.
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4.3 Hosting Web APIs and database on the same LAN

Same as any other web applications, for installable cloud apps, the PowerServer Web APIs
must be published to a server that locates on the same LAN as the database server. If the
database is not on same network as the Web APIs, every request has to go along way from
PowerServer to the database, it is highly possible that there will be performance problem.

4.4 Web API publishing method

To ensure the Web API execution performance, it is strongly recommended that you publish
the Web APIsto 1S or Docker or Kestrel. The performance would be much affected if you
just use the Compile & Run Web APIs (that is, running the Web APIs from the SnapDevelop
IDE). See Tutorials for step-by-step instructions on how to publish the Web APIs.

4.5 Optimizing database server performance

Setting appropriate values for the database parameters based on the actual needs can reduce
the occurrence of database deadlock and block hence can improve the concurrency and
stability of the Web application.

Common database optimization techniques include: optimizing the table structure, using
proper index, and optimizing SQL statement. Additionally, check the following database
server settings:

4.5.1 Connection Pooling

Instead of opening and closing connections for every request, connection pooling uses a
cache of database connections that can be reused when future requests to the database are
required. For example, right now the connection pooling is enabled by default for SQL
Anywhereif the database server is on the same machine as PowerBuilder. If SQL Anywhere
ison adifferent machine, you need manually enable the connection pooling.

4.5.2 Command Timeout

Setting appropriate timeout period for commands based on the actual needs can reduce the
occurrence of database deadlock and block. Y ou may set the timeout values for transaction,
session, and request in the PowerServer C# solution > Server API s project > AppConfig >
Applications,json file,

4.6 Tuning excessive server calls

4.6.1 Overview

Excessive server callsin agiven operation can create performance issues for that operation
on slow and high-latency networks. If you are not familiar with the concept of "server cals’,
please refer to Impact of the Internet and slow networks and then proceed with this section.

This section will provide three different techniques including code examples to minimize
server calls and thereby optimize the performance of your PowerBuilder application for the
cloud.
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1. Partition transactions utilizing stored procedures
2. Partition non-visual logic utilizing server-side REST APIs
3. Eliminating recursive embedded SQL

4. Eliminating DatawWindow computed fields calling user functions that have embedded
SQLs

4.6.2 Technique #1: partitioning transactions via stored procedures
Imagine your PowerBuilder client contains the following code:

long Il _rows, i
deci mal | dec_price, Idec_qty, |dec_anount

Il _rows = dw_ 1l.retrieve(arg_orderid)
for i =1toll_rows

dw 1. Setlten(i, "price", dw_ 1. GetltenDecinal (i, "price")*1.2)
next

if dw 1.update() < O then

rol | back;
return

end if

for i =1toll_rows

| dec_price = dw_ 1. GetltenDecimal (i, "price")
Idec_qty = dw_ 1. GetltenDecinal (i, "qty")

if ldec_price >= 100 then
| dec_anpunt = | dec_anount + |dec_price*ldec_qty
end if
Next

Il _rows = dw 2. Retrieve(arg_orderid)
dw 2. Setlten(dw 2. Get Row(), "amount", |dec_anount)

If dw 2.update() = 1 then
Commi t ;

el se
rol | back;

end if

Thisis not only problematic from a runtime performance perspective since there would be
numerous server calls over the WAN, but also it could result in a"long transaction” that
would tie up the database resulting in poor database scalability.

The business logic and the data access logic (for saving data) are intermingled. When the
first "Update( )" is submitted to the database, the related table in the database will be locked
until the entire transaction is ended by the "Commit( )". The longer atransaction is the longer
other clients must wait, resulting in fewer transactions per unit of time.

To improve the performance and scalability of the application, the above code can be
partitioned in two steps:

1. First, move the business logic (or as much possible) outside of the transaction. In other
words, the business logic should appear either before all Updates of the transaction or after
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Commit of the transaction. This way the transaction is not tied up while the business logic
is executing.

2. Second, partition the transaction whereby all the Updates are moved into a stored
procedure. The stored procedure will be executed on the database side and only return the
final result. Thiswould eliminate the multiple server cals from the multiple updates to
just one server call over the WAN for saving all the datain one shot.

It is generally best to actually divide the original transaction into three segments or
procedures: "Retrieve Data’, "Calculate” (time-consuming logic), and "Save Data'. The
"Retrieve Data" procedure retrieves al required data for the calculation. This data usually
would be cached in a DataWindow(s) or a DataStore(s). In the "Calculate" procedure, the
data cached in DataStore will be used to perform the calculation instead of retrieving data
directly from the database. The calculation result would be cached back to a DataStore and
then saved to the database by the "Save Data' procedure.

Example of the new PB client code partitioned into three segments and invoking a stored
procedure to perform the Updates:

long Il _rows, i
deci mal | dec_price, |ldec_qty, |dec_anount
/I Retrieve data
dw_2. Retrieve(arg_orderid)
Il _rows = dw_1.retrieve(arg_orderid)
//Cal cul ate (tinme-consum ng | ogic)
for i =1 to ll_rows
dw_1.Setlten(i, "price", dw_ 1. GetltenDecinmal (i, "price")*1.2)
next

for i =1 to ll_rows
| dec_price = dw_1. GetltenDecimal (i, "price")
| dec_qty = dw_1. GetltenDecinal (i, "qty")

if ldec_price >= 100 then

| dec_anmpunt = | dec_anount + | dec_price*ldec_qty
end if
Next

dw_2. Setlten(dw 2. Get Row(), "anount", | dec_anount)

/| Save dat a

decl are Updat eOrder procedure for up_UpdateOrder @rderlD = :arg_orderid
@umount = :|dec_anount;

execut e Updat eOr der;

Example of code for the stored procedure to Update the database:

create procedure up_Updat eOr der (

@rderid integer,

@nount deci mal (18, 2)

)

as

begi n

updat e order_detail set price = price*l.2
where ordered = @rderid

if @grror <> 0
begi n
rol | back
return dba. uf _raiseerror()
end
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updat e orders set ampunt = @nount
where ordered = @rderid

if @@rror <> 0

begi n
rol | back
return dba. uf _raiseerror()
end
comi t
end

In summary, with the above performance optimization technique, the performance and
scalability isimproved since the transaction is shorter. The server call-inducing Updates are
al implemented on the server-side rather than the client-side, improving the response time.
Secondly, moving the business logic out of the transaction further shortens the transaction.
If the business logic cannot be moved out of the transaction, one may want to consider
implementing the business logic together with the transaction as a stored procedure. In
summary, shorter transactions equals better scalability and faster performance.

4.6.3 Technique #2: partitioning non-visual logic via server-side REST APIs

Partitioning non-visual logic and encapsulating it within server-side REST APIs means
rewriting the logics in C#, deploying them as REST APIs, and then invoking them from
Power Script. With this technique we have reduced those numerous server calls of the
database transaction to just one single call to the REST API, and at the same time created a
re-usable component that can be shared by other modules in our PowerBuilder application or
shared by other applications.

4.6.4 Technique #3: eliminating recursive embedded SQL

It is actually quite common to find embedded SQL in aloop, especially Select and Insert
statements. As explained previoudly, server calls that are recursive in nature are quite
dangerous, potentially generating tremendous number of server calls. If your application
requires loops or recursive functions, it would be best to replace any code resulting in server
calls with code that does not.

For this technique, we will assume we have Select and Insert SQL statementsin aloop.

The general ideaisto first create a DataWindow/DataStore using the SQL. Then replace
the SQL statements contained in the loop with PowerScript modifying the Datawindow/
DataStore, which does not result in server calls. If the SQL statement contained in the loop
isan Insert statement, we would want to replace that with PowerScript that would insert
datainto the Datawindow/DataStore. Once all the data has been inserted, then in one shot
we would update the DatawWindow/DataStore to the database (outside the loop), resulting

in only one server call. If the SQL statement contained in the loop is a Select statement, we
would retrieve datainto a DataWindow/DataStore before executing the loop, and then write
PowerScript in the loop to select the desired data from the DataWindow/DataStore.

The following is a code example that increases the price of a specific order by 20%, where
embedded SQL is used to update the change row-by-row (hence the loop), and then save
those changes to the database:

long Il _id
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decl are order _detail cursor for

select id fromorder_detail where orderid = :arg_orderi d;
open order_detail
fetch order_detail into :Il_id;

do whil e sqgl ca.sqglcode = 0
update order_detail set price = price*1l.2
where orderid = :arg_orderid and id = :II_id;

if sqglca.sqglcode < 0 then
rol | back;
return

end if

fetch order_detail into :II_id;
| oop

cl ose order_detail

conmi t;

Now we will replace the embedded SQL with a DatawWindow. Specifically, we will cache the
datain a Datawindow and update the database with a single Datawindow Update, resulting
in just once server call:

long Il _rows, i

Il rows = dw 1.retrieve(arg_orderid)
for i =1 to ll_rows

dw 1. Setltem(i, "price", dw_1.GetltenDecinmal (i, "price")*1.2)
next

if dw_ 1.update() = 1 then
commi t;

el se

rol | back;

end if

With this technique we have just eliminated server calls from inside the loop, reduced the
number of server callsto just one, and created a data caching mechanism at the client-side
that can be used to feed data to other controls of the PowerBuilder client.

4.6.5 Technique #4: eliminating DW computed fields calling user functions that
have ESQL

If the computed fields in the DataWindow call user functions that have embedded SQLSs, for
each Datawindow record, the application will need to do a complete round-trip to execute
those embedded SQLs. For the PowerBuilder native client/server application, a complete
round-trip is "from app to DB"; while for the PowerServer installable cloud application,
acomplete round-trip is "from app to PowerServer then to DB". Due to the three-tier
architecture of the PowerServer installable cloud application, if there are lots of DataWindow
records, the performance impact may become significant and noticeable.

To avoid any potential impact, please try the workarounds bel ow:
» Workaround 1: Change the Datawindow SQL to join related tablesto get data directly.

» Workaround 2: Retrieve al required datato a DataStore and modify the user function to
get data from the DataStore instead of from the database.
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4.7 Minimizing large data transmissions

4.7.1 Overview

Suppose you have worked hard to make an application Web-ready using Appeon, and, using
your test data, it seemed to perform acceptably. Then, when your users provide "live" test
datain realistic volumes, you discover that the application takes along time to load, and
worse, along time to respond to your user's input. What to do?

Wl first you should confirm that your issue is not caused by excessive server calls (see
Tuning: Excessive Server Calls). The reason is that majority of the time, PowerBuilder
applications are coded such that as additional rows of data are retrieved logic is executed to
validate, manipulate, or otherwise handle the data, which can result in server calls. As such,
the more rows of data are retrieved the more server calls are made.

Once you are certain the slow-down is not caused by excessive server calls then you can
consider reducing the size of data transmission. At a high-level there are several techniques
you can employ:

» Thefirst and most popular is staging the data retrieval into manageable increments. For
example, you can expose a Next button, and have the application respond to this button
click by getting the next logical segment of the result set just like typical Websites or Web
applications. Technique #1. retrieving data incrementally gives you instructions on how to
achieve this.

» Another techniqueis to create multiple smaller "specific" views rather than one larger
"genera” view. Consider adding SQL WHERE clauses based on more search criteria,
thus retrieving only the amount of data that is absolutely necessary for a particular view of
interest.

* If you have a choice between reducing the number of rows retrieved, and reducing the
number of columns, note that a small reduction in columns (described below in Technique
#2: minimizing excessive number of columns) can improve performance to an even greater
extent than areduction in rows. Thisis because most of the time, loops, whether in the
application code or in the virtual machine, visit columns first and then rows.

Anything you do to reduce the size of the result set in one way or another can only improve
performance and possibly improve usability of your application as well.

4.7.2 Technique #1: retrieving data incrementally

4.7.2.1 For Oracle database server

Oracle includes a pseudo-column called ROWNUM which allows you to generate alist of
sequential numbers based on ordinal row. If your application uses Oracle database, apply
your Oracle skillsand ROWNUM to limit the number of returned rows. For example, this
guery selects the 10 rows from atable:

SELECT *
FROM (SELECT rownumr, t_dwstyle grid_enploy.enpid FROMt_dwstyl e _grid_enpl oy)
WHERE r BETWEEN 10 AND 20;
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Y ou can impose a NEXT button to the Datawindow. In the Clicked event of the NEXT
button, the query changes with ROWNUM increments by 10. Therefore, when the NEXT
button is clicked, the DataWindow displays next 10 rows.

4.7.2.2 For all other database servers

If your application uses a non-Oracle database (for example, Microsoft SQL server) you can
use the following SQL syntax to limit the number of returned rows to the DataWindow:

SELECT TOP 10 *

FROM ny_t abl e

VWHERE Tabl e. pri mary_key > = :bottom
ORDER BY Tabl e. pri mary_key;

Before retrieving the first page of data, "bottom™ should be set to a value smaller than any
primary key value in the table.

Based on this SQL statement, you can implement Next and Previous buttons for the
Datawindow. Their Clicked events increment or decrement the bottom variable so that its
value matches the primary key value in the first row you want to retrieve then execute the
above SQL statement.

4.7.3 Technique #2: minimizing excessive number of columns

Asthe number of rows in the result set increased, the number of columns will cause greater
degradation on performance, especially for nested loops in your application which process
rows in the outer loop, and columns in the inner loop. Sometimes the excessive number of
columnsisintentional and other timesit is unintentional.

A sign of unintentionally excessive columns would be the SQL syntax Select * From:
consider modifying this syntax to Select fieldList From, where fieldList is the comma-
separated list of all, and only, those fields your application will actually need. The
performance of the SQL syntax using asterisk will be automatically degraded any time your
database administrator modifies the database design by adding columns.

A sign of intentionally excessive columnsis simply along list of columnsin your SQL Select
statement. Consider analyzing your actual needs to make certain al columns are necessary.

It may be possible to request certain columns (needed only in exceptional circumstances) in

a separate SQL operation. Please keep in mind if the Visible property of acolumn is set to
zero (the control is not visible), even though the Column cannot be seen, it is still impacting
performance.
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Overview

1 Overview

PowerServer projects have the typical web application structure, consisting of client and
server sides. The client-side contains the functionality that a user interacts with, and the
server-side deals with the database operations. Y ou need to first decide what operations
and functions you will debug, and then choose the right debugging technique and tool.
Specificaly:

For client-side operations that have no database interactions, you can continue using the
debugging functionality in the PowerBuilder IDE.

For more instructions, please check the existing documentation: Debugging an application
in PowerBuilder User Guide.

For client-side operations that interact with PowerServer or the database, consider to use
aweb debugging proxy tool to capture HTTP/HTTPS traffic between the client and the
server, to find out where the issue is rooted: the client, the server, or REST API services.

For more instructions, please refer to: Debugging with Fiddler.

The unsupported features report and logs during the deployment and running of
PowerServer projects can be helpful for locating the causes of the errors occurred during
the process.

For the list of logs and unsupported features report available and their locations, please
check Logs and unsupported features report.

Then, there are afew debugging case studies targeting to showcase how to handle real-world
issues. Please check the Debugging case studies for the cases that apply certain debugging
techniques and tools, and the Troubleshooting Guide document for common errors and their
possible solution.
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2 Debugging with Fiddler

Y ou may use any web debugging proxy tool that you are familiar with to inspect the traffic
between the client-side of an installable cloud application and PowerServer. Telerik Fiddler
isone of the options. This section uses Fiddler as the example to explain the relevant
techniques.

2.1 Installing Fiddler

Please install Fiddler on the computer that you plan to run and test the installable cloud app
deployed from a PowerServer project.

1. Inthe web browser, navigate to: https.//www.tel erik.com/download/fiddler

2. Fill the form, accept the license, download and install.

Alternatively, you can download directly from here too:
https:.//tel erik-fiddl er.s3.amazonaws.com/fiddler/Fiddl er Setup.exe

2.2 Configuring Fiddler

The first time you run Fiddler, make sure to enable logging for HTTPS traffic with the
following steps:

1. Click Tools> Fiddler Options>HTTPS.

2. Click the Decrypt HTTPS Traffic box.

Options n

Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates.
Capture HTTPS CONNECTs E-gctiuns

| Decrypt HTTES traffic

Certificates generated by CertEnroll engine

Help Mote: Changes may nottake effect until Fiddler is restarted. [4] 4 Cancel i

3. Inthe popup dialog that asks you whether you trust the Fiddler Root certificate, click Yes.
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By default, Fiddler does not capture and decrypt secure HTTPS traffic. To capture data sent
through HTTPS, the HTTPS traffic decryption must be enabled.

For more configuration settings on Fiddler, you may refer to: https.//docs.telerik.com/fiddler/.

2.3 Configuring the PowerServer project
To enable that Fiddler can successfully capture the traffic, make sure that the Web APl URL
setting of the PowerServer project uses the actual 1P address, not "localhost”.

General Libraries External Files Runtme Signing  Client Deployment  Run Options  Web APIs

Cwverwrite server settings and auth template

Web API URL

The app will connect to the PowerServer at the following Web API URL. The URL is the same for all the projects in the
same solution,

*\/eb APT URL: http: /172, 16. 100,20} 5009|

scheme:/fhost[:port] [fpath]

License settings

2.4 Running the PowerServer Web APIs and then Fiddler

Be sure to run the PowerServer Web APIs before you start Fiddler (or any other Web
debugging proxy tool). Otherwise, the PowerServer Web APIswill fail to start.

Reason is Fiddler (as well as any other Web debugging proxy tool) works by adding itself
asaproxy instead of using your current proxy settings; therefore it will change your proxy
settings on startup and reverts them back to what they were when Fiddler is closed. If the
PowerServer Web APIs connects with the NuGet site and Appeon site through a proxy
server, it may fail to start.

2.5 Capture HTTP(S) with Fiddler

Open up your favorite browser, and simply navigate to the URL of the installable cloud app.
Y ou will seethe requests sent to PowerServer in the section containing list of sessions, (the
left pane)

@ Telerik Fiddler Web Debugger

File Edit Rules Tools View Help GET/book [% GeoEdge
28 WinConfig () ## Replay X~ b Go | ¥ Stream £ Decode | Keep: All sessions + &
# Result Protocol H{ URL
=3 200 HTTP 172.16.9,79: 5009  fapi/ServerApi/CreateSession
=P 200 HTTF 172,16.9,79:5009  fapifServerApifverificationresult
83 200 HTTP 172,16.9,79:5009  fapifServerApi/ConnectAndCreateTransaction
=g 200 HTTP 172,16.9,79:5009  fapifServerapifverify
= 200 HTTP 172.16.9.79:5008  fapifServerApi/SelectiithParm

After selecting one of those sessions, click on Inspectors tab, then the TextView tabs to view
the request sent to the server and also the response returned from the server.
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URL
JUpdateCheck.aspxrisBeta=False

w. fiddl 1443

J[apifServerApif/CreateSession
JapifServerApifConnectAndCreateTransaction

@ Statistics ::;éé Inspectors % AutoResponder [# Composer g FiddlerSeript [ Log [ Filters = Timeline |47 APITest

Headers Textview SyntaxView WebForms HexView Auth Cookies Raw JSOM XML

{"version":"1.0" "requestid":"EOC82D4A-3DCA-4d F-

\AC83-633DF48CT3DA", "appname":"_syntax","session”:"K5c|3Bve3F UygbsJACFSbI6TZRxou2XCBFedW/ Eqw ZRGR Zv 22EABGCkjHEVE 1LiEtw Uh6PiPrb+gmk G 7/97a370j5
kGE\Fm4e\/Impl4 TNBX3UWIBVjwN YFgtC\VtOkpHG 0B8Rk DwHFU6dIq0i/513gEnt HORw 38C 5D 1 Dyfze Vk NMY 119e 0Mc SLUCe/SPK3F","type .7, "transaction” null,"cortert":{"

JapifServerapifverificationresult
JapifServerApifverify
JapifServerApi/SelectiithParm

connect™ {"cachename" ™" “transactionname"-sqlca” "params"-{“dbms™-"ODBC" "servemame"" "logid" " "logpass" " "database” v dhpass™ ™" "dbpam’-"
Connect String="DSN=Postgre SL30; UID=postgres:PWD=postgres™ "autocommit" false, "lock":""}}}}

trieveWithParm

0:0 0538 ‘Find.‘. {press Ctrl+Enter to highlight all) | | View in Notepad H |

Transformer Headers | | Textview | SyntaxView | Imageview HexView WebView | Auth Caching Cookies | Raw JSON XML

{"version":"1.0" "requestid":"E0C82D4A-3DC4-4d -
\AC83-639DF48C13DA" "appname™:"_syntax","session” {"emcode™:0,"enmsg"null}, "type":7,"transaction™:{"sglcode "0, "sqldbcode ™0, "sglentext " null,"sglnrows™:0, "sqlretumd
lata":null,"transactionid":"651e510-87ac-463-8e 72-ec 7091282a08-2"}."content " {"serverconfig™:{"delimitidentifier": "no" 11}

utodiscover.xml

If the response body is encoded, click to decode:

@ statstics Tk mmspectors # AutoResponder (& Composer i FiddierSaript 5] Log [ Fiters = Timeline [ APITest
Headers | [Textview | Syntawview | WebForms | Hexview | Auth | Cookies | Raw | 1ON | xML

07-B566-4bf8-9EAD-FBASFESSDID1"."

UIUYbwUcRYpiydb PG XWWV Tu7Yyoz g 7Hj gHSAqcOWDL iOshump 0f3

DymsZD Z0yVitUc'Y8+9;

{"version":"1.0" "requesti

[+/432NFo5gWeZowaz rame" transactionname"-"gir_frame" "params ™ {'dbms"-'OLE-

MSS" servemame" ibpam"“PROVIDER='SQLOLEDB' DATASOURCE='172.16.2.254' : ‘ PROVIDERSTRING =t ' gr_frame" "autocommit"false. lock" “RU"H]}
00 ofess Find... (press ColfEnter to highight al]

‘ [ Responsebody is encoded. Clickto decode, I

[Transformer | Headers | TextView | Syntaxview | ImageView | HexView | WebView | Auth | Caching | Cookies | Raw | JSON | XML

Response body: 269 bytes.

Chunked Transfer-gncading Help...

2.6 Filtering the results

It is daunting task to check through hundreds of requests, therefore you may use filtersto
filter the results.

Get Started @ Statistics :ﬁ Inspectors % AutoResponder [# Composer E Fiddler Orchestra Beta <5 FiddlerScript  [E] Log = Timeline

Use Filters

Hosts
-MNo Zone Filter - ~
-No Host Filter - ~

Client Process
[ Show only traffic from

1 Show nnlv Tnternet Frenlorer fraffic 1 Hide traffir fram Servire Host

For example, you can:

» Hide success (2xx) — Thisrule will remove all of the successful web requests. (An HTTP
status code of 200 means success). Usually you do not want to have to look through all of
the successes to find the missing files, content expiration intervals that are not properly set,
etc.

» Hide Image Requests — Thereisrarely debugging that can be done on how images are
downloaded, you can hide the image requests.
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2.7 Inspecting the results

Based on what is reported in Fiddler, you will get what is the next step to take to debug
failuresin the application.

1.

Result: 502

Result “502" means that Fiddler's request for aweb page was blocked (or request delayed)
by the site's web server or firewall or load balancer, causing the request to timeout.

When it happens, please check whether the connection from the current computer to
PowerServer can be successful or not.

Result: 404
Result “404” means that the requested item is not found. If it occurs, please check whether
the file exists on the web server.

Database related SglCode and SglErrorText

In the TextView of the requests, if you find an error with SQL Code or SglErrorText, it
must be something wrong with the database operations. In this case, please further check
the relevant code or .cs file behind the request, to seeif there is something wrong with the
code or the NET DataStore model (converted from the PowerBuilder Datawindow), or
the SnapObjects Runtime.

Dataretrieval

Y ou can view the composition of the DataWindow that is performing the data retrieval,
and check into possible retrieval errors.

& Stream [ Decode | Keep: All sessions ~ & Any Process 44 Find [l Save | B8] () @ Browse ~ g Clear Cache T TextWizard | & Tearoff | MSDN Search.. (@ & Online 2
st URL (%) statistics i tspectors # AutoResponder [ Composer igg FiddlerScript 5] Log [ Filters = Timeline | <7 APTTest
i [UpdateCheck.aspx?isBeta=False Headers Textview | SyntaxView WebForms HexView Auth Cookies Raw JSON XML

fo i feldler 2 comiaad {"version":"1.0","requestid”:"951BA40D- 1BAF-4342-9E 76-9D4CEAA1592C ", "appriame ;" _syntax","session"";"K5c| 3Bve 3F Uyabs ACI SbI6TZRuou2XC BFed W/ ElqwZRGRZv
39 fapi/ServerApi/CreateSession 226885k HEVE T LiEtw UhBPiPrb ~gmk (i 7/37c X0U ey Y6Q +2KNR Yh Yrict fmjVh KD/ Flhvy Ttv Da Up Y MuPRzv 3X9HH3 INPJSWmNROq To /K| h TZ YhvOd60
9 f’ap\,’ServerAp!anranct.AndCrEahETransatnnn " "ype™ 1 "transaction”-{ transactionid" "5 1e 51 (-1 Tac 463-Be 72
» fap‘fse”‘e“‘Pff”’!ﬁﬂa“””*s“" lec7091e82a08 2"}, "content "{'retrieves™[{ retrieveid":"951BA40D-1BAF 4342 5E76-304CE4AT592C" "parent™ " "datacbject""d_employ" "parentcolumn™"" "isreport” fals
98 fapifServerApijverify - “iscymamic™false "dwsyntax™ ™" "sql" ™ "orocessing” 1 "arguments” [T}

19 fapifServerApi/SelectWithParm

19 [api/ServerApi/RetrieveWithParm

0:0  0/577 |Find.‘. {press Ctrl+Enter to highlight all}) | ‘ View in Notepad ” |

Transformer Headers | TextView | Syntaxview ImageView HexView WebView Auth Caching Cookies Raw JSOM XML

{"version":"1.0" "requestid":"951BA40D-1BAF-4342-9E76-9D4CE4A1592C" "appname™:"_syntax”,"session” {"emcode™:0,"emmsg " null},"type" 1,"transaction™:{"sqlcode™: ~
0, "sgldbcode™:0,"sqlentext™:null,"sginrows":0, "sqlretumdata ™ null, "transactionid" null}, "content " {"event™ {"dbemor"null}, "resultsets™ [{"retrieveid":"951BA40D-1BAF-4342-
SE76-9D4CE4A1592C"  isreport" false,"sgldbcode -0, "sglemtext " null, "columns":[{"Index":0,"Name":"Emp_Id","DataType""long"."Length "0, Precision™:0} {"Index":1,"N
lame":"Manager_Id","DataType":"long"."Length":0."Precision”:0}.{"Index":2."Name":"Emp_Fname","Data Type":"string"."Length":0." Precision ":0}.{"Index":3."Name"."E
imp_Lname","DataType":"sting”,"Length0." Precision":0}.{"Index":4,"Name":"Dept_|d","Data Type":"long""Length":0."Precision":0}.{"Index"":5,"Name""Street","Data
Type":"string","Length":0,"Precision":0}.{'Index":6,"Name":"City"," Data Type": "sting", "Length™0, "Precision":0}, { Index":7,"Mame": " State"," DataType " "string","Length
":0,"Precision”:0},{"Index":8,"Name":"Zip_Code","DataType":"string","Length":0,"Precision":0},{"Index":9,"Name":"Phone","DataType " "sting","Length":0," Precision”
0}.{"Index":10,"Name":"Status"," Data Type": "sting","Length":0," Precision™:0}, {"Index":11,"Name":"Ss_Number","Data Type":"string","Length":0,"Precision":0},{"Index"

12,"Name":"Salary","Data Type":"decimal”,"Length":0," Precision":0} {"Index":13,"Name™:"Start_Date","Data Type":"datetime"”,"Length™0." Precision":0}.{"Index": 14,"Na
me""Termination_Date","DataType":"datetime ", "Length -0, "Precision":0}.{"Index":15,"Name":"Bith_Date","Data Type™:"datetime","Length":0," Precision™0}.{"Index": 16
."Name""Bene_Health_lns","DataType" "string","Length":0,"Precision":0}.{"Index":17,"Name""Bene_Life_Ins","Data Type":"string","Length":0," Precision":0}.{"Index"

18,"Mame":"Bene_Day_Care"."Data Type":"string"."Length":0." Precision":0}.{"Index": 19."Name™:"Sex","DataType""string","Length":0,"Precision":0}.{"Index":20,"Nam
e":"Images"."Data Type" "string"."Length":0."Precision":0}]."data":[{"Emp_Id":102,"Manager_ld" 703, "Emp_Fname":"FBertrand " "Emp_Lname":"Bertrand

" Mart 47 UETR M Chrmat el ] MG ta ML

. Data type mappings

Pay attention to the data types used in the deployment application or returned by
PowerServer when executing SyntaxFromSQL. If the data type is different from what is
specified in Data type mapping tables, you may need to make the necessary adjustments to
the model .csfile, or possibly in the original SQL.
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2.8 Analyzing the performance

Y ou can analyze the performance of a module by understanding the information in the

Fiddler's Statistics tab, especially:
* Request count

* Overall elapsed

© Progress Telerik Fiddler Web Debugger

File Edit Rules Jooks View Help

28 WinConfig () ¥ Replay X = b Go  # Stream (i Decode = Keep: Al sessions @3 Any Process 33 Find [l Save |18} () @ Browse -

- o x
gr Cache [T TextWizard | [& Tearoff | MSDN Search.. @ & Online X
] Composer G Fadersaipt [ log [ Fites = Timeine

ders:210; body:8s7)

This traffic was captured on 20215105278

Resut  Protocol Host  URL 2
29 00 HTTR 172.16.8.10:5000  fapi/ServerApi/CreateSession
10 20 HIP 172.16.8.10:5000  fapi/ServerApiVerificatonFies
@Bn 20 HIP 172.16.8.10:5000  fapi/ServerApi/verificatonresuit
Bz E 172.16.8.10:5000  fapi/Serverapifvery
Bll 200 HIOP 172.16.8.10:5000 1AndCs
HTTP 172.16.8.10:5000 api/ServerApiRetieveWithPam
HTTR 172.16.8.10:5000 fapi/ServerApiRe trieve ithPam ClientConnseted:
TR
e
HTTP
2 HTTP
<325 200
B W0 HTTES 0.1
[EE 00 HTTPS . tafalsed
F¥] W0 HITPS logn.ive.com  jRST2.5rf
@34 unnel to  go.microsaft.com:44:
35 N2 HIRS go.microsoft.com  ffwlik/inkid=859524
& "
& 5 .
th
@ v
<

HjCapturing = All Processes

1/11,322  hip://172. 16,8, 10:5000/api/ServerApi RetrieveWithParm

A
body:568)

A Eie b b £ ez
Show Chart

Y ou can aso add Overall Elapsed as a custom column, for the convenience of view.

@ Progress Telerik Fiddler Web Debugger

File Edt Rules Tools View H

28 WinConfig () 43 Replay X~ b Go | § Stream

elp

s Decode

Keep: All se

# Overall_Elapsed
B 177 0:00:00.013

Result

200

Protocol
HTTPS

dwunit.app

|2 178
B 179
2 180
& 181
B 182
[ 183 Width:
B> 184 60 =
B 185

2 186
(B 187
I'E> 188

Customize Columns

Collection:
Session Timers v

Timer Name:

Overal_Elapsed

Column Title:

Overall_Elapsed

Learn more about customizing columns...

-3

*¥@ W W T X T WX ™ W

i
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3 Logs and unsupported features report

3.1 Deployment log

When you deploy an application, the output panel shows al the build and deployment actions
occurred during the process.

E Default

Checking the configuration information for the publishing...

Connecting to the deployment server ...

Checking the availability of Cloud App Launcher on the server...
Generating the PowerServer Web AP project. ..

Successfully generated the PowerServer Web APT project.

Updating the PowerServer project configuration parameters. ..
Successfully updated the PowerServer project configuration parameters.
Creating the .NET DataStore models from the application...

0 succeeded, 0 repeat Qerror
Fynartinn datanhiects. ..
£

You may aso find the log file at \Program Files (x86)\A ppeon\PowerBuilder 21.0\log.

3.2 Unsupported features report

If you enable the “ During compilation, report unsupported PowerScript features for
PowerServer deployment”, PowerServer Toolkit will catch and report PowerScript features
that are currently unsupported by PowerServer. Y ou can make changes into PowerScript
accordingly.

View the unsupported PowerScript features in Output > Unsupported (DWSs) tab or
Unsupported (PowerServer) tab:

iM%, pbexamw 1.pbl (C:\Users\Public\Doc
it pbexamw2.pbl (C:\Users\Public\Doc

A% pbexamw3.obl (C:WUsers\Public\Doc ¥
< >

o

=

#

x|
& Default Unsupported (Dws) Unsupported (PowerServer)

»»»»»»»»»» Compiler: Unsupported Features for PowerServer Deployment (18:01:41)

pbexamuo.pbl{p_pipe_wometer). 2: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: pipeline.
pbexamuo.pbl{p_pipe_wometer).p_pipe_wometer. 1: Unsupported (PowerServer) C0213: The feature is unsupported by PowerServer Web APIs: pipeline.
pbexamuo.pbl(p_pipe_wmeter). 2: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: pipeline.
pbexamuo.pbl(p_pipe_wmeter).p_pipe_wmeter, 1: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: pipeline.

pbexamw 1.pbl(w_connect_db).rb_settrans.dicked. 12: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: dw_1.settrans.
pbexamw3.pbl(w_pipeline_sp).w_pipeline_sp.open. 1: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: dw_result.settrans.
pbexamw3.pbl(w_pipeline_sp).cb_execute.dicked.43: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.dataobject.
pbexamw3.pbl(w_pipeline_sp).cb_execute.dicked.45: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.dataobject.
pbexamw3.pbl(w_pipeline_sp).ch_execute.dicked.52: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.start.
pbexamw3.pbl(w_pipeline_blob).w_pipeline_blob.apen. 1: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: dw_result.settrans.
pbexamw3.pbl(w_pipeline_blob).cb_execute.dicked.40: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.dataobject.
pbexamw3.pbl(w_pipeline_blob).cb_execute.dicked.43: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.start,
pbexamw3.pbl(w_pipeline).w_pipeline.ue_postopen. 18: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wmeter.dataobject.
pbexamw3.pbl(w_pipeline).w_pipeline wf_reset_window.31: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wometer datacbject.
pbexamw3.pbl(w_pipeline).w_pipeline.wf_reset_window.33: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wometer start,
pbexamw3.pbl(w_pipeline).w_pipeline.wf_reset_window.77: Unsupported (PowerServer) C0219: The feature is unsupported by PowerServer Web APIs: p_pipe_wometer .dataobject.

Ready

3.3 Web file download log

When you launch an installable cloud app at the client side, Cloud App Launcher isfirst
downloaded and installed, and then the app files. The download log of all the web files can be
found at the client side, the Cloud App Launcher:

For Cloud App Launcher without background service, the log file CloudAppShell.log is at
%L ocal AppData%o\L auncher\log;

For Cloud App Launcher with background service, the log file CloudAppShell.log is at
%L ocal AppData%o\L auncherWithService\log;
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The app file download logs are at %A ppDatao\PBA pps\A pplications\[appname]\log.

3.4 Web API request log

Y ou can enable logging for the PowerServer Web API requests at the client, by adding the
following setting to the PB.INI file (this INI needs to be deployed to the server):

[ Power Ser ver]

Api log =1

The log file (such as api202106241530.1og) will be generated at %0AppData¥\PBApps
\Applications\[appname]\log.

3.5 Debugging log in SnapDevelop

If you select Start Debugging in SnapDevelop to start ServerAPIs.exe, when an installable
cloud app calls PowerServer services, the Output panel in SnapDevelop will show the
relevant debugging information.

Tip: You can look for "SQL:" keyword in the output for the SQL syntax that PowerServer
sends to the database for execution.

3.6 PowerServer logs

3.6.1 Log4net logging

The PowerServer Web APIs adopts the Log4net logging framework for logging. The
PowerServer log files are stored in the Web API bin folder (make sure you have permissions
to write into the folder), for example, \ServerAPls\bin\Debug\netcoreapp3.1\log. The

Server API s project > L ogging > log4net.config file controls which folder under \bin\Debug
\netcoreapp3.1\log to save the log files in and the log file name. For example:

<fil e val ue="Loggi ng/| ogs/ power server. | og" />
//The log file will be rolled based on a size constraint (maxinmuntileSize)
<maxi munfFi | eSi ze val ue="100KB" />

3.6.2 Logging with the settings in Logging.json

The Server API s project > L ogging > L ogging.json or L ogging.Development.json file
contains 1) the log level of PowerServer; 2) the logs to display in the console window; 3) the
logging of SQLSs, sessions and transactions.

Settings in L ogging.json file will take effect in the production environment (for example,
when Web APIsis published and running in 11S, docker etc.). The default log level is
warning.

Settings in L ogging.Development.json file will take effect in the development environment
(for example, when Web APIsis running from the SnapDevelop IDE or the PowerBuilder
IDE). The default log level isinformation.

The event levels (in the order of severity) include Trace, Debug, Information, Warning, Error,
Critical, and None. The level change can be made at runtime (no need to restart the server).

For example, if you do not want to output logs at the Information level (more detailed level),
you can change the log level in the file from "Information™ to "Error”.
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The following is asample log:

2021-03- 05 09: 09: 09, 080 ERROR Power Ser ver Api . Server Api Control | er. LogMessage [0] -
MESSAGE: Request | d: CE1A2E41- 0C93- 4f f 9- 80FB- F98B096D4176,

Error Message: The | NSERT statenent conflicted with the CHECK constrai nt
"check_age". The conflict occurred in database "Qa_datawi ndow', table

"dbo.t_update_forcheck", colum 'age'.

The statenent has been term nated.
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4 Debugging case studies

4.1 DataWindow related errors

4.1.1 DataWindow retrieve error

An error has occurred when executing the following SQL statement via DataWindow
retrieve.

SQL syntax:

select id typeid,
"Fnane"||' - '||"Lnane" as Ful |l Nane,
diner + interval '1 day' dinneAddl,
costs* 0.85 *(case when id¥®2 = 0 then 1 else -1 end ) zk,
birthday + interval '10 day'
salary * 1.1 sales,
to_char (cast (nobi | ephone as int), " ###- ###H#- #H##' )
fromt_dwstyle alltype a
wher e /*DATEDI FF(d, bi rt hday, ' 1000-02-01') between 8 and 10*/
EXTRACT(day from birthday - to_timestanp('1000-02-01',"' YYYY-MMDD )) > 8 and
EXTRACT(day from birthday - to_tinestanp('1000-02-01',"' YYYY-MM DD )) < 10
or birthday is null
order by typeid

When the DataWindow retrieves data using the SQL, an error message pops up: The property
does not allow null value: Dinneadd1.

Debugging technique:

The error means that the model generated from the Datawindow has set non-nullable
attribute to the column. However, the Dinneadd1 column is a computed column, so it shall be
nullable. It is necessary to check the .csfile of the generated model, to find the column and
set nullable attribute to it.

For example, the column defined in the model is:

[ DWCol um( " di nneadd1") ]
public Ti meSpan Di nneaddl { get; set; }

Add the nullable attribute to the column:

[ DwCol um( " di nneaddl1") ]
public TineSpan? Di nneaddl { get; set; }

Note: If the SQL syntax containsleft join, or union, it may possibly induce similar error.

4.1.2 SyntaxFromSQL execution error
The application crashes when executing the same SQL statement via SyntaxFromSQL.
Debugging technique:

We shall first check the web debugging proxy tool, such as Fiddler, to locate at what
operation the error occurred (at the execution of SyntaxFromSQL ), and also find out the error
message captured. Check in the Inspector TextView for the possible causes:

* Isthere SglErrorText?
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* Isany column name empty? --- Check the columnname;

* Any improper date type? --- Check the datatype;

* |Issue with the column length or precision?

€ Telerik Fiddler Web Debugger

File Edit Rules Tools

View Help GET/book
28 WinConfig () ¥4 Replay X - b Go * Stream 5% Decode

eoEdge

# Result  Protocol Host
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[ 42 HTTP Tunnel to
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mail Aev annenn net

A

- O X

Keep: All sessions = &3 Any Process 33 Find Save | 8} @ & Browse ~ @ Clear Cache T TextWizard | [& Tearoff

[ Fiters = Timeline |4 APTTest
(&) statistics 4 Tspectors # AutoResponder ' Composer <3 Fiddlerseript [E Log
Headers TextView | SyntaxView WebForms HexView Auth Cookies Raw JSOM XML
{"version":"1.0","requestid":"32CF03ED-FAST-48e(-A8B2-

EFFBACTE3372" "appname":" _syntax","session":"roriCP5YFEict 2TByN3VWe 31 ZofMsJ5i Mjhp 7w Ld A+ LG R5cw SFMEBpw+

3XUmijk ZHML/6mWD/gLrXZB4Ge+7ewsfDeNFOFyv+

3LGpgSvd/zXhzACIYeePslZb Z80Cme OPnbupdavw KAsCuW ZpmWiAcWiknj MzJOPSg=", "type "4, "transaction":{ "transactionid":"923ec
419-9113-47ab-89c0-0bae 7697c037-3"}, "content:{"syntaxfromsql" {"sql":"select id typeid, bithday +interval 10 day’, now() +interval 20
hour’ newbirth, salary * 1.1 sales, to_char{castimobilephone as int), FHH-HHEE-HEH) from t_dwstyle_alltype a where /

*DATEDIFF(d bithday,"1000-02-01") between 8 and 10°/ EXTRACT{day from birthday - to_timestamp(1000-02-01",YYYY-MM-DD) > 8 and
EXTRACT(day from birthday - to_timestamp("1000-02-01""YYYY-MM-DD7Y) < 10 or bithday is null u@er by typeid

" "getextendedattributes” truel}}

0:0  0/851 |Fmd..‘ (press Ctrl+Enter to highlight all) | | View in Notepad ” |
Transformer Headers \Texmsw SyntaxView ImageView HexView WebView Auth Caching Cookies
Raw JSOM XML

{"version":"1.0" "requestid":"32CFO3ED-FAB7-4820-A8B2- ~

EFFBACTE3372" "appname":"_syntax","session”:{"emcode":0. "emmsg" null}, "type"" 4, "transaction":{"sglcode "0, "saldbcode ™ 0. "sglent
et " null,"sqinrows -0, "sglretumdata null,"transactionid " null},"content " {"columnsinfo":[

{

"tablename": "t_dwstyle _altype”,

"columnname”: "typei

s
“fixedlength”: true,
"autaincrement”: false,

“isalias™: true,
"computed": false,
"nullable”: false,
“attributes": null

b

{

“tablename”: null,

"precision”; 0,
"fixedlength”: true.,
"autinerement ' false

Then you will see thereisanull column name. After setting an alias to the null column,
SyntaxFromSQL can then be executed successfully:

Columnin the SQL:

birthday + interval '10 day’

Add an diasto the column:

birthday + interval '10 day' rq

4.1.3 Different execution results in different databases

Supposing we are executing the following CREATE TABLE syntax in SQL Server and

Oracle.

CREATE TABLE appeon_test (id integer NOT NULL,testnanme varchar(40) NOT NULL ,

testdate date ,

t est nunber decinal (12,3)

PRI MARY KEY (i d))

With Oracle, the table created is as below:
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[ apPECN_TEST
Columns| Data | Constraints | Grants | Statistics | Triggers | Flashback | Dependendies | Details | Partitions | Indexes | S0L

A 7 ) - Actions...

{t COLUMN_NAME |} DATA_TYPE |{ NULLABLE [DATA_DEFAULT |{} COLUMN_ID |{: COMMENTS |
11D NUMBER (38, 0) No (null) 1 (null)
2 TESTNEME VARCHAR2 (40 BYTE) No {mull) 2 (null)
3 TESTDATE DATE Yes (null) 3 (null)
4 TESTNUMBER ~ NUMBER(12,3) Yes {mull) 4 (null)

With SQL Server, the table created is as below:

SERVERZ2534.appeont...- dbo.appeon_test B X _

Colurmn Mame Data Type Allow Mulls
»E id it v O
testname varchar(40) ]
testdate datetime
testnumber decirnal(12, 3)
L]

In the PowerBuilder DataWindow SRD, the datatype is long, which can work well in both
databases.

tabl e(col um=(type=l ong updat e=yes updat ewher ecl ause=yes key=yes nane=i d
dbnanme="appeon_test.id" )

When converting the DataWindow to C# model, with SQL Server, the Id column is of int
type:

[ DWCol um( " appeon_test", "id")]
public int Id { get; set; }

Because the Id column of the table is Number in Oracle, when the same modd triesto
retrieve data from the Oracle database, an error occurs:

DataWindow Errar pod

Select Error: The Decimal type is not compatible with the data
type of the mapped property 'Id’ on model
‘D_Database_Connecdt’,

Therefore, if using the Oracle database, the model Id shall be changed to the decimal data
type.

[ DnCol um( " appeon_test", "id")]
public decimal 1d { get; set; }

If you hope to run the same model against different databases, it is necessary to add
VaueConverter too the model column in the .csfile by:
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[ Val ueConvert er (typeof (Def aul t Val ueConverter))]
[ DWCol um( " appeon_test", "id")]
public int Id { get; set; }

4.1.4 Incompatible data type

With PostgreSQL, when retrieving data into a DataWindow that uses stored procedure asits
data source, an error occurred:

Select Error: The Decimal type is not compatible with the data type of the mapped property
'‘Unit_Weight' on model 'Dw_Mat_Items _Inquiry List".

‘ |1ITal|oma ng V|| B 7 U

Dw_Mat_ltems_Inquiry_Listcs & X NuGet: ServerAPls NuGet: AppModels
=] thor st itairrs, tnquiny et (5% ppeott pgs.B2328 Cloud QA fc oo 4ll [ Apphodels V| @ Scm_app.Dw_Mat_ltems_Inquiry_List
e R BT I 112
[ Design - dw_mat items_inguiry_list | 113 [ an("qty_requested_myard")]
114 public decimal? Qty Requested Myard { get; set; }
115
- 116 [DwCol ("gty_issued_myard")]
Item Code Companent Code i 117 public decimal? Qty_Issued Myard { get; set; }
118
Head
eater] - - = 119 [ ("item_code_uid")]
item_code item_component_code item_short_desc 1 120 public string Item Code Uid { get; set; }
Detail { | 121
Summary1 | 5| 122 [ ("totals_option")]
Footer | 123 public string Totals Option { get; set; }
Select Error: The Decimal type is not compatible with the data 124 . s .
| type of the mapped property 'Unit_ Weight' on model 125 [ ' ("item_component_code")]
‘Dw_Mat_Items_Inquiry_List". 126 public string Item_Component_Code { get; set; }
127
128 [ 1 ("unit_weight")]
oK 129 public double? Unit_weight { get; set; }
138
£ 131 [ ("weight uom"}]
Name Type Length  Decimal |Initial Value |Validation Expressio 132 public string Weight Uom { get; set; }
28 |qty_available_myard decimal 3 | 133
29 |qty_received_myard decimal 3 | ,?.71 [ . ("'\,'endor‘_:ode"j]
30 qty_requested_myard decimal 3 ,?? public string Vendor_Code { get; set; }
130
<3| d d decimal 3 " PR
Aty Jssued_myer S 137 [ ("heavy_haul_ind")]
Ejitem_eode vid sting |36 138 public string Heavy Haul_Ind { get; set; }
33 totals_option string 1 139
34 item_component_code sting |30 | 148 [ ("preservation_required_ind")]
35 unit_weight Inumber 141 public string Preservation Required_Ind { get; set; }
36 \weight_uom string 3 —ji [ ("cable t ¥
- 143 cable_type
Edljvendor_code string 15 | 144 nuhlic string Cahle Tvne { pet: sat: 1
38 heavy_haul_ind string 1 |
40 |cable_type string 30
41 |cable_size string 20 Show output from: | Build v ::X 5
< 12-mmee Build started: Project: ServerAPls.csproj, Configuration: Debug AnyCPU ------
1> AooModels -» ChlUsers\apoecn\source\repos\PowerServer2\ApoMedels\bin\Debua'netcoreaon 3. VAot

Debugging technique:

Search for the model "Dw_Mat_Items Inquiry_List” in SnapDevelop and then
“Unit_Weight” in the model .csfile. In the stored procedure of the DataWindow, the data
type of Unit_Weight isNUMBER (12,3). According to the Data type mapping tables, the
Number datatype is mapped to decimal. Therefore, the data type of Unit_Weight shall be
changed to decimal in the .csfile:

Public decimal ? Unit_Wight { get; set; }

4.1.5 PBSELECT retrieve error
Sample PBSELECT script:
retrieve="PBSELECT( VERSI ON(400) TABLE(NAME=~"dec_enp~" )

PBSELECT may easily cause errors. When the SQL Preview event (executed at the client
side) converts the PBSELECT to the SELECT syntax, the event may cause the client crash
or arrive at incorrect SQL syntax (the syntax relies on the DisableBind, Delimitldentifier
settings in dbparm).
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If PBSELECT contains outer joins of multiple tables, there may be unknown error when it
is converted to SELECT, and such error cannot be identified by Fiddler because thereis no
communication from the client to the server.

Debugging technique:

Check in Fiddler whether a connect has occurred, and whether the connection is successful.

@ & Browse ~ @ Clear Cache T TextWizard | [& Tearoff MSDN Search... (@ @ Online X

'35 Fiddler Orchestra Beta <5 FiddlerScript El Log [] Filters = Timeline
Get Started (%) statistics & Inspectors 4 AutoResponder # Composer
Headers ‘ ITexMew ‘ SyntaxView WebForms HexView Auth Cookies Raw JSON

M|

{"version":"1.0", "requestid":"45736E28-4DB6-4705-8118-363C57688181","appname":"Dwf","session":"r+qiZjM
WYpTart94Mabm2PgsRON TmWdLZA UKy KyHHEIgd2ZMISIF5uFmjPOKQw As+yxbWIB5/eBSDfMzCAZ2LOk Se Tf
+mQxew VwBkip 086 Yq YjyPgsAVJF'VAHMwF68zia Xd YCKTjHz KU /OwhVxegL+

7mo5bSY7PmIhEISFONeSf9MB+za6 1t+d301RKhQ4yU", "type ":7, "transaction™ null, "content
name":"","transactionname";"sqglca","params":"lhuXz Yk XCk OhjDt MtCnIF Tz+CjCYEJnf /2t AT 70 ElUROCLTAgn L3
QXFMW Tyx 2y Akpj8ejP 5M Thixak 5/mgjow 2SDAOBCKx AKsbon IK5Mmwit LKaMBjcn Frzc EW1D9188YnQ/0inzxV2Lg
D35J 1miS04rNLAYKpBzw SGHihz 7Z7T15i TJgayWN+EKSVQESZC 8/ VspCtalyOsZCHYHWRA/UE Tekes 7NnQk D
FaWukhL7ZEZuz TRIWyo Y4rXm6jzLQyRoPmJYEmy TAgmL2AHpo W 8mzWHGOPQF2
+lzNNNv25DAYB+m65SvQDat Xt MPIt NHgGEuW6BqgGBt+njo RS Sv+A=="}}}

0:0 0/738 ‘Find... (press Ctrl+Enter to highlight all) ‘ | View in Notepad ” |

Transformer Headers |TextVie'~ SyntaxView ImageView HexView WebView Auth
Caching | Cookies | Raw JSON | XML

{"version":"1.0", "requestid":"45736E 28 -foBE=di05-3112-363C57688181", "appname":"Dwf","session":{"emcod
e":0,"emmsg":null}, type": 7, transaction’ Idbcode":0, "sqlentext":null,"sginrows": 0, "sqlretumdata
"null,"transactionid":"afc45b6a-b683-43ec-babt-

d1becefbdec7-3"},"content” {"serverconfig”:{"delimtidentifier" :"yes"}}}l

If there is no connection and the client app has crashed, the issue may be caused by
PBSELECT. To avoid the problem, better change PBSELECT to a SELECT statement in the
application source code, and then deploy the application again.

4.2 Embedded SQL related errors

Possible error when executing an embedded SQL : ErrorMesage: 42883: function
up_ods301_005(integer, timestamp with time zone) does not exit

Debugging technique:

When an embedded SQL reports error, the recommended way is to run the server Web APIs
in debug mode, and check the SQL statement in the Output panel.
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Output
Show output from: Debug

Thread ID: 14

sQL:

select * from up_ods301_005(@P0,@P1)
@P0 = 20

@P1 = 1981-01-01 12:00:00.000

PowerServerApi.ServerApiController Emror: Requestld: 96FB0266-504B-4bd6-BFDF- /DB, ErrorMesage: 42883: function up_ods301_005(integer, timestamp with time zone) does not exist

PowerServerApi ServerApiController: 2021-02-19 06:29:41,674 ERROR PowerServerApi.ServerApiController..ogMessage [0] - MESSAGE: Requestld: 96FE0266-5D4B-4bd6-BFDF-CE41323067DB, ErrorMesage:

Microsoft. AspNetCore Mvc Newtonsoftlson. NewtonsoftlsonResultExecutor: Information: Executing JsonResult, writing value of type 'PowerServer.Client.DefaultResult'.

ErrorList Locals Watch

For example, the original embedded SQL is:

sel ect * from up_ods301_005(20,"'1981-01-01");
And the actual statement shown in the Output is:
select * from up_ods301_005( @0, @1)

@0 = 20

@1 = 1981-01-01 12:00: 00. 000

Y ou can then notice that the data type of the second parameter does not match in the two
statements (the first oneis data, and the second one is timestamp with time zone) (for more
accurate data type information, use the web debugging proxy tool).
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5 Data type mapping tables

This section provides the mapping rules from the original datatype to the C# data type, or the
data type returned by PowerServer on executing SyntaxFromSQL. If the C# data type or the
type returned by PowerServer is different from what is listed in the tables, you would need to
make necessary changes to the C# models or the SQL syntax, to avoid possible errors.

5.1 SQL server data type mappings

Datatype returned
by PowerServer on
Datatypein SQL Server Datatype in C# models SyntaxFromSQL

bigint long decimal

binary blob blob

bit bool number

char string char

date datetime date

datetime datetime datetime

datetime2(7) datetime datetime

datetimeoffset(7) DateTimeOffset char

decimal (18, 2) decimal decimal

float double number

geography blob blob

geometry blob blob

hierarchyid blob blob

image Blob

int int long

money decimal decimal

nchar string char

ntext string char

numeric(18, 2) decimal decimal

nvarchar string char

real Single real

smalldatetime DateTime datetime

smallint short long

smallmoney decimal decimal

sgl_variant object char

text string char(32766)

time(7) TimeSpan time
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timestamp byte|] timestamp
tinyint byte long
uniqueidentifier Guid char
varbinary blob blob
varchar string char

xml string char(32766)
5.2 ASE server data type mappings

Data type returned
by PowerServer on
Datatypein ASE Datatype in C# models SyntaxFromSQL

bigdatetime DateTime

bigint decimal Decimal(0)
bigtime DateTime datetime
binary byte|] char

bit bool number(1)
char string char

date DateTime date

datetime DateTime datetime
decimal decimal decimal

float double number
image blob

int int long
longsysname string char

money decimal decimal

nchar string char

numberic decimal decimal
nvarchar string char

real float real
smalldatetime DateTime datetime
smallint short long
smallmoney decimal decimal
Sysname string char

text string(32000) char

time TimeSpan time
timestamp byte|] timestamp
tinyint byte long
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unichar string char
unitext string char
univarchar string char
unsigned bigint decimal decimal
usigned int long ulong
unsigned smallint int ulong
varbinary byte char
varchar string char

5.3 SQL Anywhere server data type mappings

Datatype returned
Datatypein SQL Anywhere | Datatypein C# models by PowerServer on

SyntaxFromSQL

bigint long decimal (0)

binary blob

bit bool number

char string char

date datetime date

datetime datetime datetime

dateti meoffset string char

decimal (18,2) decimal decimal (2)

double double number

float single real

image blob

integer int long

long binary blob

long nvarchar string char

long varbit string char

long varchar string char

money decimal decimal

nchar string char

ntext string char

numeric(18,2) decimal decimal (2)

nvarchar string char

real single real

smalldatetime datetime datetime

smallint short long
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smallmoney decimal decimal
text string char
time timespan time
timestamp datetime datetime
timestamp with time zone string char
tinyint byte long
uniqueidentifier guid char
uniqueidentifierstr string char
unsignedbigint decimal decimal
unsignedint long UnsingedLong
unsignedsmallint int UnsingedLong
varbinary(50) blob
varbit(50) string char
varchar(50) string char
xml string char
Sysname string char
5.4 Oracle server data type mappings
Datatype returned
by PowerServer on
Datatypein Oracle Datatype in C# models SyntaxFromSQL
BINARY _DOUBLE double BinaryDouble
BINARY_FLOAT single BinaryFloat
BLOB Blob
CLOB string Char
CHAR string Char
DATE datetime Datetime
INTERVAL DAY(2) TO
SECOND(6)
INTERVAL YEAR(2) TO
MONTH
LONG string Char
NCLOB string Char
NVARCHAR2 string Char
RAW Blob
TIMESTAMP(6) datetime Datetime
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TIMESTAMP(6) WITH

LOCAL TIME ZONE datetime Datetime
TIMESTAMP(6) WITH TIME
ZONE datetime Datetime
VARCHAR?2 string char
NUMBER(2) short int16
number Decimal
NUMBER(5,2) single Single
number(10) Int64
number(10,2) double
number(7) int32
number(15) int64
5.5 PostgreSQL data type mappings
Data type returned
Datatype in PostgreSQL Datatypein C# models | by PowerServer on
SyntaxFromSQL
bigint long decimal (0)
bigserial long decimal(0)
bit bool char
bit varying char
boolean char
Box char
bytea blob
character string char
character varying string char
cid Uint32 char
cidr char
circle char
date datetime date
daterange char
double precision double number
gtsvector char
inet ipaddress char
int2vector char
int4range char
integer int long
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interval char
json string char

line char
macaddr physicaladdress char
money decimal number
name char
numeric(10,1) decimal decimal(1)
numrange char

oid char
path char
point char
polygon char

real float real
refcursor char
serid int long
regdictionary char
smallint short long
smallserial short long
Text string char

tid char
time with time zone(6) datetimeoffset char
time without time zone(6) timespan time
timestamp with time zone(6) datespan datetime
timestamp without time zone(6) | datespan timestamp
tsquery char
tsrange char
uuid guid char

xid char

xml string char
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